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MODULE OVERVIEW 

Visual 12.1.1 

 

Key Points 

This module provides an introduction to three important functions of emergency management 
administration that are carried out on a daily basis and during emergencies: staffing, budgeting 
and accounting for resources, and information management.  
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MODULE OVERVIEW  

Visual 12.1.2 

 

Key Points 

This module will help you avoid the kinds of consequences just discussed.  

This module is divided into the following three units: 

Unit Time 

Module Overview 5 minutes 

Unit 1: Staffing 

 Activity 12.1 – Emergency Manager Administrative Duties 
(Visual 12.1.9) 

 Activity 12.2 – Options and Incentives (Visual 12.1.15) 

45 minutes 

Unit 2: Budgeting and Accounting for Resources 

 Activity 12.3 – Budget and Documentation (Visual 12.2.10) 

30 minutes 

Unit 3: Information Management 

 Activity 12.4 – Cybersecurity (Visual 12.3.24) 

 Activity 12.5 – Information Management (Visual 12.3.29) 

 Activity 12.6 – Module 12 IAW (Visual 12.3.31) 

1 hour, 10 minutes 

Total Module Time: 2 hours, 30 minutes 
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MODULE OVERVIEW 

Visual 12.1.3 

 

Key Points 

The goal of this module is to enable you to describe administration in emergency management, 
including staffing, budgeting and accounting for resources, and information management. 

The objectives for the individual units in this module are listed below. 

Unit 1: 

 Describe staffing options for routine and emergency operations. 

 Identify ways to provide support to emergency management staff. 

Unit 2: 

 Identify items typically included in an emergency management budget. 

 Describe the importance of documentation in emergency management. 

 Identify strategies for accounting for and documenting disaster-related project costs. 

Unit 3: 

 Describe the life cycle for emergency management records. 

 Define personally identifiable information. 

 Explain the impact of privacy laws on emergency management recordkeeping. 

 Describe the characteristics of an effective records management system. 

 Identify strategies to ensure information security. 
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MODULE OVERVIEW 

Visual 12.1.4 

 

Key Points 

Discussion Question: What are some negative consequences of ignoring the 
administrative duties of your job?  
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INTRODUCTION 

Visual 12.1.5 

Visual 12.1.5

Module 12: Emergency Management Administration

Unit 1:

Staffing

 

Key Points 

This unit addresses staffing issues and challenges for the emergency management 
organization. 

When considering the staffing function, the starting point for the Emergency Manager is to ask 
several questions: 

 What are my organization’s program goals? 

 What are the organization’s short- and long-term goals and priorities? 

 How can I help achieve these goals and priorities? 

Answers to these questions will help the Emergency Manager formulate the ideal staffing 
pattern, identify staffing gaps, and develop options for achieving the desired staffing level. 
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STAFFING 

Visual 12.1.6 

Visual 12.1.6

Module 12: Emergency Management Administration

What is the staffing 

composition in your 

emergency management 

organization?

Your Organization

 

Key Points 

Discussion Question: What is the staffing composition in your emergency management 
organization?  

For example, how many full-time staff do you have? How many part-time staff are in your 
organization? 
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STAFFING OPTIONS 

Visual 12.1.7 

 

Key Points 

A large city or county might have a full-time Emergency Manager with a paid supporting staff. 
There also may be a full-time fire and police department. A small community might have only a 
volunteer fire department with two or three pieces of apparatus. The Emergency Manager may 
also be a volunteer or perhaps a part-time employee.  

You may be in one of these two categories or somewhere in between. Perhaps you are a 
shared employee, spending part of your time as the Emergency Manager and another part as a 
member of some other public office, such as fire, public safety, planning, or public works.  

Typically, Local Emergency Managers have few—if any—staff resources. However, they 
integrate and coordinate the activities of a lot of other people and organizations in the 
community.  

Job sharing may also provide opportunities to meet staffing requirements. For example, the 
Emergency Management Department might be able to share a full-time or part-time position 
with another department, thus benefitting both. 
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STAFFING OPTIONS 

Visual 12.1.8 

 

Key Points 

The administrative functions of daily operations affect the community’s ability to respond 
effectively during emergencies. The Emergency Manager has many responsibilities within the 
area of staffing, budgeting, and information management. 
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ACTIVITY 12.1 – EMERGENCY MANAGER ADMINISTRATIVE DUTIES 

Visual 12.1.9 

 

Key Points 

Purpose: The purpose of this activity is to have each person identify administrative duties they 
perform in their job.  

Instructions:  

1. Complete the self-assessment1 in the IAW by identifying which administrative duties you 
typically perform in your role as the Emergency Manager.  

2. Add any additional administrative duties not on the list. 
3. Debrief by sharing some of the administrative duties you added or discussing some of the 

other duties you checked in 10 minutes.  
  

                                                
1 The summary of administrative duties of a Local Emergency Manager in the self-assessment 
is based on the Alabama Emergency Manager's Reference Guidebook (November 2010) 
developed by the Alabama Emergency Management Agency. 
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TYPES OF STAFF  

Visual 12.1.10 

Visual 12.1.10

Module 12: Emergency Management Administration

Regardless of the size of 

your staff, you probably 

need some type of 

administrative staff 

support on a regular basis

Administrative Staff

 

Key Points 

If you are a full-time or part-time Emergency Manager, or the head of another type of 
emergency management organization, it is important to have some type of administrative staff 
support on a regular basis.  

The administrative staff can help with daily communications, reports, and routine office 
operations. With training and oversight provided, they might also be able to help with 
emergency operations such as documentation and assistance with meeting setup. 
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TYPES OF STAFF 

Visual 12.1.11 

Visual 12.1.11

Module 12: Emergency Management Administration

Do you have staff 

dedicated to specific 

programs in your 

organization? 

Your staff may include 

people assigned to specific 

programs

Program Staff

 

Key Points 

Your staff may include positions that are dedicated to specific programs funded by State or 
Federal grants such as: 

 Hazardous materials programs 

 Environmental protection programs 

 Disaster assistance programs (e.g., Public Assistance and Hazard Mitigation) 

 Other State-funded or federally funded programs 

Although these program positions are “fenced” or dedicated to specific program duties, they are 
an important part of your workforce and help achieve your organization’s specific goals and 
priorities. 

Discussion Question: Do you have staff members who are dedicated to specific 
programs funded by the Federal or State government or other organizations? If so, what 
programs do they serve?  
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TYPES OF STAFF 

Visual 12.1.12 

Visual 12.1.12

Module 12: Emergency Management Administration

Emergency personnel will be needed for the 

EOC, field operations, and other essential 

functions

Emergency Staff

 

Key Points 

Regardless of the size or composition of the staff, your organization will need supplemental staff 
for emergency situations. A prime example of supplemental staffing needs can be found in the 
Emergency Operations Center (EOC). Typically, most of the assigned positions in the EOC are 
filled by full- or part-time personnel from various departments within the jurisdiction or by 
volunteers.  

 Shifts and backups: At least two shifts of personnel may be needed to staff the EOC, and 
backups will be needed in the case of unavailability of regular staff. Because emergency 
personnel will work their assigned EOC functions infrequently, training and exercising will 
help maintain their skills and abilities. 

 Field operations: Staff might be needed for other essential functions such as damage 
assessment, debris removal, and building inspection. These personnel may be full-time, 
part-time, or volunteer positions. They also will need training and exercising to stay current 
with position skills and abilities. 

Mutual aid agreements between Local governments may provide another source of staffing 
for field operations or other emergency assignments. 

 Volunteers: Volunteers might be needed to supplement the paid positions listed above or to 
fill positions for which no other option is available. Sources of volunteers in your jurisdiction 
may include civic groups, faith-based organizations, and private citizens. 
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SUPPLEMENTING STAFF 

Visual 12.1.13 

 

Key Points 

Discussion Question: How does your organization supplement its staff for EOC and 
other emergency needs?  
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STAFF SUPPORT 

Visual 12.1.14 

 

Key Points 

All staff, whether full-time, part-time, or volunteer, should be supported in the execution of their 
assignments. This support can be provided in the following ways: 

 Plans: The emergency operations plan (EOP), pre-disaster recovery plan, and other plans 
and annexes spell out the goals, priorities, and procedures for the emergency management 
organization’s daily and emergency operations. All assigned staff should have the 
opportunity to become familiar with these guiding documents and apply them during training, 
exercises, and actual emergencies. 

 Policies: The administrative plan, which is usually a part of the EOP, contains policies and 
guidelines for the emergency management organization’s administration. Policies may also 
be contained in other plans and in general organizational or office guidelines. 

 Recruitment and Personnel Actions: Recruitment and retention of staff is an ongoing 
need for any organization, especially one that deals in emergencies. Careful attention 
should be given to the types of personnel needed and to training, exercising, and other 
incentives that help personnel fulfill their operational duties. 

 Recognition: Another way to motivate staff is to recognize their contributions to the 
organization. This is especially true of volunteer staff. Annual recognition ceremonies, 
banquets, or other activities provide recognition opportunities. 
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STAFF SUPPORT 

Visual 12.1.14 (Continued) 

 Training: As discussed previously, training is an essential part of all job assignments and, 
along with exercising, is an important way of motivating staff and honing their skills and 
abilities. Training programs may be provided by Local, Tribal, State, or Federal emergency 
management agencies or by the private sector. 

 Credentialing: In some cases, credentialing programs are required for specific types of jobs 
and assignments. The States usually establish training and credentialing requirements for 
emergency management personnel within their jurisdiction. Training, special assignments, 
and mentoring could help staff achieve competency in their assigned duties. 
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ACTIVITY 12.2 – OPTIONS AND INCENTIVES 

Visual 12.1.15 

 

Alt text 
Activity 12.2 - Options and Incentives 

Instructions:  Working in your table groups: 

1. Read the scenario in the Student Manual 

2. Answer the following questions: 

a. What options could the Emergency Manager explore for staffing the 

organization’s requirements? 

b. What incentives should the Emergency Manager consider to acquire and retain 

all staff? 

Key Points 

Purpose: The purpose of this activity is to give students an opportunity to apply what they have 
learned about staffing in a scenario-based exercise. 

Instructions: 

1. Read the scenario on the next page and answer the questions.  
2. Record your answers on an easel pad, select a spokesperson, and be prepared to report 

out in 10 minutes.  
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ACTIVITY 12.2 – OPTIONS AND INCENTIVES 

Visual 12.1.15 (Continued) 

Scenario: The New Emergency Manager 

Eden Jones was recently hired as the new Emergency Manager for a Local government. The 
organization currently includes Eden’s position plus a part-time administrative assistant and 
several volunteers with experience in emergency operations who help on an as-needed basis. 
After reviewing the organization’s goals and priorities, Eden determines that she needs 
additional staff. She would like to pursue a hazard mitigation grant but needs someone to 
oversee it. Eden would also like to have a full complement of emergency staff for the EOC. 
(Currently, seven of 12 positions are filled with volunteers.) Eden also needs someone to 
oversee training for the emergency management organization. 

 What options could the Emergency Manager explore for staffing the organization’s 
requirements? 

 What incentives should the Emergency Manager consider to acquire and retain all 
staff? 
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UNIT SUMMARY 

Visual 12.1.16 

 

Alt text 
Unit Summary 

 Emergency management staff may include administrative, program, and emergency staff 

 Staff may be full-time, part-time, or volunteer 

 Staff support may be provided through policies and plans, recruitment, personnel actions, 
recognition, training, and credentialing 

Key Points 

This unit focused on the following key points: 

 Emergency management staff may include administrative, program, and emergency staff, all 
of whom may be full-time, part-time, or volunteer. 

 Staff support may be provided in the form of policies and plans, recruitment, personnel 
actions, recognition, training, and credentialing. 
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INTRODUCTION 

Visual 12.2.1 

 

Key Points 

This unit provides an overview of financial activities that are an important part of the daily and 
emergency administration of an emergency management program, especially at the Local level.  

In this unit you will learn about administrative duties including budgeting, documentation of 
activities and costs during emergency situations, accounting for resource expenditures, and 
reporting.  
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BUDGETING 

Visual 12.2.2 

 

Key Points 

A budget is an itemized summary of planned revenues and expenditures for a fiscal period of 
time—usually one year—used by the organization’s jurisdiction. The budget is usually based on 
funding levels traditionally allocated to the organization, but may be supplemented by new 
initiatives or additional support provided by community leaders. 

Typically, a budget will contain itemized costs for office maintenance, operational costs, and 
anticipated emergencies, as follows: 

 Office maintenance: This budget item includes salaries and benefits, utilities, 
communications, and other office operations. In some cases (such as expenses for 
photocopying or utilities), these expenditures may be shared with other departments or 
prorated. 

 Operational costs: This budget item includes equipment and supplies that support 
department operations such as the Emergency Operations Center (EOC) or 
communications. In some cases, the operational costs may be shared or prorated with other 
departments. 

 Anticipated emergency operations: This budget item consists of estimates for 
emergencies that may occur during the budget cycle. Historical data might be needed to 
support these estimates. 

Someone in the emergency management organization prepares and submits budget requests in 
accordance with the jurisdiction’s policies and guidelines. In smaller organizations, the 
Emergency Manager or a full- or part-time associate may perform the budgeting duty. 



Unit 2: Budgeting and Accounting for Resources 

 

Module 12: Emergency Management Administration 
June 2017 Student Manual – Virginia Edition Page 12.2.3 

DOCUMENTATION 

Visual 12.2.3 

 

Key Points 

Although we discussed documentation in the Recovery module, it is an important administrative 
task that deserves emphasis. 

Documentation is a legal and administrative requirement for an emergency management 
organization and should be undertaken regardless of the prospects of receiving a Presidential 
disaster declaration.  

Documentation helps protect the jurisdiction from liability by providing an accurate record of 
emergency activities, including: 

 What was done? 

 Where was it done? 

 When was it done? 

 How was it done? 

 For whom was it done? 

Examples of documentation of activities include: 

 Incident records 

 Mutual aid activities 

 Situation reports 

 Emergency staffing records 
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DOCUMENTATION 

Visual 12.2.3 (Continued) 

In the event of a Presidential disaster declaration, an accurate record of activities and costs will 
help support requests for reimbursement. The most common reason for failure to obtain 
reimbursement for eligible Federal assistance is lack of adequate documentation.  

The State, as grantee, usually establishes documentation procedures and guidelines for the 
applicant, as subgrantee. State guidelines may include the types and formats of records to 
keep, reporting timelines, and storage and maintenance of records. 

A job aid presenting tips for accounting and documentation is provided on the following pages. 
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DOCUMENTATION 

Visual 12.2.3 (Continued) 

 

Tips for Accounting and Documenting Disaster-Related Project Costs 

Subgrantees are accountable to the grantee for the proper use of disaster funds and for keeping 
records and accounting for all money spent. Records should be retained for a minimum of three 
years after final payment or final audit, whichever is later. Subgrantees should follow their 
standard record retention policy requirements if that policy dictates record retention beyond the 
three-year requirement. Audits are conducted mainly to determine if costs were eligible and 
directly attributed to the disaster project. The most common issues identified in audits of project 
documentation include failure to do the following: 

 Adequately describe the actual work performed. The records must clearly state what work 
was performed. 

 Distinguish between disaster-related work and normal or routine work. 
 Provide a clear audit trail from the cost summaries to the supporting records. 
 Segregate ineligible work from eligible work. 

Below are tips for accounting for and documenting project costs.1 

Accounting for Project Costs 

 Separate disaster-related activities from normal activities and do not co-mingle disasters.  
 Designate a person to coordinate the accumulation of records. 
 Ensure that the accounting system can capture the following types of information: 

 Specific accounting by Project Worksheet and site 
 Force account labor hours, rates, work locations, and description of work performed 
 Force account delineation between traditional duties and non-traditional duties and 

assignments for emergency work  
 Force account equipment hours, rates, and locations 
 Rented equipment cost and location 
 Force account material used from storage, its costs, and location 
 Equipment damaged or destroyed by inventory number, location, and costs to repair 

or replace 
 Vendor services or materials acquired under purchase orders or contracts 
 Contracted construction services and costs by site 
 Technical consultant services costs and specific purposes of work performed 
 Insurance settlements and other credits (e.g., salvage and rebates) reported by 

project 
 Document and describe: 

 Fringe benefit rates 
 Nonproductive labor costs (vacation, sick leave, etc.) 

  

                                                
1 Adapted from material developed by Minnesota Homeland Security and Emergency Management,  
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DOCUMENTATION 

Visual 12.2.3 (Continued) 

 

Tips for Accounting and Documenting Disaster-Related Project Costs (Continued) 

 

Documenting Project Costs 

Prepare project-specific files and include the following information and documents: 

 Detailed discussion of the damage and what was done or needs to be done at the site 
 Photographs of the site before work begins, during, and after (if the work was completed 

prior to the Project Worksheet being written) 
 Lists of damaged and destroyed equipment 
 Force account labor cost summaries—backed up by detail labor runs—and timesheets 

 Force account delineation between traditional duties and non-traditional duties and 
assignments for emergency work 

 Equipment usage records 
 Vendor purchase orders, invoices, and payments 
 Materials usage records 
 Contractor contract, invoices, and payments 
 Explanation of how the contract was executed and the procurement method used; if price 

was not competitively determined, an explanation of how it was determined 
 Authorizations to perform the work by the department head, legislative authority (council or 

supervisors), or executive authority (Mayor, City Manager, or County Administrator) 
 Correspondence with grantee and/or FEMA. 
 Insurance information, settlements, and appeals information 
 Police, fire, and medical response dispatch logs 
 Final inspection reports 
 

Force Account Labor (when the applicant performs the work itself) 

 Be sure to document and support fringe benefits, nonproductive leave time, and indirect cost 
rate components. 

 Force account delineation between traditional duties and non-traditional duties and 
assignments for emergency work.  
 

Force Account and Rented Equipment 

The operating costs of force account equipment, and the costs of rented equipment, are both 
eligible for disaster assistance.  
 
 Ensure that all equipment costs have records that show who was doing what, where, when, 

for how long, and using what piece of equipment.  
 If the equipment is rented, the rate should be reasonable and documented. As with all other 

costs, documentation is critical. 
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DOCUMENTATION 

Visual 12.2.3 (Continued) 

 

Tips for Accounting and Documenting Disaster-Related Project Costs (Continued) 

 

Materials and Purchases 

Materials and purchases refer to supplies used for repair and restoration projects. Materials are 
the supplies that you have on hand in your own yard, stockpile, or stores. Purchases are 
supplies bought for certain repair and restoration projects and work sites.  
 
 For both materials and purchases, ensure that records identify: 

 The unit price of the supply used 
 When and where it was used 
 Which person or crew was responsible for the supply  

 Have the original vendor’s invoice available to verify the unit price.  
 Don't overlook the salvage value of reclaimable supplies, and the application of procurement 

requirements. After the cost of supplies is determined, it should be reduced by the salvage 
value of reclaimable supplies. 

 If the vendor sends purchased supplies directly to a work site, identify that site on the 
invoice and delivery tag. 

 If the entire amount of purchased supplies is not used at eligible sites, deduct the amount 
returned to stock—or used at ineligible sites—from the invoice amount. 

 If several types of supplies are identified on the vendor’s invoice, identify how much was 
used of each type. 

Contracts 

Contracts are often the largest cost categories. The Federal Regulations allow you to follow 
your own procurement procedures as long as those procedures meet or exceed the 
procurement standards in the Federal Regulations.  

Contract and procurement guidelines differ for Local governments and nonprofits. Local 
governments are subject to Title 44 of the Code of Federal Regulations (CFR) Section 13.36 
and the Office of Management and Budget (OMB) Circular A-102. Nonprofits, institutions of 
higher education, and hospitals are subject to OMB Circular A-110. 

 If one contract covering several sites is awarded, require the contractor to segregate costs 
on the invoices by site or Project Worksheet. Failure to do so may result in the auditor 
prorating the contractor’s costs to each Project Worksheet site, which could cost you funds if 
there are allocations to ineligible sites. 
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DOCUMENTATION 

Visual 12.2.4 

 

Alt text 
Documentation Forms 

FEMA Public Assistance Program forms such as the following can be used to document 

activities and costs associated with disasters: 

 Force Account Labor Summary Record 

 Materials Summary Record 

 Rented Equipment Summary Record 

 Contract Work Summary Record 

 Force Account Equipment Summary Record 

 Applicant’s Benefits Calculation Worksheet 

Key Points 

FEMA Public Assistance Program forms can be used to document activities and costs 
associated with disasters. The applicable forms include: 

 90-123  Force Account Labor Summary Record 

 90-124  Materials Summary Record 

 90-125  Rented Equipment Summary Record 

 90-126  Contract Work Summary Record 

 90-127  Force Account Equipment Summary Record 

 90-128  Applicant’s Benefits Calculation Worksheet 

The State or Tribal government usually establishes the documentation format and procedures to 
be used, and in some cases the FEMA forms are adopted. 

The forms listed above can be found online. 
  

https://www.fema.gov/forms
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DOCUMENTATION 

Visual 12.2.5 

 

Key Points 

Discussion Question: What are the consequences when not documenting properly? 
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ACCOUNTING 

Visual 12.2.6 

 

Key Points 

Accounting is a financial management activity designed to track actual expenditures on a 
recurring basis, usually monthly. The jurisdiction’s administrative offices usually establish 
accounting and recordkeeping policies and procedures for all departments to follow. 

Local emergency management organizations will also have to account for expenditures related 
to funding received through the State as the grantee. In these cases, the State will establish 
procedures for the Local organization—or subgrantee—to follow when recording and reporting 
activities and expenditures.  
  



Unit 2: Budgeting and Accounting for Resources 

 

Module 12: Emergency Management Administration 
June 2017 Student Manual – Virginia Edition Page 12.2.11 

GRANTEE VS. SUBGRANTEE 

Visual 12.2.7 

 

Key Points 

Emergency management funding is distributed by the Federal Government directly to the State 
as grantee. The State distributes funding to Local emergency management organizations, or 
subgrantees, along with policies and procedures for tracking and reporting activities and 
expenditures of the funds.  

Federally recognized Tribes may elect to be grantees or subgrantees for their Tribal area. 

The following are examples of funding provided by the grantee to the subgrantee: 

 Emergency Management Performance Grants (EMPG) 

 EOC Grant Program 

Additional information about FEMA grants and cooperative agreements can be found online. 

  

https://www.fema.gov/grants
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REPORTING 

Visual 12.2.8 

 

Key Points 

Reporting consists of documenting the organization’s financial information and sharing it with 
others who have program oversight. This may include the jurisdiction’s financial officer, other 
department heads, and State and Federal organizations. 

Some types of reports may be required as a condition of receiving grants, contracts, or other 
funding from State or Federal agencies or other sources. The report format and submission 
procedures will be spelled out in these program agreements. 

In some cases, presentations may accompany submission of the reports, providing the 
emergency management organization with the opportunity to describe its accomplishments or to 
explain the need for additional funding. 
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REPORTING 

Visual 12.2.9 

 

Key Points 

Discussion Question: What are some examples of reports your organization prepares? 
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ACTIVITY 12.3 – BUDGET AND DOCUMENTATION  

Visual 12.2.10 

 

Alt text 
Activity 12.3 – Budget and Documentation 
Instructions: In your table groups… 

1. Review the scenario in your Student Manual 
2. Discuss the questions as a group 
3. Select a spokesperson and be ready to share your responses in 10 minutes 

Provide guidance for Irene on her budget and documentation system 
Image of FEMA employees gathered around a table 

Key Points 

Purpose: The purpose of this activity is think about budgeting and documentation concerns as 
an Emergency Manager. 

Instructions:  

1. Review the scenario in your Student Manual. 
2. Answer the questions as a group. 
3. Select a spokesperson and be ready to share your responses in 10 minutes. 
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ACTIVITY 12.3 – BUDGET AND DOCUMENTATION  

Visual 12.2.10 (Continued) 

Scenario: 

Irene is the Emergency Manager for a community of 110,000 and operates on an October–
September fiscal year. Her emergency management staff consists of herself, a planner, a 
clerical person, and 50 EOC volunteers. 

Questions: 

1. What items should Irene include or be concerned about in her annual budget 
submission? 

2. How would she set up a documentation system to track disaster costs? 

3. Who should manage the documentation system? 

4. Who should she include in training on the documentation system? 
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UNIT SUMMARY 

Visual 12.2.11 

 

Key Points 

This unit focused on the following key points: 

 Budgeting is the planned revenues and expenditures for a fiscal period.  

 Accounting is the actual tracking of expenditures over a period of time. 

 The Federal Government distributes funding to the State (grantee), who then distributes 
to Local emergency management agencies (subgrantee). 

 Federally recognized Tribes may elect to be a grantee or a subgrantee.  

 Documentation and reporting aids in financial tracking and helps protect jurisdictions 
from liability by providing an accurate record of emergency activities. 
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INTRODUCTION 

Visual 12.3.1 

 

Key Points 

This unit discusses the importance of information management in the administration of an 
emergency management program. 
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INTRODUCTION 

Visual 12.3.2 

 

Key Points 

Discussion Question: If you tried to do your job without having a system for managing 
information, what issues could arise?  
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Key Points 

Records management is the process of maintaining an organization’s records from the time they 
are obtained or created until they are transferred or disposed of.  
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Key Points 

Records may have various formats, including: 

 Paper-based  

 Electronic  

 Multimedia (e.g., audio, visual, photographic, cartographic, or microfilm) 
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Key Points 

Discussion Question: What are the challenges in managing emergency management 
records that are paper-based, electronic, or multimedia (audio, visual, photographic, 
cartographic, or microfilm)? 
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Visual 12.3.6 

 

 

Key Points 

Discussion Question: What are the challenges in managing emergency management 
records in a cloud-computing environment? 

(If needed, information about cloud computing is provided in the job aid, “Working with 
Electronic and Multimedia Records,” later in this unit.) 
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Key Points 

Discussion Question: What are the challenges in complying with multiple—Federal, 
State, Tribal, Local, and Agency-Specific—records management policies?  
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Key Points 

The life cycle of records may include the following stages or steps: 

1. Inventory: Conducting an inventory of documents and deciding future actions that are to be 
taken with them  

2. Storage: Safeguarding or securing records that need to be readily accessed for current use. 
Some of the records might require safeguarding because of the sensitive nature of the 
information they contain. 

3. Transfer: Transferring records that no longer are required for office operations, but need to 
be used elsewhere or archived 

4. Disposal: Disposal of records that have reached the end of their life cycle and are no longer 
needed 

Examples of records that go through this cycle include: 

 

 Personnel files 

 Call logs 

 Manuals 

 Training rosters 

 Correspondence 

 Financial documents 

 Reports 

 Program grant files 

 Audiovisual media 

 Maps 

 Shelter registration information 

 Disaster survivor data 

 Incident records 

 Situation reports 

 Emergency staffing records 

 Email
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Key Points 

Your organization’s record management procedures may fall under Federal, State, Tribal, or 
Local requirements. 

Federal records management policies apply to any projects involving Federal grants or 
assistance. 

Each State also has its own records management requirements. 

Local jurisdictions or Tribal governments might have additional requirements. 

It is important to ascertain what policies and requirements apply in your situation. 
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 Record retention schedules established by Library of 

Virginia

 www.lva.virginia.gov/agencies/records/retention.asp

 General Services: GS16

 005243: Security Records: Disaster and Emergency 

Planning Files – retain until after rescinded, 

superseded or obsolete.

 200036: Security: Disaster Recovery Files: 

Documents process of and expenses for recovery in 

state or federally declared disaster - five years after 

last action

Record Retention - Virginia

 

Key Points 

 
In Virginia, state and local government recordkeeping schedules are established in the Code of 
Virginia and administered by the Library of Virginia.  
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 Privacy Act of 1974

 E-Government Act of 2002 

 Health Insurance 

Portability and 

Accountability Act of 

1996 (HIPAA)

Privacy Laws

 

Key Points 

Emergency management organizations need to follow common privacy law principles based on 
Federal laws, including the following: 

Privacy Act of 1974 

The Privacy Act of 1974 establishes a code of fair information practices that governs the 
collection, maintenance, use, and dissemination of personally identifiable information (PII) about 
individuals that is maintained in systems of records by Federal agencies. The act focuses on 
four basic policy objectives: 

1. To restrict disclosure of personally identifiable records maintained by agencies 

2. To grant individuals increased rights of access to agency records maintained on them 

3. To grant individuals the right to seek amendment of agency records maintained on 
themselves upon showing that the records are not accurate, relevant, timely, or complete 

4. To establish a code of “fair information practices that requires agencies to comply with 
statutory norms for collection, maintenance, and dissemination of records”  

The full text of the Privacy Act is available online.  

  

https://www.justice.gov/opcl/privacy-act-1974
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E-Government Act of 2002 (Public Law 107-347, 44 United States Code [U.S.C.] Section 
101) 

Background. Congress found that the use of computers and the Internet was profoundly 
changing the relationships “among citizens, private businesses, and Government” and that 
“Federal Government has had uneven success in applying advances in IT to enhance 
governmental functions and services.” Among the varied purposes of this law was to “promote 
the use of the Internet and electronic government services,” “to make the Federal Government 
more transparent and accountable,” as well as “to provide enhanced access to Government 
information and services in a manner consistent with laws regarding protection of personal 
privacy, national security, records retention, access for persons with disabilities, and other 
relevant laws.” 

Privacy Implications. Section 208 of this law requires that all Federal agencies conduct a 
privacy impact assessment (PIA) for all new or substantially changed technology that collects, 
maintains, or disseminates PII, or for a new collection of information that is collected, 
maintained, or disseminated using Information Technology (IT).  

Health Insurance Portability and Accountability Act of 1996 (HIPAA) 

The HIPAA Privacy Rule provides a Federal floor of privacy protections for individually 
identifiable health information where that information is held by a covered entity or by a 
business associate of the covered entity. An example of the application of HIPAA to emergency 
management would be when coordinating patient care with others (such as emergency relief 
workers or others that can help in finding patients appropriate health services).  

The HIPAA Privacy Rule gives patients an array of rights with respect to that information. At the 
same time, the Privacy Rule is balanced so that it permits the disclosure of personal health 
information needed for patient care and other important purposes.  

The Security Rule specifies a series of administrative, physical, and technical safeguards for 
covered entities to use to assure the confidentiality, integrity, and availability of electronic 
protected health information. 

The full text of HIPAA is available online.  

  

https://aspe.hhs.gov/report/health-insurance-portability-and-accountability-act-1996
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In addition to disasters, 

what situations could 

present privacy 

challenges for 

Emergency Managers?

Why is privacy 

important in 

emergency 

management?

Discussion Questions (4 of 6)

 

Key Points 

Discussion Question: Why is privacy important in emergency management? 

Discussion Question: In addition to disasters, what situations could present privacy 
challenges for Emergency Managers? 
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Personally Identifiable Information

When disaster survivors and 

other individuals entrust their 

personally identifiable 

information (PII) to you, they 

trust your organization to keep it 

safe.

PII is any information that 

permits the identity of an 

individual to be directly or 

indirectly inferred.

 

Key Points 

When disaster survivors and other individuals entrust their PII to you, they trust your 
organization to keep it safe. 

Any single piece of PII could lead to personal identification. Examples of PII include: 

 Name 

 ZIP code 

 Social Security number 

 Account numbers 

 Date and place of birth 

 Certificate or license numbers 

 Biometric identifiers (e.g., fingerprints) 

 Vehicle identifiers, including license plates 

 Mailing addresses 

 Uniform Resource Locators (URLs)  

 Telephone number 

 Internet protocol (IP) addresses 

 Email addresses 

 Photographic facial images 
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 The emergency management organization or 

another Local department or agency establishes 

policies and guidelines for records management

 A person or office is usually designated 

to oversee records management

 Policies will vary by jurisdiction

Local Policies and Oversight

 

Alt text 
Local Policies and Oversight 

 The emergency management organization or another Local department or agency 

establishes policies and guidelines for records management 

 A person or office is usually designated to oversee records management 

 Policies will vary by jurisdiction 

Key Points 

At the Local level, guidelines and policies for records management are established by the 
emergency management organization or the jurisdiction under which it operates. 

It should be noted that the Emergency Manager might not have control over records 
management policies and procedures. Policies will vary by jurisdiction. However, awareness of 
best practices is valuable knowledge for an Emergency Manager. 
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• Records Management Tasks

• Working With Electronic and Multimedia Records

 Documents agency business

 Facilitates usage and ensures long-term integrity

 Ensures records are available when needed, 

where needed, and in a usable format

 Complies with records requirements, standards, 

and policies

 Protects records in a safe, secure environment 

and controls proper disposition

 Supports continuity of operations

Effective Records Management

 

Alt text 
Effective Records Management 

 Documents agency business 

 Facilitates usage and ensures long-term integrity 

 Ensures records are available when needed, where needed, and in a usable format 

 Complies with records requirements, standards, and policies 

 Protects records in a safe, secure environment and controls proper disposition 

 Supports continuity of operations 
Records Management Tasks 
Working With Electronic and Multimedia Records 

Key Points 

A comprehensive records management program provides policies and procedures for ensuring 
the following: 

 Records documenting agency business are created or captured. 

 Records are organized and maintained to facilitate their use and ensure integrity throughout 
their authorized retention periods. 

 Records are available when needed, where needed, and in a usable format to conduct 
agency business. 

 Legal and regulatory requirements, relevant standards, and agency policies are followed. 

 Records, regardless of format, are protected in a safe and secure environment and removal 
or destruction is carried out only as authorized in records schedules. 

 Continuity of operations is supported by a vital records program. 
The job aids on the following pages list recommended records management tasks and 
guidelines for working with certain types of records. 
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Records Management Tasks 

 

 Assign responsibility to a person and office to coordinate and oversee the agency records 
management program. 

 Issue a directive(s) establishing program objectives, responsibilities, and authorities for the 
creation, maintenance, and disposition of agency records.  

 Assign records management responsibilities in each program (mission) and administrative 
area to ensure incorporation of recordkeeping requirements and records maintenance, 
storage, and disposition practices into agency programs, processes, systems, and 
procedures. 

 Integrate records management requirements into the design, development, and 
implementation of electronic information systems. 

 Provide guidance and training to all agency personnel on their records management 
responsibilities. 

 Develop records schedules for all records the agency receives and creates.  

 Comply with applicable policies, procedures, and standards relating to records management 
and recordkeeping requirements issued by Local, Tribal, State, or Federal agencies, as 
appropriate.  

 Institute controls ensuring that all records, regardless of format or medium, are properly 
organized, classified or indexed, described, and made available for use by all appropriate 
agency staff. 

 Conduct formal evaluations to measure the effectiveness of records management programs 
and practices. 

Adapted from Federal records management provisions, Title 36 of the Code of Federal Regulations (CFR) Section 
1220.  
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Working With Electronic and Multimedia Records 

 

Enhancing Sustainability of Electronic Records 
 

What Is 
Sustainability? 

Sustainability means the ability to access an electronic record throughout its life 
cycle, regardless of the technology used when it was originally created. A 
sustainable format is one that increases the likelihood of a record being accessible 
in the future.  

 

Why Use 
Sustainable 
Formats for 
Electronic 
Records? 

Agencies create and maintain increasing volumes of records in electronic formats. 
Typically, agencies select electronic formats based on business needs and current 
technical requirements. Once selected, those formats must be sustainable—that is, 
accessible both throughout their life cycle and as technology evolves. Formats that 
are not sustainable might cause records to become obsolete and inaccessible 
before they are eligible for deletion as authorized in the approved records schedule. 

 

Characteristics of 
a Sustainable 
Format 

Using formats that have the following characteristics increases the likelihood that 
the information will be accessible over the long term: 

 
 Published Documentation and Open Disclosure. Publicly and openly 

documented formats adhere to specifications that are published and accessible. 
Publicly accessible specifications allow developers to create a wide variety of 
applications to read, process, and validate files. Openly documented 
specifications assist developers in creating tools to access the information in 
obsolete formats, and assist in migrating files to future formats. Tagged Image 
File Format (TIFF) is an example of a format based on a publicly available, 
authoritative specification for scanned images. 

 
 Widespread Adoption and Use. Formats adopted for widespread use have a 

higher probability of being sustainable over time. When a format has been 
widely adopted by users, multiple software tools are created to open, read, and 
access the records and the market supports ongoing sustainability of the file 
format. This extends the time that the information can be maintained in the 
format using readily available tools. The adoption of a file format by information 
creators, disseminators, and users is an indicator of sustainability. Hyper-Text 
Markup Language (HTML) is an example of a format that has been widely 
adopted for Internet use.  

 
 Self-Describing Formats. Self-describing formats contain metadata needed to 

interpret the record’s content, context, and structure. Metadata embedded 
within the format minimizes reliance on external documentation and the risk of 
disassociation of metadata from the file over time. Although self-describing 
formats provide the capability for including metadata (e.g., in the file header or 
through tags within the file structure), they may not necessarily mandate it in the 
format specification. If present, the metadata should be easily accessed. This 
ensures that descriptive information about the record is sustainable. Extensible 
Markup Language (XML) is an example of a self-documenting format because it 
describes its structure and field names.  
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Working With Electronic and Multimedia Records (Continued) 

 

Records Management and Cloud Computing 
 

What Is Cloud 
Computing? 

Cloud computing is a technology that allows users to access and use shared data 
and computing services via the Internet or a Virtual Private Network (VPN). It gives 
users access to resources without having to build infrastructure to support these 
resources within their own environments or networks.  

 
General interpretations of cloud computing include “renting” storage space on 
another organization’s servers or hosting a suite of services. Other interpretations of 
cloud computing reference particular social media applications, cloud-based email, 
and other types of web applications. However, the National Institute of Standards 
and Technology (NIST) has been designated to develop standards and guidelines 
for the Federal cloud-computing effort and to provide an authoritative definition. 
 
NIST defines cloud computing as “a model for enabling convenient, on-demand 
network access to a shared pool of configurable computing resources (e.g., 
networks, servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or service provider 
interaction.” The definition is evolving.  

Creating 
Standards and 
Policies for 
Records 
Management in a 
Cloud- 
Computing 
Environment 

The following are guidelines for creating standards and policies for managing an 
agency’s records that are created, used, or stored in cloud-computing 
environments: 

 Include the agency records management officer and staff in the planning, 
development, deployment, and use of cloud-computing solutions. 

 Define which copy of records will be declared as the agency’s record copy and 
manage it in accordance with agency requirements. Remember, the value of 
records in the cloud may be greater than the value of any other set because of 
indexing or other reasons. In such instances, this added value may require 
designation of the copies as records. 

 Include instructions for determining if records in a cloud environment are 
covered under an existing records retention schedule.  

 Include instructions on how all records will be captured, managed, retained, and 
made available to authorized users, and retention periods applied.  

 Include instructions on conducting a records analysis, and developing records 
retention schedules for unscheduled records in a cloud environment. These 
instructions should include scheduling system documentation, metadata, and 
related records. 

 Include instructions to periodically test transfers of records to other 
environments, including agency servers, to ensure the records remain portable. 

 Include instructions on how data will be migrated to new formats, operating 
systems, etc., so that records are readable throughout their entire life cycles.  

 Resolve portability and accessibility issues through good records management 
policies and other data governance practices. Data governance typically 
addresses interoperability of computing systems, portability of data (able to 
move from one system to another), and information security and access.  
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Working With Electronic and Multimedia Records (Continued) 

 

Digital Audio and Video Formats  
 

Selection of 
Digital Audio 
and Video 
Formats  

Due to the rapidly evolving nature of digital audio and video formats and the lack of 
any open, national, or international consensus standards for the creation and 
preservation of digital audio and video, it is impractical to specify particular formats 
that should be used. 
 
However, when selecting an audiovisual format for records that need to be retained 
over the long term (e.g., over multiple generations of technology), consider whether 
the format: 

 Is publicly and openly documented 
 Is nonproprietary 
 Is in widespread use 
 Is self-documenting 
 Can be opened, read, and accessed using readily available tools 

Inclusion of 
Metadata 

It is a good practice to include metadata about digital audio or video files as part of 
stored records. The metadata may be contained within a separate data file or within 
the data stream (e.g., as part of the record format).  

Digital Audio or 
Video File Data 
Structure  

A digital audio or video file consists of a container holding source data that has been 
processed through a codec. A codec (coder-decoder, compressor-decompressor, or 
compress-decompress) transforms the analog signal (from a microphone, video 
camera, etc.) into the ones and zeros of a digital file. A codec also can be used to 
encode material already existing in a digital format into another digital format. 

Types of 
Codecs  

There are two broad categories of codecs: 

1. Lossy Codec: A lossy codec is one that discards certain portions of the 
signal to achieve a smaller file size; for example, mp3 codecs attempt to 
identify and remove portions of the signal that would not result in a perceived 
loss of quality of the sound to make the file smaller. These losses are 
sometimes noticeable and sometimes not. The more aggressive the 
compression setting chosen, the more data are removed. This can result in 
digital artifacts, which are audible errors created by the compression. 

2. Lossless Codec: A lossless codec is one that achieves smaller file sizes 
through means other than removing data. This can include using a variable bit 
rate that would use fewer bits to encode silences as compared to an active 
section of music. 

Some codecs may be configured to be either lossy or lossless. 
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Working With Electronic and Multimedia Records (Continued) 

 

Digital Audio 
 

Digital Audio 
Formats  

Based on the suitability characteristics identified earlier, the following formats are 
acceptable for files containing exclusively audio material—either spoken word or 
music. In many cases, the acronyms are also the file extensions for that file format. 
 Audio Interchange File Format (AIFF) 
 Uncompressed Waveform audio format (WAV) 
 Audio Format (AU) 
 Uncompressed Broadcast Wave Format (BWF) 
 Free format Lossless Audio Codec (FLAC) 
 Motion Pictures Expert Group (MPEG) 4 Audio Lossless Coding format (ALS) 

Codec, Bit 
Depth, and 
Sampling Rate 

 Codec: The National Archives and Records Administration recommends 
recording or digitizing audio using an uncompressed lossless codec, such as 
WAV-PCM. 

 Bit depth: “Bit depth” is the amount of data used to describe a specific section of 
source material. The preferred bit depth for audio recording is 24 bits per sample. 
The minimum bit depth is 16 bits per sample. 

 Sampling rate: The sampling rate is the number of periodic samples of the 
source material taken to reproduce it accurately. All audio should be recorded at a 
minimum sample rate of 44.1 kilohertz (KHz), although sampling at 96 KHz is 
encouraged. 

Formats Not 
Recommended 

The following digital audio formats do not have sufficient quality for archival retention: 

 Files created for “streaming” broadcast (e.g., RealAudio, Windows Media): These 
files sacrifice quality for file size. They are often reduced from high-resolution files 
by removing high- and low-frequency ranges and compressing the remaining 
signal. 

 Reference files of lower quality than the original (e.g., for website use): Again, 
these files sacrifice quality for file size. 

 Most audio files in the MPEG format (e.g., .mp3): Many varieties of the MPEG 
format are lossy, again sacrificing quality for file size. 

 

Digital Video 
 

Digital Video 
Formats  

Based on the suitability characteristics identified earlier, the following formats are 
acceptable for digital video files: 

 Audio-Video Interleave format (AVI) 
 Material Exchange Format (MXF) 
 QuickTime Format (MOV) 

Codecs for 
Digital Video 
Formats 

Lossless open codecs, such as Motion JPEG 2000 or HuffyUV, are recommended.  

When lossless codecs are not practical (e.g., business requirements for smaller file 
sizes), the following lossy codecs are suggested: MPEG2, MPEG4, DV, and 
MJPEG2000. Not all codecs are appropriate for every format. 
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Working With Electronic and Multimedia Records (Continued) 

 

Digital Video (Continued) 
 

Size, Color, and 
Audio Quality 

 Size: A minimum 720x486 pixels at 30 frames per second is recommended. 

 Color: The color depth of a digital video should match the number of colors, as 
well as the color encoding and luminance of the original material. Black-and-white 
originals should be recorded in grayscale; color originals should be recorded in 
full-range color (eight bits per channel, with 10 bits per channel preferred). 

 Audio quality: The primary consideration is that the audio tracks of digital video 
recordings should be recorded at 48KHz.  

Formats Not 
Recommended 

The following digital video files do not have sufficient quality for archival retention: 

 Files created for “streaming” broadcast (e.g., RealAudio and Windows Media): 
These files sacrifice quality for file size. They are often reduced from high-
resolution files by removing high- and low-frequency ranges and compressing the 
remaining signal. 

 Reference files of lower quality than the original (e.g., for website use): Again, 
these sacrifice quality for file size. 

 Files that have been transcoded: In other words, it is not acceptable to render 
previously encoded content through another codec. Agencies should not apply a 
second codec to a file that has already been encoded. 
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What are the biggest 

records management 

headaches for emergency 

managers? 

Discussion Question (5 of 6)

 

Key Points 

Discussion Question: What are the biggest records management headaches for 
Emergency Managers? 
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Ensure that personnel 

handle data properlyData Security

Secure the systemsCybersecurity

Secure the PremisesPhysical Security

Information security involves safeguarding 

the organization’s information through: 

Information Security

 

Key Points 

The next section of this unit focuses on information security.  Information security involves 
safeguarding the organization’s information through:  

 Physical security—securing the premises 

 Cybersecurity—securing the information systems 

 Data security—ensuring that personnel handle data properly 

To effectively secure information systems, it is important to identify information vulnerabilities. 
Vulnerabilities are weaknesses that can be exploited to gain access to violate system integrity. 

Examples of information vulnerabilities include: 

 Tapes lost during transfer to a storage facility (availability issue) 

 Information read by an unauthorized individual(s) (confidentiality issue) 

 Software and hardware not maintained at current patch levels allow unauthorized access via 
the Internet, resulting in a breach of confidential information (confidentiality, integrity, or 
availability issues) 

 Unintentional loss of data via theft, resulting in identity theft (confidentiality issue) 

 Accidental or intentional deletion or modification of information (availability and integrity 
issues) 

 Unsecured computers and portable devices such as smartphones, laptops, or USB devices 
(confidentiality, integrity, and availability issues) 
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Physical security involves 

controlling access to buildings or 

information storage areas and 

verifying the identity of authorized 

users

Physical Security

 

Key Points 

The first threat to an organization’s information systems and data is unauthorized access to 
sensitive areas or information by persons, equipment, or materials.  

Access control and identity verification has been identified as a core capability in the Protection 
mission area. 

Areas of concern include anyplace where information is stored—on paper, on computers, or in 
other forms.   
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 Limit and control building access points 

 Use employee badges or other access 

identification systems

 Limit access by contractors, 

vendors, and temporary employees

 Restrict access to information 

storage areas

 Control delivery and removal of 

materials, equipment, or supplies 

 Train employees in security and vigilance\

Access Control Measures

Physical Security Measures

 

Key Points 

Examples of physical security measures include: 

 Limiting the number of access points. Post signs and control doors and other entrances.  

 Using access identification systems such as employee badges, card readers, keypads, and 
biometric identification. Limit who has keys and identification cards and how they can be 
obtained. Limit access by contractors, vendors, and temporary employees. 

 Restricting access to information storage areas. Use appropriate locks (e.g., padlock, keyed 
cylinder, or electronic entry control system). 

 Controlling delivery and removal of materials, equipment, or supplies. 

 Training employees in security and vigilance. 

Additional details are provided in the job aid on the following page. 
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Access Control Measures 

 

Building and Grounds 

 Limit the number of access points.  
 Control doors and other entrances. 
 Post signs at access points.  
 Use access identification systems such as employee badges, card readers, keypads, and 

biometric identification.  
 Limit who has keys and identification cards and how they can be obtained. 
 Ensure that nonemployees wear a visitor’s badge and are escorted at all times. 
 Use search or verification procedures for delivery and removal of materials, equipment, or 

supplies.  
 Keep a current database of employee-owned vehicles, and have protocols in place for 

investigating illegally parked cars. 
 

Internal Access 

 Restrict access to key assets and information storage areas.  
 Post signs at restricted access areas. 
 Use appropriate locks (e.g., padlock, keyed cylinder, or electronic entry control system). 
 Limit access by contractors, vendors, and temporary employees. 
 Train mailroom and receiving personnel in recognizing suspicious items. 
 Train employees in proper use of ID badges, including the following: 

 Wear the badge on the outermost garment at all times while in the workplace.  
 Never allow “piggybacking”—letting an individual follow an employee through access 

doors.  
 Never lend or borrow badges when an employee has forgotten his or her badge.  
 Never allow visitors to share a badge. Only one person should be cleared through an 

entry point on a given badge.  
 Report a lost badge to the appropriate security personnel, manager, or Human 

Resources representative immediately. 
 Train employees in your organization’s policies for challenging unknown or suspiciously 

behaving people that they encounter within a secured area, including those who:  
 Are not accompanied by someone the employee recognizes  
 Are not wearing appropriate identification 
 Have an appearance that is inconsistent with the workplace dress code 
 Seem lost or are asking for directions to specific areas 
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Scenario

As an Emergency 

Manager, how would 

you prevent this kind 

of situation in your 

department?

Read the scenario in the Student Manual 

How often have 

you seen this in 

your jurisdiction?

Discussion

 

Key Points 

Scenario: It’s just past lunchtime, and Jack is returning to work. On his way in through the 
employee-only entrance, Jack spots someone who has his hands full.  

Jack is a helpful and courteous person, but he’s also cautious. He asks if he can be of 
assistance, and the gentleman says he’s delivering materials to someone in another 
department. He’s very polite, and the boxes he’s holding look heavy, so Jack scans his badge to 
open the door. He holds the door for the delivery man, then watches him walk down the hall 
toward the computer center. 

Just then, a coworker comes up and asks Jack for some information, so they head toward 
Jack’s desk.  

Discussion Question: As an Emergency Manager, how would you prevent this kind of 
situation in your department? 

Discussion Question: How often have you seen this in your jurisdiction? 
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Common cyber threats and vulnerabilities include: 

 Hackers

 Malicious code

 Peer-to-peer (P2P) software 

 Loss of removable media

 Passive threats

Cybersecurity

 

Key Points 

A vulnerability in the cyber world is a “hole” through which a threat gains access to protected 
information that is stored electronically.  

Common cyber threats and vulnerabilities include: 

 Hackers. Hackers attempt to gain unauthorized access to computer networks or systems by 
intentionally bypassing or compromising their security. Hackers may exploit their illegal 
access by stealing information or otherwise causing harm to the system or its owners, 
customers, or users. Examples of possible hackers include:  

 Anti-government groups  

 A “kid in the basement”  

 A disgruntled employee  

 Industrial or corporate spies 

 Malicious Code. Malicious code is any software or program designed to disrupt the normal 
operation of a computer by allowing an unauthorized process to occur or by granting 
unauthorized access. Often, the term “virus” is used to refer to all types of malicious code, 
but malicious code comes in many forms, including:  

 Viruses 

 Worms  

 Trojan horses 

 Adware  

 Spyware  
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CYBERSECURITY 

Visual 12.3.21 (Continued) 

Malicious code threatens three primary security goals: 

1. Confidentiality: Programs like spyware can capture sensitive data while it is being 
created and pass it on to an outside source.  

2. Availability: Many viruses are designed to modify operating system and program 
files, leading to computer crashes. Internet worms have spread so widely and so 
quickly that they have overloaded Internet connections and email systems, leading to 
effective denial-of-service attacks.  

3. Integrity: Protecting information from unauthorized or inadvertent modification. For 
example, without integrity, your account information could be changed by someone 
else. 

 Peer-to-Peer (P2P) Software. P2P software provides direct access to another computer. 
Some examples include file sharing, Internet meeting, or chat messaging software. Some 
P2P programs also have remote-control capabilities. Note: Remote-control software and 
sites allow users to take control of a computer from another computer somewhere else in 
the world. 

P2P software can bypass firewall and anti-virus systems by hiding user activities, such as file 
transfers. It creates an open channel for malicious code to enter the system. Attackers exploit 
many of these programs by taking control of an affected computer. Never install unauthorized 
software on your equipment. 

 Loss of Removable Media. Removable media include any data storage device that you 
can remove from a computer and take with you. The most common forms of removable 
media are:  

 CDs 

 Portable hard drives  

 USB drives (thumb drives, flash drives, mini drives, micro vaults, memory sticks, and 
pen drives) 

Newer forms of removable media are small and portable and can hold large amounts of 
data. The storage capacity and small physical size of these devices make them difficult to 
control. They offer a convenient means of stealing data from or loading data onto another 
computer.  

 Passive Threats. Passive threats cause damage without intending to do so. They are 
unpredictable and difficult to guard against. Even with the best of security systems in place, 
it is still important to back up information and have disaster recovery plans in place. 
Examples of passive threats include:  

 Natural hazards 

 Power failures  

 Software glitches  

 Human error 
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 Firewalls and virus protection systems

 Information encryption software

 Computer access control 

systems

 Computer security staff 

background checks (at initial

hire and periodically)

 Password procedures

Cybersecurity Measures (1 of 2)

 

Key Points 

Cybersecurity has been identified as a core capability in the Protection mission area. Common 
measures for cyber protection include: 

 Firewalls and virus protection systems 

 Information encryption software 

 Computer access control systems 

 Computer security staff background checks (at initial hire and periodically) 

 Password procedures 

Strong Passwords: 

You should never give your password to anyone, and you should create a strong password that:  

 Includes a minimum of eight characters with a combination of: 

 Alpha characters in both upper and lower case 

 Numbers 

 Special characters (- ! @ # $ % ^ & * ( ){ } [ ] | + \ - < > ? /) or alternate Alpha characters 

 Does not consist solely of a dictionary word in any language, a proper noun, a name of a 
person or child, a pet, or a fictional character 

 Does not use information that a hacker could easily obtain or guess about you, such as 
Social Security numbers, serial numbers, birth dates, or telephone numbers 

Your organization might use different password standards.  
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Cybersecurity Action Steps

 Computer security staff 

training and 24/7 on-call 

technical support

 Computer system recovery 

and restoration plans

 Intrusion detection systems

 Redundant and backup 

systems, and off-site backup 

data storage

Cybersecurity Measures (2 of 2)

 

Key Points 

Additional measures for cyber protection include: 

 Computer security staff training and 24/7 on-call technical support 

 Computer system recovery and restoration plans 

 Intrusion detection systems 

 Redundant and backup systems, and off-site backup data storage 

Suggested cybersecurity action steps are provided in the job aid on the following page. 
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Visual 12.3.23 (Continued) 

 

Cybersecurity Action Steps 

 

1. Designate a Principal Individual Responsible for Cybersecurity 

Designate, in writing, a principal individual who is responsible for cybersecurity to ensure that proper 
policies and procedures are in place. This may be a part-time or full-time assignment depending on the 
scope and complexity of the government’s operations. 

 Identify this individual’s roles and responsibilities. 
 Develop a cybersecurity plan. 
 Ensure a hardware and software asset inventory is maintained. 
 Determine which information assets require protection and put procedures in place to protect them. 
 Develop procedures for responding to cybersecurity incidents. 
 Develop backup plans so that critical business can continue. 
 Implement a cybersecurity awareness and training program. 
 Establish communication procedures so that everyone knows what, how, and to whom to report a 

cybersecurity incident or problem. 
 Be aware of regulations regarding the protection of information. 

2. Know How To Recognize That You Might Have a Problem 

A computer might have been compromised if it is . . . 

 Slow or nonresponsive 
 Experiencing unexpected behavior, such as programs popping up 
 Showing signs of a high level of activity to the hard drive that is not the result of anything you 

initiated 
 Displaying messages on your screen that you have not seen before 
 Running out of disk space unexpectedly 
 Unable to run a program because you don’t have enough memory—and this has not happened 

before 
 Constantly crashing 
 Rejecting a valid and correctly entered password 

Your organization might be experiencing a cybersecurity incident if it is . . . 

 Finding email refused (bounced back) 
 No longer receiving any email or visitors to the website 
 Receiving complaints from the users that their passwords don’t work anymore 
 Getting complaints from the users that the network has a slow response time 
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Visual 12.3.23 (Continued) 

 

Cybersecurity Action Steps (Continued) 

 

3. Understand How To Deal With Problems 

 Determine if you have a cybersecurity problem. 
 Take infected or compromised equipment out of service as soon as practical to prevent further 

harm. 
 Notify management and other users as appropriate based on your jurisdiction’s cybersecurity 

policy. 
 Consider notifying your partners with whom you connect. 
 Contact your Local or Tribal law enforcement if you suspect a crime has been committed. 
 Identify the types of information that you would want to gather during a cybersecurity incident, 

including: 
 Organization name 
 Point of contact name 
 Phone, pager, or cell number 
 Email 
 Characteristics of incident 

 Date and time incident was detected 
 Scope of impact 

- How widespread 
- Number of users impacted 
- Number of machines infected 

 Nature of incident 
- Denial of service 
- Malicious code 
- Scans 
- Unauthorized access 
- Other 

 Fix the problem and restore the compromised equipment to service. 
 Reassess your security policy and practices to determine what lessons can be learned from the 

cybersecurity incident to help you strengthen your security practices. 

 Report major cybersecurity incidents to the appropriate authorities. 
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Visual 12.3.23 (Continued) 

 

Cybersecurity Action Steps (Continued) 

 

4. Physically Protect Equipment 

Computer equipment must be physically protected from security threats and environmental hazards. 

 If traveling with a laptop, never check it in at the airport; keep it with you at all times or in a secure 
location. 

 Use a surge protector that has power and telephone connections. 
 Access to devices might need to be controlled based on job function. 

5. Protect Essential Hardware and Software 

 Install, configure, and use a firewall. Set your computer to automatically check for new updates. 
 Set your computer to auto-update to ensure you have the latest security patches applied. 
 Install spyware and virus protection software and regularly update. (A firewall does not substitute 

for antivirus software.) 

6. Control Access 

Each user must have a unique login (User ID) and password to provide accountability and limit access 
to appropriate functions. 

 Establish good passwords—at a minimum, a combination of eight alpha and numeric characters; 
avoid the use of commonly used words, especially family names or other words that can be readily 
associated with you. 

 If a computer is located where unauthorized staff or public have access, make sure the screen is 
not in view. 

 “Lock” computers when they are unattended so that upon the user’s return he or she is prompted 
to enter the User ID and password. (Generally, control+ alt+delete or set computers to 
automatically lock.) 

 Don’t set the option that allows a computer to remember any passwords. 
 Implement an employee departure checklist to ensure account termination is performed (including 

such items as laptops, cell phones, mobile devices, etc.). This applies not only to employees who 
have left the Local government entity, but also to those who may have changed departments or job 
function within the locality, and therefore might have different access to certain accounts. 
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Visual 12.3.23 (Continued) 

 

Cybersecurity Action Steps (Continued) 

 

7. Protect Information 

Back up information regularly. What you should back up depends on your information and the risk 
associated with losing that information. Store the backup media off-site, and periodically test that the 
information can be reloaded from backups. Information that is not backed up can be lost; therefore, back 
up as often as possible to minimize this loss. 

 Install operating system software patches regularly. 
 Handle email and instant messaging with care: 

 Don’t select links in email. Type the URL in the browser bar. 
 Don’t open attachments that you didn’t expect to receive. 
 Delete email that directs you to a website where you are prompted to fill in personal information. 
 Delete hoax and chain letter email. 

 Pay close attention to small portable devices such as disks, CDs, flash drives, thumb drives, and 
smartphones. They can carry a lot of information, so be sure they do not get lost or misplaced. 

 Be careful of Internet sites visited. Some sites may: 
 Redirect you to other sites that you did not intend to visit 
 Request personal information that will be later used in identity theft 
 Be sources of malicious activity 

8. Implement Training and Awareness Programs 

Train everyone (elected officials, employees, volunteers, interns, and contractors) who uses a computer 
to practice safe computing and follow the jurisdiction’s policy. 

9. Develop Internet and Acceptable Use Policy 

When the organization’s employees connect to the Internet using any organization’s Internet address 
designation, or send electronic mail using the organization designation, it should be for purposes 
authorized by organization management. The following is not an all-inclusive list, and provides only 
examples of behavior that could result in security breaches. Specifically, the Internet and electronic mail 
should not be used: 

 To represent yourself as someone else (i.e., “spoofing”) 
 For spamming 
 For unauthorized attempts to break into any computing system, whether it is your organization’s or 

another organization’s system (i.e., cracking or hacking) 
 For theft or unauthorized copying of electronic files 
 For posting sensitive organization information without the organization’s authorization 
 For any activity that could create a Denial of Service attack, such as chain letters 
 For “sniffing” (i.e., monitoring network traffic), except for those authorized to do so as part of their job 

responsibilities 

10. Take Steps To Securely Dispose of Storage Media and Equipment 

Take steps to properly dispose of storage media and equipment. Hard drives and other disposable 
computer equipment may contain saved information even if that information has been deleted. Run 
utilities or physically destroy the hard drive to ensure it is clear. 

Adapted from Local Government Cybersecurity: Getting Started—A Non-Technical Guide, produced by 
the Department of Homeland Security and the Multi-State Information Sharing and Analysis Center. 
Available online.  

  

https://msisac.cisecurity.org/members/local-government/documents/GettingStarted-LocalGovt.pdf
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What strategies 

have you found 

successful? 

What are the 

challenges in 

staying protected 

against cyber 

threats? 

Discussion Questions (6 of 6)

 

Key Points 

Discussion Question: What are the challenges in staying protected against cyber 
threats? 

Discussion Question: What strategies have you found successful? 
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Instructions:  

Working individually in your IAW…

1. Answer the self-assessment questions on 

cybersecurity

Activity 12.4 – Cybersecurity

 

Key Points 

Purpose: The purpose of this activity is to reflect on the cybersecurity policies in your 
jurisdiction.  

Instructions: Working individually: 

1. Answer the self-assessment questions in your IAW. 
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Personnel play an integral 

role in keeping the 

organization’s information 

from ending up in the wrong 

hands

Data Security

 

Key Points 

Just as with physical security, all employees play an integral role in data security—keeping their 
organization's information from ending up in the wrong hands. 
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 Store sensitive information in a 

room or area with access control 

measures

 Don’t email sensitive information 

to unauthorized individuals 

 Don’t leave sensitive information 

on communal printers

 Adhere to a “clean desk” policy

 Beware of “elevator 

eavesdroppers”

Proper Data Handling (1 of 2)

 

Alt text 
Proper Data Handling (1 of 2) 

 Store sensitive information in a room or area with access control measures 

 Don’t email sensitive information to unauthorized individuals  

 Don’t leave sensitive information on communal printers 

 Adhere to a “clean desk” policy 

 Beware of “elevator eavesdroppers” 

Image of a man sending a fax. 

Key Points 

The following are suggested measures for handling data: 

 Store sensitive information in a room or area that has access control measures to prevent 
unauthorized access by visitors or members of the public (e.g., locked desk drawers, offices, 
and file cabinets). 

 Never email sensitive information to unauthorized individuals.  

 Never leave sensitive information on communal printers. 

 Adhere to a “clean desk” policy: 
o Put a date and time in your diary or calendar to clear your paperwork.  
o Use secure recycling bins for office paper that is no longer needed.  
o Do not print emails unnecessarily.  
o If possible, handle any piece of paper only once—act on it, file it, or dispose of it.  
o Consider scanning paper items and filing them on your computer.  
o Always clear your desktop or work space before you go home. 

 Avoid discussing cases or sensitive data on elevators where you might be overheard by 
other passengers. 
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 Avoid the loss or theft of 

computer devices and removable 

storage media

 Destroy all sensitive information 

by appropriate methods when it is 

no longer needed

 Notify your immediate supervisor 

if you suspect or confirm that a 

privacy incident has occurred

Proper Data Handling (2 of 2)

 

Alt text 
Proper Data Handling (2 of 2) 

 Avoid the loss or theft of computer devices and removable storage media 

 Destroy all sensitive information by appropriate methods when it is no longer needed 

 Notify your immediate supervisor if you suspect or confirm that a privacy incident has 

occurred 

An image of a removable storage device. 

Key Points 

The following are additional suggested measures for handling data: 

 Take precautions to avoid the loss or theft of computer devices and removable storage 
media. 

 Destroy all sensitive information by appropriate methods (e.g., burn bag or paper shredder) 
when it is no longer needed.  

 Notify your immediate supervisor if you suspect or confirm that a privacy incident has 
occurred. 
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Scenario

What’s wrong with this 

picture? How should it 

have been handled?

What measures does your 

organization use to protect 

information during an 

emergency?

Scenario Discussion

 

Key Points 

Scenario: Late one morning, Maria brings a sensitive document to Phil’s desk and asks him to 
make a copy of the entire file. At that moment, a visitor walks up and waits patiently while Maria 
and Phil are talking. Maria leaves, and a few moments later, the visitor asks Phil if Maria is 
available to answer a few questions. Phil smiles and says that Maria was just here. The visitor 
asks Phil if he might relay a message to her. Phil offers to catch Maria before she reaches her 
office. The visitor watches as Phil goes after Maria. 

Discussion Question: What’s wrong with this picture? How should it have been handled? 

Discussion Question: What measures does your organization use to protect information 
during an emergency? 
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Instructions:  Working in your groups . . .

1. Review the scenario in your Student Manual

2. Help Eden identify a strategy for evaluating the 

existing information management system

a. What aspects of records management and 

information security should Eden look at?

b. What steps should Eden take to accomplish 

the evaluation and what resources could she 

use? 

3. Be ready to discuss your answers in 10 minutes

Activity 12.5 – Information Management

 

Alt text 
Activity 12.5 – Information Management 
Instructions:  Working in your groups . . . 

1. Review the scenario in your Student Manual 
2. Help Eden identify a strategy for evaluating the existing information management system 

a. What aspects of records management and information security should Eden look 
at? 

b. What steps should Eden take to accomplish the evaluation and what resources 
could she use?  

3. Be ready to discuss your answers in 10 minutes 

Key Points 

Purpose: The purpose of this activity is to provide students with an opportunity to apply 
information management concepts in an exercise context. 

Instructions:  

1. Review the scenario.  
2. Working in your table group, help Eden begin to develop a strategy for evaluating the 

existing information management system.  
3. Be ready to discuss your answers in 10 minutes. 
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Scenario: The new Emergency Manager, Eden Jones, wants to be sure the organization has 
effective information management systems in place.  

Discussion Question: What aspects of records management and information security 
should Eden look at? 

Discussion Question: What steps should Eden take to accomplish the evaluation 
(identify the first three steps), and what resources could she use? 
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 Records management requirements may be 

established by Federal, State, Tribal, or Local 

policies

 An effective records management system 

documents agency business, facilitates 

availability and usage of information, protects 

records, and supports continuity of operations

 Organizations need to take measures that 

ensure cybersecurity and protect sensitive 

information

Unit Summary

 

Key Points 

This unit focused on the following key points: 

 Records management requirements may be established by Federal, State, Tribal, or Local 
policies. 

 An effective records management system documents agency business, facilitates availability 
and usage of information, protects records, and supports continuity of operations. 

 Organizations need to take measures that ensure cybersecurity and protect sensitive 
information.  
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Key Points 

Purpose: The purpose of this activity is to perform a self-assessment of the policies, 
procedures, and plans in your jurisdiction in relation to the topics discussed in this module.  

Instructions: Working individually: 

1. Answer the self-assessment questions in your IAW. 

2. Check-In:  

a. For any items that you do not know the answers, make sure that you find the 
answers when you return to your jurisdictions and answer the question before 
returning for the next Basic Academy course 

b. For any items that you marked “No” make sure you provide an update on any steps 
you have taken after you return to your jurisdictions to develop the indicated policy, 
plan, or procedure 
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Visual 12.3.32 

 

Key Points 

Please provide your feedback on this module.  
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Visual 13.1.1 

 

Key Points 

This module consists of an activity involving team planning and presentation.  
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Visual 13.1.2 

 

Key Points 

In the following activity you will simulate the discussions, team-building, and people 
management skills commonly found in the Emergency Operations Center (EOC). The activity 
will allow you to apply knowledge and skills presented in this and earlier modules. It will also 
help you prepare for the capstone tabletop activity at the end of this course. 
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• Maps 

• Beginning of Part 1 

document

• Table of Contents

• Planning Ordinances

• List of Appendices

• Tabbed for easy reference

Basis for Scenario:  Integrated Emergency 

Management Course Exercise Simulation System 

Document (ESSD)

Resource: ESSD

 

Key Points 

This scenario activity is based on the Integrated Emergency Management Course Exercise 
Simulation System Document (ESSD). In the ESSD, you will find additional information for the 
scenario, including role descriptions, planning documents, maps, and available resources.  

Although the ESSD is a useful document that contains a wealth of information, the activity can 
be effectively completed without it if it is not available. 
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Visual 13.1.4
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 Engage in a planning meeting for a potential EOC 

activation in the event of a flood in Central City

 Work in teams of up to 11 members

 Team roles:

Activity Overview

 EOC Manager  Department of Public Works

 Assistant EOC Manager  Deputy Fire Chief

 Public Information Officer  VOAD Representative

 Operations Officer (Lead)  Public Health

 Assistant Police Chief  National Guard

 Social Services Director

 

Key Points 

Activity Overview:  

1. In this activity, you will engage in a planning meeting for a potential EOC activation in the 
event of a flood in Central City.   

2. You will work in teams of up to 10, with each member playing one of the roles listed on the 
visual. 

3. Assign each team member one of the following roles: 

 EOC Manager 

 Assistant EOC Manager 

 Public Information Officer 

 Operations Officer (Lead) 

 Assistant Police Chief 

 Department of Public Works 

 Deputy Fire Chief 

 Voluntary Organizations Active in Disaster (VOAD) Representative 

 Public Health 

 National Guard 
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 ACTIVITY 13.1 – INITIAL CAPSTONE ACTIVITY 

Visual 13.1.5 

 

Key Points 

Instructions:  

1. Read the scenario on the next page.  
2. Review the team role descriptions, focusing on the role you will play during the activity. 
3. You are being asked to engage in a planning meeting for a potential EOC activation in the 

event of the anticipated spring flood season in Central City.  
4. In your team, conduct your planning meeting, focusing on the questions posed by the 

Mayor, and prepare a five-minute presentation.  
5. As part of your presentation, diagram the EOC structure on chart paper.  
6. You may also wish to record additional decisions on a wall chart. 
7. Be prepared to present in 20 minutes. 
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Scenario 

It is late March in Central City. The Mayor has called a meeting of the Central City EOC 
management team to discuss plans for the possibility of flooding in the spring. Central City has 
historically experienced catastrophic flooding in the late spring and early summer months. This 
year’s heavy snow cover—along with spring rains—could produce heavy flooding in Liberty 
County and Central City. 

The Mayor wants to ensure that Central City is prepared to respond to and recover from 
flooding. She is especially concerned with the responsibilities of the City EOC and has called 
this meeting to discuss preparedness. She has several concerns that she would like the EOC 
team to discuss and report back to her. Below is a list of her concerns: 

 How will the EOC be organized?  

 What are the priority response issues and how will the EOC be able to support 
them? 

 What will be the flow of communications in the EOC? Will updates/injects go to the 
EOC manager, the Deputy EOC Manager, Fire Chief, etc.? 

 How will the EOC interact with the on-scene Incident Command System (ICS) 
command(s)? 

 How will internal and external communications be managed in the EOC? 

 What is the decision-making process to be used in the EOC? 

 What additional plans or training will be needed to prepare for EOC activation? 

Your task will be to plan for the activation of the EOC in support of a response to potential 
flooding issues in Central City. The activity will allow you to simulate the discussions, team-
building, and people management skills commonly found in the EOC.  

Planning Team Roles 

 EOC Manager  Department of Public Works 

 Assistant EOC Manager  Deputy Fire Chief 

 Public Information Officer  VOAD Representative 

 Operations Officer (Lead)  Public Health 

 Assistant Police Chief  National Guard 

Role descriptions and a Central City floodplain map are provided on the following pages. 
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Role Descriptions 

EOC Manager 

You are the Central City Emergency Manager and EOC Manager. Liberty County and 
Central City operate a joint powers emergency management system. The Board of 
Supervisors and the Central City Council have entered into an agreement to establish the 
Liberty County/Central City Emergency Management Agency (LC/CCEMA). It is governed 
by a Policy Board made up of the elected officials and senior-appointed officials of each 
community. The smaller cities in Liberty County have all accepted the joint powers 
agreement. All municipalities maintain an emergency management focus to support the 
LC/CCEMA staff.  

For more information see the ESSD: Part 2, Appendix C, Section 1, page 3. 

Assistant EOC Manager 

You are the Assistant EOC Manager. The following information can be found in the ESSD: 

 Central City Disaster and Emergency Services Ordinance: Part 1, Section 6.0 

 Liberty County Basic Emergency Plan: Part 1, Section 8.0 

 Resource Management Plan: Part 1, Section 9.0 

 Available Private-Sector Resources: Part 2, Appendix K 

Public Information Officer 

You are the Central City Public Information Officer. The following information can be found 
in the ESSD: 

 Central City Disaster and Emergency Services Ordinance: Part 1, Section 6.0 

 Media Resources: Part 2, Appendix V 

 Liberty County Basic Emergency Plan: Part 1, Section 8.0 

Operations Officer (Lead) 

You are the Operations Support Person. The following information can be found in the 
ESSD: 

 Central City Disaster and Emergency Services Ordinance: Part 1, Section 6.0 

 Liberty County Basic Emergency Plan: Part 1, Section 8.0 

 Resource Management Plan: Part 1, Section 9.0 

 Available Private-Sector Resources: Part 2, Appendix K 
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ACTIVITY INSTRUCTIONS 

Visual 13.1.5 (Continued) 

 

Role Descriptions (Continued) 

Assistant Police Chief 

You are the Central City Deputy Police Chief. The Central City Police Department (CCPD) is 
at X and 11th Streets in Central City and consists of 183 personnel dedicated to public 
safety and service. The CCPD personnel include one Assistant Chief, three Captains, six 
Lieutenants, 16 Sergents, 111 Officers, and 45 civilian employees.  

For more information, see the ESSD: Part 2, Appendix F. 

Department of Public Works 

You are the Director of the Department of Public Works for Central City. The Central City 
Department of Public Works is headed by the director, who has an office in City Hall. The 
department has two Assistant Directors of Public Works—one that oversees the Street, 
Building and Safety, and Engineering Divisions and one that oversees the Water and Sewer 
Division. Mutual Aid Agreements are in place with county public works departments in the 
six counties surrounding Liberty County (Stramford, Green, Kane, Mineral, Granite, and 
Apple) to share heavy equipment and some supplies during emergencies. Additional city 
resources from these counties can be made available through coordination with their county 
public works departments. Liberty County Public Works is the coordinating agency for public 
works mutual aid.  

For more information, see the ESSD: Part 2, Appendix J. 

Deputy Fire Chief 

You are the Central City Deputy Fire Chief. The Central City Fire Department (CCFD) has a 
three-shift system with 88 firefighters assigned to each shift, which includes chief officers, 
company officers, and firefighters. Minimum daily staffing is 79 firefighters each shift, which 
includes chief officers, company officers, and firefighters. In addition, the CCFD has 100 
volunteer firefighters available citywide.  

For more information, see the ESSD: Part 2, Appendix E. 

VOAD Representative 

You are the Central City Voluntary Organizations Active in Disaster (VOAD) Representative. 
You represent the volunteer organizations active in disaster in Central City and Liberty 
County.  

Shelter information can be found in the ESSD: Part 2, Appendix P. 
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ACTIVITY INSTRUCTIONS 

Visual 13.1.5 (Continued) 

 

Role Descriptions (Continued) 

Public Health 

You are the Public Health Director for Central City. Administration of programs includes: 

 Investigating the cause of infectious, communicable, and other diseases 

 Exercising quarantine authority and isolation authority as outlined in the general 
statutes 

 Disseminating public health information 

 Advising local officials concerning public health matters 

 Enforcing the immunization requirements 

 Abating public health nuisances and imminent hazards 

For more information, see the ESSD: Part 2, Appendix I. 

National Guard 

You are the National Guard Liaison. This is the Request for Activation Policy: 

 The Local executive official submits request to the Governor via Columbia State 
Emergency Management Agency. 

 The Governor can activate for a State emergency, including activation/request to 
adjacent State government for deployment of nearest National Guard Civil Support 
Team. 

 The President can “call” to duty. 

 Troops are employed under a single commander or leader as an integral unit or 
composite unit. 

 Troops are not commanded or directed by civilian authority, but rather are provided 
missions or tasks which then become the commander’s responsibility to accomplish. 
Technical advice assistance may be furnished to the commander by civilian police 
officers, prison officials, firefighters, etc.  

 
Social Services Director 

 
You are the Central City Social Services Director. 

 The Central City Social Services Department is responsible for insuring that the 
citizens (individuals and families) have access to adequate, affordable, high-quality 
human/social services that enable them to be the best they can be.  During 
emergency operations, the Social Services Department is responsible for managing 
sheltering and mass care services for displaced individuals. 

 

 

For more information, see the ESSD: Part 2, Appendix S. 
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ACTIVITY INSTRUCTIONS 

Visual 13.1.5 (Continued) 

 

Central City Floodplain Map 
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QUESTIONS TO ADDRESS 

Visual 13.1.6 

Visual 13.1.6

Module 13: Initial Capstone Activity

Topics:

 How will the EOC be organized?  (Provide a chart)

 What are the priority response issues and how will the 

EOC be able to support them?

 How will the EOC interact with the on-scene ICS 

command(s)?

 How will internal and external communications be 

managed in the EOC?

 What decision-making process will be used in the EOC?

 What additional plans or training will be needed to 

prepare for EOC activation?

Presentations

 

Key Points 

Topics: 

 How will the EOC be organized?  (Provide a chart) 

 What are the priority response issues and how will the EOC be able to support 
them? 

 How will the EOC interact with the on-scene ICS command(s)? 

 How will internal and external communications be managed in the EOC? 

 What decision-making process will be used in the EOC? 

 What additional plans or training will be needed to prepare for EOC activation? 
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MODULE OVERVIEW 

Visual 14.1.1 

Visual 14.1.1

Module 14: Mission Areas: Prevention and Protection

Mission Areas: 

Prevention and 

Protection

 

Key Points 

This module presents information about planning frameworks, guiding principles, core 
capabilities and critical tasks, and planning considerations for each mission area. 

This module contains the following unit: 

Unit Time 

Unit 1: Mission Areas: Prevention and Protection 

 Activity 14.1 – Prevention Roles and Responsibilities 
(Visual 14.1.15) 

 Activity 14.2 – Protection Roles and Responsibilities 
(Visual 14.1.22) 

 Activity 14.3 – Module 14 IAW (Visual 14.1.32) 

1 hour, 15 minutes 

Total Module Time: 1 hour, 15 minutes 
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MODULE OVERVIEW 

Visual 14.1.2 

 

Key Points 

The goal of this module is to enable you to describe key aspects of the Prevention and 
Protection mission areas, including the nature of the missions, guiding principles, and planning 
issues.  

The objectives for this module are listed below. 

 Indicate how prevention and protection support preparedness. 

 Explain the guiding principles for prevention and protection. 

 Identify planning issues for prevention and protection. 
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PREVENTION VS. PROTECTION 

Visual 14.1.3 

 

Key Points 

Discussion Question: What is the difference between the two? 
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PREVENTION VS. PROTECTION 

Visual 14.1.4 

 

Key Points 

Prevention and Protection are two closely related mission areas: 

 Prevention involves ensuring we are optimally prepared to prevent an imminent terrorist 
attack. 

 Protection involves safeguarding the homeland against acts of terrorism and manmade 
or natural disasters. 

(Source:  National Preparedness Goal) 

A good way to remember the difference is “Prevent Terrorism, Protect Us.” 
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PREVENTION VS. PROTECTION 

Visual 14.1.5 

Visual 14.1.5

Module 14: Mission Areas: Prevention and Protection

Prevention vs. Protection

He’s coming what 

do you do now?

What you do to be

ready in case he 

comes someday.

 

Key Points 

 
Prevention is preparation for what to do if a Terrorist attack is imminent – The Terrorist is 
Coming – What Do You Do Now? 
 
Protection is preparation for responding to the potential of various threats and how to generally 
be ready if an event occurs. 
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MISSION AREA: PREVENTION 

Visual 14.1.6 

Visual 14.1.6

Module 14: Mission Areas: Prevention and Protection

Mission Area:  

Prevention

 

Key Points 

Let’s begin with the Prevention mission area. 
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THREATS 

Visual 14.1.7 

Visual 14.1.7

Module 14: Mission Areas: Prevention and Protection

A terrorist threat is considered imminent if 

intelligence or operational information warns 

of a credible, specific, and impending terrorist 

threat or ongoing attack against the United 

States that is sufficiently specific and credible 

to recommend implementation of additional 

measures to thwart an attack

“Imminent Threat”

 

Key Points 

As stated earlier, prevention involves ensuring we are optimally prepared to prevent an 
imminent terrorist attack. In this context, “imminent” has a specific meaning:  

A terrorist threat is considered imminent if intelligence or operational information warns 
of a credible, specific, and impending terrorist threat or ongoing attack against the United 
States that is sufficiently specific and credible to recommend implementation of 
additional measures to thwart an attack.  

(Source: National Prevention Framework) 
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THREATS 

Visual 14.1.8 

Visual 14.1.8

Module 14: Mission Areas: Prevention and Protection

What are some examples 

of threats that would 

fall within the 

Prevention mission 

area?

Types of Threats

 

Key Points 

Discussion Question: What are some examples of threats that would fall within the 
Prevention mission area? 
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NATIONAL PREVENTION FRAMEWORK 

Visual 14.1.9 

Visual 14.1.9

Module 14: Mission Areas: Prevention and Protection

Describes what the whole 

community must do upon 

discovering an imminent threat 

in order to thwart an initial or 

follow-on terrorist attack

National Prevention Framework

 

Key Points 

The National Prevention Framework describes what the whole community—from observant 
citizens to senior leaders in government—must do upon discovering intelligence or information 
regarding an imminent threat to the homeland in order to thwart an initial or follow-on terrorist 
attack.  
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GUIDING PRINCIPLES 

Visual 14.1.10 

Visual 14.1.10

Module 14: Mission Areas: Prevention and Protection

Guiding Principles for Prevention

The whole community has a key role to play 

in terrorism prevention through engaged 

partnerships

Core capabilities must be scalable, flexible, 

adaptable, and executed as needed to 

address the full range of threats as they 

evolve

Preventing a terrorist attack requires a unified 

effort in a time-constrained environment

Readiness to 

Act

Scalability, 

Flexibility, and 

Adaptability

Engaged

Partnerships

Guiding Principles

 

Alt text 
Guiding Principles 

Engaged Partnerships: The whole community has a key role to play in terrorism prevention 

through engaged partnerships 

Scalability, Flexibility, and Adaptability: Core capabilities must be scalable, flexible, adaptable, 

and executed as needed to address the full range of threats as they evolve 

Readiness to Act: Preventing a terrorist attack requires a unified effort in a time-constrained 

environment 

Guiding Principles for Prevention 

Key Points 

The desired end state of the Prevention mission area is a Nation optimally prepared to prevent 
an imminent terrorist attack within the United States.  

To achieve this end state, the framework sets out three principles that guide development and 
execution of the core capabilities for Prevention: Engaged Partnerships; Scalability, Flexibility, 
and Adaptability; and Readiness To Act. 

These principles are described in the following table. 



Module 14: Mission Areas: Prevention and Protection 

 

Module 14: Mission Areas: Prevention and Protection  
June 2017 Student Manual – Virginia Edition Page 14.1.11 

GUIDING PRINCIPLES 

Visual 14.1.10 (Continued) 

 

Guiding Principles for Prevention 
 

Principle Description 

Engaged 
Partnerships 

The whole community has a key role to play in terrorism 
prevention through engaged partnerships. The prevention of 
terrorism is a shared responsibility among the various Federal, State, 
Local, and nonprofit and private-sector entities that comprise the whole 
community. Each level of government must play a prominent role in 
building capabilities, developing plans, and conducting exercises in 
preparation for preventing an imminent terrorist attack. In addition, 
individuals, nonprofit and private-sector entities, and international 
partners can all provide critical assistance. 
 

Scalability, 
Flexibility, and 
Adaptability 

Core capabilities must be scalable, flexible, adaptable, and 
executed as needed to address the full range of threats as they 
evolve. Depending on the nature, scope, or location of the threat, 
officials from all levels of government may elect to execute some or all 
core capabilities covered in the framework. The coordinating structures 
outlined in the framework can be tailored and leveraged to marshal the 
appropriate core capabilities to defeat the threat. 
 

Readiness to Act 

 

Preventing a terrorist attack requires a unified effort in a time-
constrained environment. Therefore, to be prepared to prevent 
terrorism, the whole community must preemptively build and maintain 
the appropriate core capabilities prior to a threat, and proactively deliver 
core capabilities in a coordinated fashion once a threat is identified. 
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CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.11 

Visual 14.1.11

Module 14: Mission Areas: Prevention and Protection

 Intelligence and Information Sharing

 Screening, Search, and Detection

 Interdiction and Disruption

 Forensics and Attribution

 Planning

 Public Information and Warning

 Operational Coordination

Critical Tasks for Prevention

Core Capabilities for Prevention

 

Key Points 

Core capabilities for the Prevention mission area are listed on the visual. Completing critical 
tasks helps the jurisdiction build the identified capabilities for prevention. Examples of critical 
tasks are listed in the table on the next page.  

 

 

Virginia Fusion Center contact information for reporting potential 
imminent threats: 1-877-482-8477 
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CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.11 (Continued) 

 

Examples of Critical Tasks for Prevention 
 

Core Capability Examples of Critical Tasks 

Intelligence and 
Information 
Sharing  

 Planning and Direction: Establish the consumer’s intelligence and 
information requirements. 
o Rapidly reprioritize law enforcement and intelligence assets, as 

necessary and appropriate. 
o Engage with public- and private-sector partners to determine what 

intelligence and information assets may be available for 
reprioritization. 

o Request additional intelligence requirements through avenues such 
as law enforcement deployment, questioning of witnesses and 
suspects, increased surveillance activity, and community policing 
and outreach. 

 Collection: Gather the required raw data to produce the desired 
finished intelligence and information products. 
o Collect information via law enforcement operations, suspicious 

activity reporting, surveillance, community engagement, and other 
activities and sources as necessary. 

 Exploitation and Processing: Convert raw data into comprehensible 
information. 

 Analysis and Production: Integrate, evaluate, analyze, and prepare 
the processed information for inclusion in the finished product. 

 Dissemination: Deliver finished intelligence and information products 
to the consumer and others as applicable. 
o Develop appropriately classified and unclassified products to 

disseminate threat information to Local, State, Tribal, Territorial, 
Federal, international, private and nonprofit sector, and public 
partners. 

 Feedback and Evaluation: Acquire continual feedback during the 
intelligence cycle that aids in refining each individual stage and the 
cycle as a whole. 

 Assessment: Continually assess threat information to inform continued 
prevention operations and ongoing response activities. 



Module 14: Mission Areas: Prevention and Protection 

 

Module 14: Mission Areas: Prevention and Protection  
Page 14.1.14 Student Manual – Virginia Edition June 2017 

CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.11 (Continued) 

 

Examples of Critical Tasks for Prevention 
 

Core Capability Examples of Critical Tasks 

Screening, 
Search, and 
Detection  

 

 Locate persons and networks associated with imminent terrorist threats. 

 Develop and engage an observant Nation (i.e., individuals; families; 
communities; Local, State, Tribal, and Territorial partners; and industry). 

 Screen inbound and outbound persons, baggage, mail, cargo, and 
conveyances using technical, nontechnical, intrusive, and nonintrusive 
means. 
o Apply additional measures for high-risk persons, conveyances, or 

items. 

 Conduct physical searches. 

 Conduct chemical, biological, radiological, nuclear, and explosives 
(CBRNE) surveillance search and detection operations. 
o Conduct ambient and active detection of CBRNE agents. 
o Operate in a hazardous environment. 
o Conduct technical search and detection operations. 
o Conduct nontechnical search and detection operations. 
o Consider deploying Federal teams and capabilities to enhance 

Local, State, Tribal, and Territorial efforts, including use of incident 
assessment and awareness assets. 

 Conduct medical surveillance. 

 Search databases and other intelligence sources. 

 Employ wide-area search and detection assets in a targeted region in 
concert with State and Local personnel or other Federal agencies 
(depending on the threat). 

Interdiction and 
Disruption  
 

 Interdict conveyances, cargo, and persons associated with an imminent 
terrorist threat or act. 

 Prevent terrorist entry into the United States and its territories. 

 Prevent movement and operation of terrorists within the United States. 

 Disrupt terrorist travel. 

 Render safe and dispose of CBRNE hazards in multiple locations and 
in all environments consistent with established protocols. 

 Disrupt terrorist financing or prevent other material support from 
reaching its target. 

 Prevent terrorist acquisition and transferring CBRNE materials, 
precursors, and related technology. 

 Conduct antiterrorism operations in the United States. 

 Conduct tactical counterterrorism operations in the United States, 
potentially in multiple locations and in all environments. 

 Strategically deploy assets to deter or disrupt threats from reaching 
potential target(s). 
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CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.11 (Continued) 

 

Examples of Critical Tasks for Prevention 
 

Core Capability Examples of Critical Tasks 

Forensics and 
Attribution 
 

 Conduct site exploitation for intelligence collection. 

 Conduct crime scene examination. 

 Conduct forensic evidence analysis, including biometric and DNA 
analysis. 

 Conduct CBRNE material analysis. 

 Conduct digital media and network exploitation. 

 Assess capabilities of perpetrating terrorists with known terrorist 
capabilities and operation methods. 

 Deploy investigators, technicians, and technical attribution assets to 
identify perpetrator(s), conspirator(s), and sponsorship. 

 Interview witnesses, potential associates, and perpetrators. 

 Analyze intelligence and forensics results to refine and confirm 
attribution leads. 

 Interpret and communicate attribution results, confidence levels, and 
their significance to national decision makers. 

Planning  Initiate a time-sensitive, flexible planning process that builds on existing 
plans and incorporates real-time intelligence. 

 Make appropriate assumptions to inform decision makers and 
counterterrorism professionals’ actions to prevent imminent attacks on 
the homeland. 

 Evaluate current intelligence and coordinate the development of options 
as appropriate. 

 Identify possible terrorism targets and vulnerabilities. 

 Identify law enforcement, intelligence, diplomatic, private-sector, 
economic, and/or military options designed to prevent, deter, or disrupt 
imminent terrorist attacks in the homeland. 

 Present courses of action to decision makers to prevent, deter, or 
disrupt imminent attacks in the homeland. 
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CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.11 (Continued) 

 

Examples of Critical Tasks for Prevention 

 

Core Capability Examples of Critical Tasks 

Public 
Information and 
Warning 
 

 Increase public awareness of terrorism indicators and terrorism-related 
crime, leveraging the “If You See Something, Say Something”™ public 
awareness program. 

 Refine and consider options to release pre-event information publicly, 
and take action accordingly. 

 Ensure that disclosing public information does not compromise ongoing 
prevention operations such as intelligence gathering and surveillance. 

 Share prompt and actionable messages—to include National Terrorism 
Advisory System (NTAS) alerts—with the public and other stakeholders 
as appropriate, to aid in preventing imminent or follow-on terrorist 
attacks. 

 Review the post-event public message plan and consider publicly 
releasing pre-event information to mitigate the effects of a successful 
attack on the populace. 

 Leverage all appropriate communication means such as the Integrated 
Public Alert and Warning System (IPAWS) and social media. 

Operational 
Coordination 

 Collaborate with all relevant stakeholders. 

 Ensure clear lines and modes of communication among participating 
organizations and jurisdictions, both horizontally and vertically. 

 Facilitate effective intelligence and information sharing. 

 Define and communicate clear roles and responsibilities relative to 
courses of action. 

 Integrate and synchronize actions of participating organizations and 
jurisdictions to ensure unity of effort. 

 Determine priorities, objectives, strategies, and resource allocations. 

 Coordinate activities across and among all levels of government and 
with critical nonprofit and private-sector partners to prevent imminent 
terrorist threats or conduct law enforcement investigative and response 
activities after an act of terrorism. 



Module 14: Mission Areas: Prevention and Protection 

 

Module 14: Mission Areas: Prevention and Protection  
June 2017 Student Manual – Virginia Edition Page 14.1.17 

PREVENTION PLANNING 

Visual 14.1.12 

Visual 14.1.12

Module 14: Mission Areas: Prevention and Protection

 Allows jurisdictions to 

influence the course of events 

during an imminent threat

 Contributes to unity of effort by 

providing a common blueprint 

for activity

 Guides preparedness activities 

and resourcing

Prevention Planning

 

Key Points 

A plan is an explanation of anticipated actions that provides a starting point for operations. It 
provides three main benefits:  

1. It allows jurisdictions to influence the course of events during an imminent threat by 
determining in advance the actions, policies, and processes that will be followed. 

2. It contributes to unity of effort by providing a common blueprint for activity in the event of a 
crisis. 

3. It guides preparedness activities and resourcing.  
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PREVENTION PLANNING 
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Visual 14.1.13
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 Capabilities of the whole community 

will play a critical role in preventing 

an imminent terrorist attack

 A terrorist attack will occur with 

little or no warning and involve 

multiple geographic areas

 Multiple, near simultaneous terrorist 

attacks will exceed the capabilities 

of any one entity

Planning Assumptions

 

Key Points 

Assumptions for prevention planning include the following: 

 The capabilities of individuals and households; communities and community organizations; 
private- and nonprofit-sector entities; and Local, State, Tribal, and Territorial government 
entities will play a critical role in preventing an imminent terrorist attack. 

 A terrorist attack will occur with little or no warning and involve multiple geographic areas. 

 Multiple, near-simultaneous terrorist attacks will exceed the capabilities of any one entity. 
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PREVENTION PLANNING 

Visual 14.1.14 

Visual 14.1.14
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 Collaboration among stakeholders

 Expected situation during the operation

 Coordination of prevention operations

 Critical tasks

 Roles and responsibilities

 Resource and personnel 

requirements

Prevention Planning (1 of 2)

 

Key Points 

Local, State, Tribal, Territorial, Federal, and private-sector planning efforts supporting the 
National Prevention Framework should address the following: 

 Collaboration with all relevant stakeholders 

 Understanding the situation expected during the intended operation 

 A detailed concept of operations that explains how prevention operations during an 
imminent threat will be executed in a coordinated fashion 

 A description of critical tasks 

 A description of roles and responsibilities 

 Resource and personnel requirements 
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PREVENTION PLANNING 

Visual 14.1.15 

Visual 14.1.15
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 Provisions for:

 Rapidly integrating 

resources and 

personnel

 Managing multiple, 

geographically 

dispersed attacks 

of an extended nature

 Simultaneously executing prevention plans 

with other plans

Prevention Planning (2 of 2)

 

Key Points 

Plans should also do the following: 

 Include specific provisions for the rapid integration of resources and personnel. 

 Account for multiple, geographically dispersed attacks of an extended nature. 

 Explain how prevention plans may be executed simultaneously with other plans.  
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ACTIVITY 14.1 – PREVENTION ROLES AND RESPONSIBILITIES 

Visual 14.1.16 

Visual 14.1.16

Module 14: Mission Areas: Prevention and Protection

Instructions:  In table groups:

1. Identify ways your assigned segment of the 

whole community can contribute to 

prevention

2. Be prepared to present your findings in 10 

minutes

Activity 14.1 – Prevention Roles and 

Responsibilities

 

Key Points 

Purpose: The purpose of this activity is to think about how different segments of your 
community can contribute to prevention.  

Instructions:  
1. The instructors will assign each table group one of the following segments of the community: 

a. Individuals, families, and households 
b. Private and nonprofit sectors (private entities, nongovernmental organizations, and 

community organizations) 
c. Local government (elected officials and agencies)  
d. State, Tribal, Territorial, and Insular Area governments 
e. Federal Government  

2. In your table groups, discuss how your assigned segment can contribute to prevention. 
3. Be prepared to present your findings in 10 minutes. 
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MISSION AREA: PROTECTION 

Visual 14.1.17 

Visual 14.1.17

Module 14: Mission Areas: Prevention and Protection

Mission Area:  

Protection

 

Key Points 

Next, let’s look at the Protection mission area. 
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NATIONAL PROTECTION FRAMEWORK 
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Provides the unifying principles 

and strategies required to 

safeguard the Nation against 

acts of terrorism and human-

caused or natural disasters

National Protection Framework

 

Key Points 

The National Protection Framework, when published, will do the following: 

 Provide the unifying principles and strategies required to safeguard the Nation against acts 
of terrorism and human-caused or natural disasters. 

 Describe the core capabilities, roles and responsibilities, and coordinating structures that 
facilitate the protection of individuals, communities, and the Nation as a whole. 

 Focus on protection activities that take place during both steady-state and enhanced steady-
state conditions. 

o Steady-state activities take place during routine, normal, day-to-day operations.  

o Enhanced steady-state activities are those that take place during temporary periods of 
heightened alert when a threat is believed to be imminent; during periods of incident 
response; or in support of planned events in which additional or enhanced protection 
activities are needed.  
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THREATS 

Visual 14.1.19 

Visual 14.1.19

Module 14: Mission Areas: Prevention and Protection

Natural
Technological/

Accidental
Human-Caused

Types of Threats (cont.)

 

Key Points 

Examples of each type of threat are listed in the table. 

Threat Type Examples  

Natural  Animal disease outbreak  

 Earthquake  

 Flood  

 Human pandemic outbreak  

 Hurricane  

 Space weather  

 Tsunami  

 Volcanic eruption  

 Wildfire 

Technological/ 
Accidental 

 Biological food 
contamination  

 Chemical substance spill or 
release  

 Dam failure  

 Radiological substance release 

Human-
Caused 

 Aircraft as a weapon  

 Armed assault  

 Biological terrorism attack 
(non-food)  

 Chemical or biological food 
contamination terrorism 
attack  

 Chemical terrorism attack (non-food)  

 Cyber attack against data  

 Cyber attack against physical 
infrastructure  

 Explosives terrorism attack  

 Nuclear terrorism attack  

 Radiological terrorism attack 
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MISSION ACTIVITIES 

Visual 14.1.20 

Visual 14.1.20
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Protection Mission Activities

 Community and Infrastructure 

Protection

 Transportation and 

Trans-border Security

 Protection of Key 

Leadership and Events 

Protection Mission Activities

 

Key Points 

The Protection mission activities can be grouped into three categories: Community and 
Infrastructure Protection, Transportation and Trans-border Security, and Protection of Key 
Leadership and Events.  

The mission activities listed on the visual are described in the table on the next page.  
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MISSION ACTIVITIES 

Visual 14.1.20 (Continued) 

 

Protection Mission Activities 

 

Community and Infrastructure Protection 
 

Agriculture and 
Food 

Defend agriculture and food networks and systems from all-hazards 
threats and incidents. 

Critical 
Infrastructure 
Protection 

Protect the physical, cyber, and human elements of critical infrastructure. 
This includes actions to deter the threat; reduce vulnerabilities; and 
minimize the consequences associated with a terrorist attack, natural 
disaster, or manmade disaster. 

Defense Against 
WMD Threats 

Protect against threats associated with WMD and related materials and 
technologies including their malicious acquisition, movement, and use. 

Cybersecurity Secure the cyber environment against or from damage, unauthorized 
use, or malicious exploitation while protecting infrastructure, civil rights, 
individual privacy, and other civil liberties. 

Health Security Secure the population in the face of health threats or incidents with 
potentially negative health consequences. 

 

Transportation and Trans-border Security  
 

Border Security Secure air, land, and sea borders against the illegal flow of people and 
goods while facilitating the flow of lawful travel and commerce. 

Immigration 
Security 

Secure the Nation from illegal immigration through effective, efficient 
immigration systems and processes that respect human rights. 

Maritime Security Secure maritime infrastructure, resources, and the marine transportation 
system from terrorism and other threats and hazards. Secure the 
homeland from an attack from the sea, while enabling legitimate travelers 
and goods to efficiently move without fear of harm, violation of civil rights, 
reduction of civil liberties, or disruption of commerce. 

Transportation 
Security 

Secure transportation systems against terrorism and other threats and 
hazards while enabling legitimate travelers and goods to move without 
significant disruption to commerce, undue fear of harm, violation of civil 
rights, or loss of civil liberties. 

 

Protection of Key Leadership and Events  
 

 Protect key leadership from hostile acts by terrorists and other malicious 
actors and ensure security at events of national significance.  
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GUIDING PRINCIPLES 
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Executing scalable and sustainable 

activities to reduce the impact and 

duration of events

Building on vigilance, situational 

awareness, information sharing, and risk-

informed decision making

Sharing responsibility through engaged 

partnerships and integrated processes

Shared 

Responsibility

Risk-Informed 

Culture

Resilience, 

Scalability, and 

Sustainability

Guiding Principles (cont.)

 

Key Points 

The following principles guide Protection mission activities and related core capabilities: 

 Resilience, Scalability, and Sustainability. Effective protection capabilities, mission 
activities, plans, programs, policies, and practices minimize the risks from all threats and 
hazards through:  

o Increasing resilience by reducing the impact and duration of disruptive events on 
organizations and communities 

o Executing scalable and sustainable capabilities and activities to meet unforeseen, 
unmet, and evolving needs of varying geographic scope, complexity, and intensity 
without compromising the ability to address continuing and future needs 

 Risk-Informed Culture. A risk-informed culture supports protection activities and 
capabilities and requires:  

o Vigilance and situational awareness through a comprehensive understanding of 
current, evolving, and emerging threats and hazards and the relative risk they pose 

o Information sharing and risk-informed decision making through sharing appropriate, 
accessible, and timely information to allow for the ongoing analysis of risks and 
assessment of effective practices 

 Shared Responsibility. Protection is most effective as a shared responsibility within:  
o Engaged partnerships to exchange ideas, approaches, and effective practices; 

facilitate security planning and resource allocation; establish effective coordinating 
structures among partners; and build public awareness 

o Integrated processes across all levels of government and with private-sector partners 
to more effectively achieve the shared vision of a safe and secure Nation 
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CORE CAPABILITIES AND CRITICAL TASKS 
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Critical Tasks for Protection

 Risk Management for 

Protection Programs 

and Activities 

 Supply Chain Integrity 

and Security 

 Planning

 Public Information 

and Warning

 Operational Coordination

 Intelligence and 

Information Sharing

 Interdiction and Disruption

 Screening, Search, and 

Detection

 Access Control and 

Identity Verification

 Cybersecurity

 Physical Protective 

Measures

Core Capabilities for Protection

 

Key Points 

Core capabilities for the Protection mission area are listed below.  

 Intelligence and Information Sharing 

 Interdiction and Disruption 

 Screening, Search, and Detection 

 Access Control and Identity Verification 

 Cybersecurity 

 Physical Protective Measures 

 Risk Management for Protection Programs and Activities  

 Supply Chain Integrity and Security   

 Planning 

 Public Information and Warning 

 Operational Coordination 

Completing critical tasks, such as those listed in the following table, helps the jurisdiction build 
the identified capabilities for protection.  
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CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.22 (Continued) 

 

Examples of Critical Tasks for Protection 
 

Core Capability Examples of Critical Tasks 

Intelligence and 
Information 
Sharing 

 Monitor, detect, and analyze threats and hazards to public safety, 
health, and security, which includes:  
o Participating in Local, State, Tribal, Territorial, Regional, and 

national education and awareness programs 
o Participating in the routine exchange of security information—

including threat assessments, alerts, attack indications and 
warnings, and advisories—among partners 

 Develop or identify and provide access to mechanisms and 
procedures for intelligence and information sharing between the 
public sector, private sector, and government protection partners.  

 Using intelligence processes, produce and deliver relevant, timely, 
accessible and actionable intelligence and information products to 
others as applicable, to include partners in the other mission areas.  

 Adhere to appropriate mechanisms for safeguarding sensitive and 
classified information.  

Core Capability Examples of Critical Tasks 

Interdiction and 
Disruption  

 Interdict conveyances, cargo, and persons associated with an 
imminent threat or act.  

 Prevent movement and operation of terrorists into or within the United 
States and its territories.  

 Render safe CBRNE threats.  

 Implement public health measures to mitigate the spread of disease 
threats abroad and prevent disease threats from crossing national 
borders.  

 Disrupt terrorist financing or conduct counter-acquisition activities to 
prevent weapons, precursors, related technology, or other material 
support from reaching its target.  

 Enhance visible presence of law enforcement to deter or disrupt 
threats from reaching potential target(s).  

 Employ wide-area search and detection assets in targeted areas in 
concert with Local, State, Tribal, and Territorial personnel or other 
Federal agencies (depending on the threat).  
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CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.22 (Continued) 

 

Examples of Critical Tasks for Protection 
 

Core Capability Examples of Critical Tasks 

Screening, 
Search, and 
Detection  

 Locate persons and criminal or terrorist networks associated with a 
potential threat.  

 Develop and engage an observant Nation (individuals, families, and 
communities; Local, State, Tribal, and Territorial government; and 
private-sector partners).  

 Screen persons, baggage, mail, cargo, and conveyances using 
technical, nontechnical, intrusive, and nonintrusive means. Consider 
additional measures for high-risk persons, conveyances, or items.  

 Conduct physical searches.  

 Conduct CBRNE search and detection operations.  
o Conduct ambient and active detection of CBRNE agents.  
o Operate safely in a hazardous environment.  
o Conduct technical search and detection operations.  
o Consider deploying Federal teams and capabilities to enhance 

Local, State, Tribal, and Territorial efforts, including use of incident 
assessment and awareness assets.  

 Conduct bio-surveillance of medical threats and hazards.  

Access Control 
and Identity 
Verification 

 Verify identity to authorize, grant, or deny physical and cyber access 
to physical and cyber assets, networks, applications, and systems 
that could be exploited to do harm.  

 Control and limit access to critical locations and systems to 
authorized individuals carrying out legitimate activities.  

Cybersecurity  Implement physical protections, countermeasures, and policies to 
protect physical and cyber assets, networks, applications, and 
systems that could be exploited to do harm.  

 Secure—to the extent possible—unclassified Federal Government 
networks and critical infrastructure (e.g., financial systems, power grid 
systems, water systems, and transportation networks) through risk 
assessment, mitigation, and incident response capabilities.  

 Share actionable cyber threat information with domestic and 
international government and private-sector partners before a cyber 
incident occurs.  

 Implement risk-informed guidelines, regulations, and standards to 
ensure the security, reliability, integrity, and availability of critical 
information, records, and communications systems and services 
through collaborative cybersecurity initiatives and efforts.  

 Detect malicious activity and conduct technical and investigative-
based countermeasures, mitigation activities, and operations against 
malicious actors to counter existing and emerging cyber-based 
threats.  



Module 14: Mission Areas: Prevention and Protection 

 

Module 14: Mission Areas: Prevention and Protection  
June 2017 Student Manual – Virginia Edition Page 14.1.31 

CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.22 (Continued) 

 

Examples of Critical Tasks for Protection 
 

Core Capability Examples of Critical Tasks 

Physical 
Protective 
Measures 

 Identify and prioritize assets, systems, networks, and functions that 
need to be protected.  

 Identify needed physical protections, countermeasures, and policies 
through a risk assessment of key operational activities and 
infrastructure.  

 Develop and implement security plans—including business continuity 
plans—that address identified security risks.  

 Develop and implement risk-based physical security measures, 
countermeasures, policies, and procedures.  

 Implement security training for workers that is focused on awareness 
and response.  

 Develop and implement biosecurity and biosafety programs and 
practices.  

 Leverage Federal acquisition programs, as appropriate, to ensure 
maximum cost efficiency, security, and interoperability of 
procurements.  

Risk Management 
for Protection 
Programs and 
Activities 

 Gather required data in a timely and accurate manner to effectively 
identify risks.  

 Obtain and use appropriate threat, vulnerability, and consequence 
tools to identify and assess threats, vulnerabilities, and 
consequences.  

Risk Management 
for Protection 
Programs and 
Activities 
(Continued) 

 Conduct vulnerability assessments and risk analyses of appropriate 
assets, systems, networks, functions, and their interdependencies 
and shared vulnerabilities.  

 Build the capability within communities to analyze and assess risk 
and resilience.  

 Identify, implement, and monitor risk management plans.  

 Update risk assessments to reassess risk based on changes in the 
physical environment, aging infrastructure, new development, new 
mitigation projects and initiatives, post-event verification/validation, 
new technologies or improved methodologies, and better or more up-
to-date data.  

 Validate, calibrate, and enhance risk assessments by relying on 
experience, lessons learned, and knowledge beyond raw data or 
models.  

 Use risk assessments to design exercises for protection activities and 
to determine the feasibility of mitigation projects and initiatives.  

 Engage in a peer-to-peer mentoring structure that promotes effective 
practices. 
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CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.22 (Continued) 

 

Examples of Critical Tasks for Protection 
 

Core Capability Examples of Critical Tasks 

Supply Chain 
Integrity and 
Security 

 Integrate security processes into supply chain operations to identify 
items of concern and resolve them as early in the process as 
possible.  

 Use risk management principles to identify, mitigate vulnerabilities of, 
and protect key assets, infrastructure, and support systems.  

 Implement physical protections, countermeasures, and policies to 
secure and make resilient key nodes, methods of transport between 
nodes, and materials in transit.  

 Use verification and detection capabilities to identify goods that are 
not what they are represented to be, are contaminated, are not 
declared, or are prohibited; and to prevent cargo from being 
compromised or misdirected as it moves through the system.  

 Use layers of defense to protect against a diverse range of traditional 
and asymmetric threats. These layers include intelligence and 
information analysis; appropriate use of technology; effective laws, 
regulations, and policies; properly trained and equipped personnel; 
and effective partnerships.  

Planning   Initiate a flexible planning process that builds on existing plans.  

 Establish partnerships, facilitate coordinated information sharing 
between partners, and enable planning and protection of critical 
infrastructure within the jurisdiction.  

 Implement measures to identify and prioritize critical infrastructure 
and determine risk.  

 Conduct vulnerability assessments, perform risk analyses, identify 
capability gaps, and coordinate protective measures on an ongoing 
basis in conjunction with the private sector and Local, State, Tribal, 
Territorial, and Federal organizations and agencies.  

 Implement protection, resilience, and continuity plans and programs, 
train and exercise, and take corrective actions.  

 Develop and implement progress measures and communicate 
adjustments and improvements to applicable stakeholders and 
authorities.  
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CORE CAPABILITIES AND CRITICAL TASKS 

Visual 14.1.22 (Continued) 

 

Examples of Critical Tasks for Protection 
 

Core Capability Examples of Critical Tasks 

Public Information 
and Warning 

 Establish mechanisms and provide the full spectrum of support 
necessary for appropriate and ongoing information sharing among all 
levels of government, the private sector, nongovernmental 
organizations, and the public.  

 Promptly share actionable measures with the public and among all 
levels of government, the private sector, and nongovernmental 
organizations.  

 Leverage all appropriate communication means, such as the IPAWS, 
NTAS, and social media sites and technology.  

Operational 
Coordination 

 Collaborate with all relevant protection partners.  

 Establish clear lines and modes of communication among 
participating organizations and jurisdictions.  

 Define and communicate clear roles and responsibilities relative to 
courses of action.  

 Integrate and synchronize actions of participating organizations and 
jurisdictions to ensure unity of effort.  

 Determine jurisdictional priorities, objectives, strategies, and resource 
allocations.  

 Coordinate across and among all levels of government and with 
critical nongovernmental and private-sector partners to protect 
against potential threats, conduct law enforcement investigations, and 
engage in enforcement and protective activities based on 
jurisdictional authorities.  

 Coordinate with appropriate partners in other mission areas.  
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Instructions:  In table groups:

1. Identify ways your assigned segment of the 

whole community can contribute to 

protection 

2. Focus on contributions that are different 

from those you identified for prevention

3. Be prepared to present your findings in 10 

minutes

Activity 14.2 – Protection Roles and Responsibilities

 

Alt text 
Activity 14.2 – Protection Roles and Responsibilities 

Instructions:  In table groups: 

1. Identify ways your assigned segment of the whole community can contribute to 

protection  

2. Focus on contributions that are different from those you identified for prevention 

3. Be prepared to present your findings in 10 minutes 

Key Points 

Purpose: The purpose of this activity is to think about how different segments of your 
community can contribute to protection.  

Instructions:  

1. Keep the same community segment that you were assigned in Activity 14.1. 
2. In your table groups, discuss how your assigned segment can contribute to prevention. 
3. Focus on contributions that are different from those you identified for prevention.  
4. Be prepared to present your findings in 10 minutes. 
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 Using available resources to 

avert threats and hazards

 Estimating resources available 

from the whole community, 

with emphasis on innovative 

and nongovernmental 

solutions

 Sharing resources available 

through mutual aid 

agreements

Protection Planning (1 of 2)

 

Alt text 
Protection Planning (1 of 2) 

 Using available resources to avert threats and hazards 

 Estimating resources available from the whole community, with emphasis on innovative and 

nongovernmental solutions 

 Sharing resources available through mutual aid agreements 

Key Points 

Planning partners should consider the following:  

 Coordinating planning activities across the whole community to ensure that required 
resources are and will be available when needed, particularly if those resources can be 
used to avert a threat or hazard 

 Estimating available resources from the whole community. Considering the full range of 
resources helps to maximize unity of effort and reduce costs and time of delivery. Emphasis 
should be placed on innovative and nongovernmental solutions.  

 Entering into mutual aid agreements to share resources 
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 Coordinating with planning partners to identify 

the most efficient and effective ways to invest in 

capability development

 Accounting for past resource 

depletion rates to identify 

potential resource gaps 

over time

Protection Planning (2 of 2)

 

Key Points 

Planning partners should also consider the following: 

 Coordinating and analyzing requirements using common planning assumptions, risk 
assessments, or scenarios. This coordination helps planners identify which investments in 
capabilities will most effectively address the threat or hazard and use resources most 
efficiently.  

 Taking into consideration resource depletion rates incurred in previous or multiple events to 
identify potential gaps in resources over time 
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What are some 

examples of critical 

infrastructure?

Discussion Question

 

Key Points 

Discussion Question: What are some examples of critical infrastructure? 
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NATIONAL INFRASTRUCTURE PROTECTION PLAN 
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Definition:  

Systems and assets—whether 

physical or virtual—so vital to the 

United States that the incapacity or 

destruction of such may have a 

debilitating impact on national 

security, economic security, public 

health or safety, environment, or any 

combination of these matters

Critical Infrastructure Sectors

Critical Infrastructure

 

Key Points 

Critical infrastructure refers to systems and assets—whether physical or virtual—so vital to 
the United States that the incapacity or destruction of such may have a debilitating impact on 
national security, economic security, public health or safety, environment, or any combination of 
these matters across any Federal, State, Regional, Territorial, or Local jurisdiction. Critical 
infrastructure includes key resources, which are publicly or privately controlled resources 
essential to the minimal operations of the economy and government.  
(Source: National Infrastructure Protection Plan [NIPP]) 

Homeland Security Presidential Directive 7 (HSPD-7) established U.S. policy for enhancing 
critical infrastructure protection by establishing a framework for the Department of Homeland 
Security’s (DHS) partners to identify, prioritize, and protect the critical infrastructure in their 
communities from terrorist attacks.  

The directive identified critical infrastructure sectors and, for each sector, designated a Federal 
Sector-Specific Agency to lead protection- and resilience-building programs and activities. 
HSPD-7 allows for DHS to identify gaps in existing critical infrastructure sectors and to establish 
new sectors to fill these gaps.  
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Visual 14.1.27 (Continued) 

Critical Infrastructure Sectors 

 
Additional information about each critical infrastructure sector and key resource can be found online.  
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NATIONAL INFRASTRUCTURE PROTECTION PLAN 

Visual 14.1.28 
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Video:  The NIPP 

 

Key Points 

The NIPP is an important resource that supports the Protection mission area. This video 
presents information on the goal of the NIPP.  

Video Transcript: The National Infrastructure Protection Plan: Building a Safer, More 
Secure, and More Resilient America 

Critical infrastructure, such as water, energy, electricity, and petroleum products, represent day-
to-day goods and services that are part of the life of every single American. 

Critical infrastructures provide the foundation for the Nation’s ability to maintain our way of life. 

Protecting the critical infrastructure and key resources of the United States is essential to the 
Nation’s security, public health and safety, economic vitality, and way of life. Disruption of 
America’s critical infrastructure could significantly interrupt the functioning of government and 
business alike and produce cascading effects far beyond the targeted sector and physical 
location of the incident. Direct terrorist attacks and natural, manmade, or technological hazards 
could produce catastrophic losses in terms of human casualties, property destruction, and 
economic effects, as well as profound damage to public morale and confidence. 

The National Infrastructure Protection Plan is the path forward toward building and enhancing 
protective measures for the critical infrastructure and key resources that sustain commerce and 
communities throughout the United States. 
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 NATIONAL INFRASTRUCTURE PROTECTION PLAN 
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To build a safer, more secure, and more resilient 

America by enhancing protection of the Nation’s 

critical infrastructure and key resources by:

 Preventing, deterring, neutralizing, or mitigating 

the effects of deliberate efforts by terrorists to 

destroy, incapacitate, or exploit critical 

infrastructure

 Strengthening national preparedness, timely 

response, and rapid recovery in the event of an 

attack, natural disaster, or other emergency

Purpose of the NIPP

 

Key Points 

The purpose of the NIPP is to build a safer, more secure, and more resilient America by 
enhancing protection of the Nation’s critical infrastructure and key resources by: 

 Preventing, deterring, neutralizing, or mitigating the effects of deliberate efforts by terrorists 
to destroy, incapacitate, or exploit critical infrastructure  

 Strengthening national preparedness, timely response, and rapid recovery in the event of an 
attack, natural disaster, or other emergency 
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 Build partnerships

 Share information

 Implement a long-term risk 

management program

 Maximize effective use of 

resources for critical 

infrastructure protection, 

restoration, and recovery

Achieving the Goal of the NIPP

 

Key Points 

Achieving the NIPP goal requires: 

 Building partnerships: The NIPP defines critical infrastructure partners as those Federal, 
State, Regional, Territorial, Local, or Tribal government entities; private-sector owners and 
operators and representative organizations; academic and professional entities; and certain 
not-for-profit and private volunteer organizations that share in the responsibility for 
protecting the Nation’s critical infrastructure. The NIPP provides the framework that defines 
the processes and mechanisms that allow these partners to work collaboratively to integrate 
critical infrastructure protection and resiliency efforts, set goals and objectives, and focus 
resources according to risk. 

 Sharing information: The NIPP information-sharing approach allows distribution and 
access to information to enable decentralized decision making and actions.  

 Implementing a long-term risk management program: To ensure an effective, efficient 
risk management program over the long term, the NIPP relies on building national 
awareness; enabling education, training, and exercise programs; conducting research and 
development and using technology; developing, protecting, and maintaining data systems 
and simulations; and continuously improving the NIPP.  

 Effectively using resources for critical infrastructure protection, restoration, and 
recovery: Metrics provide a basis to establish accountability, document actual performance, 
facilitate diagnoses, promote effective management, and provide a feedback mechanism to 
decision makers. 
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What are some 

examples of critical 

infrastructure 

protection activities? 

Discussion: Protection Activities

 

Key Points 

In the context of the NIPP, protection includes actions to mitigate the risk to critical assets, 
systems, networks, or their interconnecting links resulting from exposure, injury, destruction, 
incapacitation, or exploitation. This includes actions to: 

 Deter the threat 

 Mitigate vulnerabilities 

 Minimize consequences associated with a terrorist attack or other incident 

Discussion Question: What are some examples of critical infrastructure protection 
activities? 
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 Sector-Specific Plans

 Comprehensive National 

Cybersecurity Initiative (CINCI) 

 National Strategy for Global 

Supply Chain Security 

Supporting Resource Descriptions

Other Supporting Resources

 

Key Points 

In addition to the NIPP, the following resources support the Protection mission area. 

Supporting Resource Descriptions 
 

Resource Description 

Sector-Specific 
Plans 

These plans detail the application of the NIPP risk management framework 
to the unique characteristics and risk landscape of each of the NIPP critical 
infrastructure sectors and provide the means by which the NIPP is 
implemented within the sectors. The sector-specific plans are available 
online.  
 

Comprehensive 
National 
Cybersecurity 
Initiative (CNCI) 

The CNCI consists of a number of mutually reinforcing initiatives designed to 
help secure the United States in cyberspace. More information on the CNCI 
is available online.    
 

National 
Strategy for 
Global Supply 
Chain Security 

This resource is focused on the worldwide network of transportation, postal, 
and shipping pathways, assets, and infrastructures (including 
communications and information infrastructures). It provides strategic 
guidance to departments and agencies within the U.S. Government and 
identifies priorities to collaboration stakeholders. The document is available 
online.  

https://www.dhs.gov/2015-sector-specific-plans
https://www.dhs.gov/2015-sector-specific-plans
https://www.whitehouse.gov/issues/foreign-policy/cybersecurity/national-initiative
https://www.whitehouse.gov/issues/foreign-policy/cybersecurity/national-initiative
https://www.whitehouse.gov/sites/default/files/national_strategy_for_global_supply_chain_security.pdf
https://www.whitehouse.gov/sites/default/files/national_strategy_for_global_supply_chain_security.pdf
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Instructions:  

Working individually in your IAW…

1. Answer the self-assessment questions

2. Check-In: 

a. For any items that you do not know the answers, make sure 

that you find the answers when you return to your 

jurisdictions and answer the question before returning for 

the next Basic Academy course

b. For any items that you marked “No,” make sure you provide 

an update on steps you have taken after returning to your 

jurisdictions to develop the indicated policy, plan, or 

procedure

Activity 14.3 – Module 14 IAW

 

Key Points 

Purpose: The purpose of this activity is reflect and assess your jurisdictions prevention and 
protection policies, plans, and procedures.  

Instructions: Working individually: 

1. Answer the self-assessment questions in your IAW. 

2. Check-In:  

a. For any items that you do not know the answers, make sure that you find the 
answers when you return to your jurisdictions and answer the question before 
returning for the next Basic Academy course. 

b. For any items that you marked “No,” make sure you provide an update on steps you 
have taken after returning to your jurisdictions to develop the indicated policy, plan, 
or procedure.
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 Prevention relates to preventing imminent 

terrorist threats

 Protection relates to safeguarding against 

all types of threats

 The two mission areas have overlapping 

capabilities required for success

 All segments of the community have 

important roles in prevention and protection

Unit Summary

 

Key Points 

This unit focused on the following key points: 

 Prevention relates to preventing imminent terrorist threats. 

 Protection relates to safeguarding against all types of threats.  

 The two mission areas have overlapping capabilities required for success. 

 All segments of the community have important roles in prevention and protection. 
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 Any other comments or 

questions?

 Please complete the 

module evaluation form  

 Your comments are 

important

 Thank you for your 

participation

Feedback

 

Key Points 

Please provide your feedback on this module. 
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INTRODUCTION 

Visual 15.1.1 

 

Key Points 

Welcome to Mission Area: Mitigation. 
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OAKLAND HILLS CASE STUDY 

Visual 15.1.2 

 

Key Points 

Read the following case study and then be prepared to answer the discussion questions below. 
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OAKLAND HILLS CASE STUDY 

Visual 15.1.2 (Continued) 

Case Study: 

One of the highest-dollar fire losses in United States history occurred in the East Bay 
Hills, within the California cities of Oakland and Berkeley, between October 19 and 22, 
1991. Twenty-five lives were lost and more than 3,000 structures were destroyed by a 
wildland-urban interface fire in one of the most heavily populated metropolitan areas in 
the United States. The wind had threatened to drive the fire across the entire city of 
Oakland.   

Many of the Oakland Hills roads (Oakland Hills is part of Oakland) are narrow and 
steep. That, along with the flammable landscaping, is part of the neighborhood’s charm. 
But, then and now, the terrain can make it difficult for emergency crews to respond 
quickly, especially if fire crews are trying to make their way up the hills while people are 
trying to evacuate on the same roads. 

In 1991, fire trucks had to wind their way up steep, narrow roads to get to the fire in the 
hills. Residents trying to evacuate found themselves stuck on the winding roads, 
crowded with parked cars. Eleven of the fire’s victims died in traffic jams on Charing 
Cross Road. The body of Oakland Police Officer John Grubensky was found, along with 
five civilian fatalities, at a narrow point on Charing Cross Road. It appeared that the cars 
were jammed at this point by a collision in the narrowest part of the road, and the 
occupants were unable to escape the advancing flames. 

The East Bay Hills have been the scene of a number of wildland-urban interface fires 
over the past 90 years. There had been fires in 1923, 1931, 1933, 1937, 1940, 1946, 
1955, 1960, 1961, 1968, 1970, 1980, and 1990 before the 1991 fire. The coastal region 
was particularly vulnerable in the fall of 1991, after five years of drought, several months 
with no recorded precipitation, and reduced efforts to control wildland interface hazards 
due to State and Local budget limitations.  

The circumstantial factors surrounding the major incidents have been remarkably 
similar. The Santa Ana wind condition, preceding periods of unusual dryness, wood-
shingle roofs, high-burn-rate natural fuels, lack of separation between the natural fuels 
and structures, lack of natural fuel controls, poor access, limited water supplies, and 
difficult terrain have all been recognized as factors in the previous fires. The most 
remarkable similarities can be seen from comparisons of the 1923 and 1970 fires with 
the 1991 fire. All three fires originated in the hills and spread into developed areas, 
pushed by Diablo winds, and each one continued to spread until the wind abated.   

In 1923, the fire originated in the Wildcat Canyon. This fire consumed 640 structures to 
the north of the University of California Berkeley campus. Wood-shingle roofs, the wind, 
and dry weather were cited as the major factors in this conflagration. Recommendations 
were made after the fire to limit the use of wood roof coverings and to control the natural 
fuel conditions in the hills.  
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OAKLAND HILLS CASE STUDY 

Visual 15.1.2 (Continued) 

The 1970 East Bay Hills fire originated on the eastern slope of the hills, near Fish 
Ranch Road, just over the ridge from Temescal Canyon. It spread rapidly up the slope 
and jumped over Grizzly Peak Boulevard on a front 300 to 400 feet wide. All of the 
homes that were rebuilt in this area were destroyed again in the 1991 fire, along with 
dozens of additional homes that had been constructed in the intervening years. The 
1970 fire followed virtually the same path as the early stages of the 1991 fire, and the 
losses were attributed to exactly the same factors: Wind, weather, natural fuels, lack of 
separation between structures and natural fuels, unlimited use of wood shingles, terrain, 
access, and water supply were all identified as major factors in both fires. 

There has been considerable public pressure both for and against the adoption of Local 
ordinances or regulations that would change the character of the East Bay Hills. Deed 
restrictions in some areas prohibit the removal of trees or alteration to the natural 
ground cover. Proponents of safety have demanded a full review of all regulations 
before any permits are issued to rebuild. Many homeowners expressed their desire to 
rebuild “exactly the way it was,” without restrictions on construction materials or fuel 
separations. The vocal residents wanted to restore the character of the area without 
governmental restrictions. The same residents expressed fears that widened roads 
would bring unwanted traffic to the area and demanded compensation for any property 
taken to make improvements. 

The factors that set the stage for this disaster were identified long before the fire 
occurred, and the potential consequences had been predicted by fire officials. 
Nevertheless, their warnings went unheeded, and the measures that could have 
reduced the risks were not implemented. More than $1 billion in damage resulted from a 
fire that exceeded the worst expectations of the most concerned fire professionals. It 
was a fire that demonstrated how natural forces may be beyond the control of human 
intervention, and it should have caused a renewed look at the risk of wildland-urban 
interface fire disasters.  

Investigations that followed the 1970 fire recommended regulatory restrictions to 
mitigate some of the risk factors, but the area was permitted to be rebuilt and additional 
development was allowed to occur without action on the recommendations. 

Discussion Questions: 

1) What mitigation steps should have been taken after the 1970 fire to possibly 
reduce the loss of subsequent fires? 

2) What role does public pressure play in mitigation efforts? 
3) Why is hazard mitigation an important function of emergency management? 



Module 15. Mission Area: Mitigation  

 

Module 15: Mission Area: Mitigation  
June 2017 Student Manual – Virginia Edition Page 15.1.5 

OAKLAND HILLS CASE STUDY 

Visual 15.1.2 (Continued) 

After the 1991 fire, there was evidence of effective hazard mitigation: two schools that 
remained standing after the fires. The Hillcrest and Kaiser Elementary schools, built of 
fire-resistant brick and concrete, with clear separation space by the playgrounds and 
parking lots and fireproofing, survived, while surrounding homes were totally destroyed.  

The 1991 Hazard Mitigation Report, prepared under the aegis of FEMA as a result of 
the Presidential Disaster Declaration for the East Bay Hills Fire, identified several 
recommendations to reduce the risk of future fires in the area. The recommendations 
include requirements that would address fuel management, fuel separations, roofing 
materials, roadways, and water supplies. These points are all recommended for 
implementation as the fire area is rebuilt and for application to other areas when 
feasible. 

In this module, you will have an opportunity to study mitigation and the benefits of good 
hazard mitigation practices.  

U.S. Fire Administration/Technical Report Series: The East Bay Hills Fire Oakland-
Berkeley, California USFA-TR-060/October 1991 

Schools Stand as Islands in East Bay Destruction, Freedburg, L., San Francisco 
Chronicle, October 23, 1991.  

The Oakland North, retrieved May 30, 2016 

https://oaklandnorth.net/2011/10/19/twenty-years-after-the-oakland-hills-fire-what-has-changed/
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INTRODUCTION 

Visual 15.1.3 

 

Key Points 

This module is divided into the following units: 

Unit Time 

Unit 1: Mitigation—What and Why 

 Oakland Hill Case Study (Visual 15.1.2) 

 Activity 15.1 – Critical Mitigation Tasks in Your Community 
(Visual 15.1.25) 

1 hour 

Unit 2: Mitigation—Roles and Responsibilities 

 Activity 15.2 – Identifying Roles (Visual 15.2.24) 

1 hour, 30 minutes 

Unit 3: Hazard Mitigation Planning 

 Activity 15.3 – Community Involvement (Visual 15.3.16) 

 Activity 15.4 – Module 15 IAW (Visual 15.3.18) 

1 hour 

Total Module Time: 3 hours, 30 
minutes 
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INTRODUCTION 

Visual 15.1.4 

 
Alt text 

Terminal Objective 

To describe key aspects of the Mitigation mission area, including: 

 How mitigation supports preparedness 

 Roles and contributions of mitigation partners at all levels 

 The mitigation planning process 

 Strategies for building local support for mitigation 

Review the unit objectives in the Student Manual 

Key Points 

The goal of this module is to enable you to describe key aspects of the Mitigation mission area, 
including how mitigation supports preparedness, roles and contributions of mitigation partners at 
all levels, the mitigation planning process, and strategies for building local support for mitigation. 

The objectives for individual units in this module are listed below. 

Unit 1: 

 Explain the purpose and importance of mitigation. 

 Describe core concepts of the National Mitigation Framework. 

 Identify the major provisions of the Disaster Mitigation Act of 2000. 

Unit 2: 

 Identify the roles and contributions of all mitigation partners, including individuals and 
households, private sector, nonprofit sector, and Local, Tribal, State, and Federal 
governments.   

 Describe Federal mitigation programs, including the National Flood Insurance Program 
(NFIP) and the Unified Hazard Mitigation Assistance (UHMA) Program. 

Unit 3: 

 Explain the importance of pre-disaster hazard planning. 

 Identify the steps in a mitigation planning process. 

 Identify categories of mitigation measures. 

 Identify strategies for building local support for mitigation. 
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INTRODUCTION 

Visual 15.1.5 

 

Key Points 

Key topics covered in this unit include: 

 What is mitigation? 

 Common mitigation measures that reduce hazards 

 Importance of mitigation in disaster-resilient communities 

 Core concepts of the National Mitigation Framework 
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WHAT IS MITIGATION? 

Visual 15.1.6 

 

Key Points 

In this video you will hear several people describe their experiences with hazard mitigation and 
tell how they and their communities benefited.   

As you watch, think about the range of hazards these communities faced, the mitigation 
strategies they used, and the benefits they reaped.   

Video Transcript: Mitigation: Voices of Experience 

Speaker from Kemah, Texas: Basically what we had here was winds over 100 miles an hour—
somewhere around 110, 112 miles an hour—a 12-foot storm surge above the mean sea level, 
and then on top of that, we also had wave action above 12 feet. If I had not made the 
improvements to the house, the house would be gone, as many of my neighbors’ houses are 
that were on the ground. The fact that improvements were made saved my house. . .. And so I 
would urge anybody that has the wherewithal to make the improvements now, get their house 
elevated if they’re in this kind of a situation, and save themselves a whole lot of grief further 
down the road.  

Speaker from the Florida Panhandle: Ivan was a storm unlike any other storm that we had in 
Pensacola. It did major damage to the area.   

It was, almost everywhere you looked, it was blue tarps for roofs and people standing looking 
like they didn’t know what they wanted to do next ’cause they had no place to go.   
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WHAT IS MITIGATION? 

Visual 15.1.6 (Continued) 

Immediately we started talking about what are ways we can prevent this kind of destruction in 
the future, and overwhelmingly we were recommended to looking at a residential mitigation 
program. 

It was a blessing that we have this program in the area and more people should take advantage 
of it.  

They not only learned a lesson, they saw an opportunity to make things stronger for the next 
time; they took advantage of it. They’re going to be much more ready the next time around. 

Speaker from Ottawa, Illinois: We feel that our strongest point was in the long-term buyout 
effort in an area that we call The Flats. For the past nine years we've purchased more than 60 
properties, almost 70 properties, that were at one time repetitive-loss properties. Now they’re 
gone and we have a beautiful park. 

We upgraded our floodplain ordinance to include things like compensatory storage, so that if 
they're in the floodplain and they want to build in the floodplain, for every shovelful of dirt they 
put in they have to take 1 and one-half out from the same property.  

Those people that have flood insurance policies in the floodplain are entitled to a 25 percent 
discount, and if we get to a Class 2, they are going to be entitled to a 40 percent discount. That 
makes the taxpayer happy. It’s a tangible, real deal.   

Speaker from San Simeon, California: About six months after, coincidentally, after we finished 
our seismic retrofit for earthquake preparedness, there was a 6.5-magnitude earthquake. And it 
tested the integrity of our building, more so than I’d ever dreamed it would be tested. I knew the 
building was going to hold up; I felt good about it. About 20 feet away from our building across 
the alley, our neighboring property owner’s building came to the ground and two people lost 
their lives.  

There is no question in my mind, subsequent to the earthquake, that our seismic retrofit 
absolutely saved lives and I was very glad that I did it. It definitely paid off. 
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WHAT IS MITIGATION? 

Visual 15.1.7 

 

Key Points 

Discussion Question: What does the term “mitigation” mean to you? 
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WHAT IS MITIGATION? 

Visual 15.1.8 

 

Alt text 
Definition: Mitigation 
Individuals, the private sector, communities, critical infrastructure, and the Nation as a whole are 
made more resilient when the consequences and impacts, the duration, and the financial and 
human costs to respond to and recover from adverse incidents are all reduced 
Those capabilities necessary to reduce loss of life and property by lessening the impact of 
disasters. 

Key Points 

Mitigation refers to those capabilities necessary to reduce loss of life and property by lessening 
the impact of disasters. It is focused on the premise that individuals, the private sector, 
communities, critical infrastructure, and the Nation as a whole are made more resilient when the 
consequences and impacts, the duration, and the financial and human costs to respond to and 
recover from adverse incidents are all reduced. 

(Source: National Preparedness Goal) 

Mitigation requires systemically anticipating and adjusting to trends that could endanger the 
future of the community. Appropriate choices made beforehand can manage or reduce long-
term risk and potentially reduce response requirements. Mitigation during the recovery phase 
helps strengthen and build a more resilient community to withstand future disasters. 

Mitigation capabilities include, but are not limited to: 

 Community-wide risk reduction projects 

 Efforts to improve the resilience of critical infrastructure and key resource lifelines 

 Risk reduction for specific vulnerabilities from natural hazards or acts of terrorism 

 Initiatives to reduce future risks after a disaster has occurred 
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WHAT IS MITIGATION? 

Visual 15.1.9 

 

Key Points 

The National Mitigation Framework provides guidance for mitigation planning, including: 

 Guiding principles for mitigation 

 Core capabilities and critical tasks required to strengthen resilience at a local level 

 Mitigation roles for the whole community 

Comprehensive mitigation includes strategies for all community systems, including: 

 Economic: Strategies to support a prosperous, more competitive, and resilient economy 
and to restore economic vitality following an incident 

 Health and Social Services: Strategies for providing health and social services to promote 
the health, independence, and well-being of the whole community 

 Housing: Strategies for building more resilient housing and incorporating mitigation 
activities as part of new construction or rebuilding activities 

 Infrastructure: Strategies to provide and strengthen essential infrastructure and services, 
including transportation infrastructure and modes, to reduce vulnerability and increase 
resilience 

 Natural and Cultural Resources: Strategies to conserve, protect, and restore natural and 
cultural assets of the community 
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CORE CAPABILITIES 

Visual 15.1.10 

 

Alt text 
Core Capabilities for Mitigation 

 Threats and hazard identification 

 Risk and disaster resilience assessment 

 Planning 

 Community resilience 

 Public information and warning 

 Long-term vulnerability reduction 

 Operational coordination 

Examples of critical tasks for building these capabilities are listed in the Student Manual 

Key Points 

Completing critical tasks helps the jurisdiction build the identified capabilities for mitigation. 
Examples of critical tasks are listed at the end of this unit. 
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GUIDING PRINCIPLES 

Visual 15.1.11 

 

Alt text 
Guiding Principles 

Resilience & Sustainability :Decisions based on the long-term view 

Leadership & locally focused implementation: Community-led mitigation 

Partnerships & inclusiveness: Collective actions of many groups 

Risk-conscious culture: Shared risk awareness and planning 

Key Points 

There are four guiding principles for mitigation. These four principles establish the key elements 
by which mitigation aims to manage risk, with the goal of reducing risk and increasing resilience 
throughout the whole community. 

These principles are described in the following table. 

Guiding Principles for Mitigation 
 

Principle Description 

Resilience and 
Sustainability 

 Preparing our citizens, property, critical infrastructure resources, 
and economy to absorb the impact of a threatening event and 
bounce back in a manner that sustains our way of life in the 
aftermath makes our communities and the Nation more resilient. All 
mitigation partners should consider the economic, social, and 
environmental dimensions of their choices and ensure that 
resiliency is maintained and increased.  

 

 Sustainability employs a longer-term approach through plans, 
policies, and actions that reflect a comprehensive understanding of 
the economic, social, and environmental systems within a 
community. 
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GUIDING PRINCIPLES 

Visual 15.1.11 (Continued) 

 

Guiding Principles for Mitigation (Continued) 
 

Principle Description 

Leadership and 
Locally Focused 
Implementation 

 Mitigation empowers formal and informal local leaders to embrace 
their ownership of building resilient and sustainable communities.  

 Effective, ongoing mitigation is led by the local community, working 
together to identify, plan for, and reduce vulnerabilities and promote 
long-term personal and community resilience and sustainability.  

 Leaders at the State and national level support Local leadership by 
facilitating effective ongoing mitigation through setting a vision, 
aligning programs, and supporting local efforts as needed. 
 

Partnerships and 
Inclusiveness 
 

 Mitigation is advanced through the collective actions of many 
groups. No one entity can accomplish these goals. These 
partnerships may include neighbors, community associations, faith-
based organizations, all levels of government, professionals, 
experts, academics, public groups, private/corporate entities, and 
nonprofit organizations. 

 Participation within these partnerships should include advocates for 
children, seniors, individuals with disabilities, those with access and 
functional needs, animals, diverse communities, and people with 
limited English proficiency.   

 Establishing trusted relationships among leaders and communities 
prior to a disaster is essential to community resilience and 
sustainability.  

Risk-Conscious 
Culture 

 The American people, resources, economy, and way of life are 
bolstered and made more resilient by anticipating, communicating, 
and preparing for threats and hazards—both internal and external—
through comprehensive and deliberate risk management. 

 A community with a risk-conscious culture routinely and 
systematically assesses its risk from threats and hazards using a 
multi-disciplinary approach and informs the whole community of 
those risks to influence all levels of decision making. 

 A risk-conscious culture involves providing clear, meaningful, 
consistent, accessible, and culturally appropriate or multi-
disciplinary messaging, so that the whole community embraces 
mitigation and reduces its exposure and vulnerability to risk. 
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LAWS AND GUIDANCE 

Visual 15.1.12 

 

Key Points 

Next we’ll look at laws and guidance that support mitigation. 

The Robert T. Stafford Disaster Relief and Emergency Assistance Act (Stafford Act), as 
amended by the Disaster Mitigation Act of 2000 (DMA 2000), emphasizes hazard mitigation 
planning at non-Federal levels of government and establishes a national program for pre-
disaster hazards. 

 DMA 2000 provides the legal basis for State, Local, and Tribal governments to undertake an 
approach for reducing risks from natural hazards through mitigation planning. 

 DMA 2000 is a program and process for: 

o Recording mitigation activities 
o Conducting a hazard vulnerability assessment 
o Identifying and prioritizing hazard mitigation measures 
o Gaining consensus with involved agencies and citizens 
o Producing a multi-hazard mitigation plan 
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LAWS AND GUIDANCE 

Visual 15.1.13 

 

Alt text 
DMA 2000 Provisions 

 Establishes pre-disaster mitigation funding to ensure continued functionality of critical services and 
facilities after a hazardous event 

 Emphasizes vertical and horizontal planning to improve cost-effectiveness 

 Authorizes up to 7% of a State’s HMGP funds for development of mitigation plans 
Emergency responders looking at damaged road 

Key Points 

 Title I establishes pre-disaster hazard mitigation funding to assist State, Tribal, and Local 
governments with implementing effective hazard mitigation measures. Effective mitigation 
measures are those designed to ensure the continued functionality of critical services and 
facilities after a hazardous event. 

 Title II emphasizes the need for State, Tribal, and Local governments to coordinate 
mitigation planning and implementation efforts closely. Streamlining hazard planning and 
analysis at multiple governmental levels leads to the implementation of cost-effective 
mitigation actions based on sound hazard identification and risk assessment. 

 Section 322 authorizes up to 7 percent of Hazard Mitigation Grant Program (HMGP) funds 
available to a State for the development of State, Tribal, and Local mitigation plans. 
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LAWS AND GUIDANCE 

Visual 15.1.13 (Continued) 

 

The Disaster Mitigation Act of 2000 

In the past, Federal legislation provided funding for disaster relief, recovery, and some hazard 
mitigation planning. The Disaster Mitigation Act of 2000 (DMA 2000) (Public Law 106-390) 
improves this planning process. DMA 2000 reinforces the importance of mitigation planning and 
emphasizes planning for disasters before they occur. As such, this Act establishes a pre-
disaster hazard mitigation program and new requirements for the national post-disaster Hazard 
Mitigation Grant Program (HMGP).  

Section 322 of the Act specifically addresses mitigation planning at the State and Local levels. It 
identifies new requirements that allow HMGP funds to be used for planning activities, and 
increases the amount of HMGP funds available to States that have developed a 
comprehensive, enhanced mitigation plan prior to a disaster. States and communities must 
have an approved mitigation plan in place prior to receiving post-disaster HMGP funds. Local 
and Tribal mitigation plans must demonstrate that their proposed mitigation measures are based 
on a sound planning process that accounts for the risk to and the capabilities of the individual 
communities. State governments have certain responsibilities for implementing Section 322, 
including:  

 Preparing and submitting a standard or enhanced State mitigation plan  

 Reviewing and updating the State mitigation plan every three (3) years  

 Providing technical assistance and training to Local governments to assist them in applying 
for HMGP grants and in developing Local mitigation plans, and  

 Reviewing and approving Local plans if the State is designated a managing State and has 
an approved enhanced plan 

DMA 2000 is intended to facilitate cooperation between State and Local authorities, prompting 
them to work together. It encourages and rewards Local and State pre-disaster planning and 
promotes sustainability as a strategy for disaster resistance. This enhanced planning network 
better enables Local and State governments to articulate accurate needs for mitigation, resulting 
in faster allocation of funding and more effective risk reduction projects. 
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WHAT IS MITIGATION? 

Visual 15.1.14 

 

Key Points 

Effective mitigation begins with identifying the threats and hazards we face and determining 
the associated vulnerabilities and risks. Sound assessment requires risk information based on 
credible science, technology, and intelligence, validated by experience. 

Understanding the risks makes it possible to develop strategies and plans to manage them.  

Managing risks from threats and hazards requires decision making to accept, avoid, reduce, or 
transfer those risks. Avoiding and reducing risks are ways to reduce the long-term 
vulnerability of a community and build individual and community resiliency. 

Comprehensive mitigation includes strategies for all community systems, including: 

 Economic: Strategies to support a prosperous, more competitive, and resilient economy 
and to restore economic vitality following an incident 

 Health and Social Services: Strategies for providing health and social services to 
promote the health, independence, and well-being of the whole community 

 Housing: Strategies for building more resilient housing and incorporating mitigation 
activities as part of new construction or rebuilding activities 

 Infrastructure: Strategies to provide and strengthen essential infrastructure and 
services, including transportation infrastructure and modes, to reduce vulnerability and 
increase resilience 

 Natural and Cultural Resources: Strategies to conserve, protect, and restore natural 
and cultural assets of the community 
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MITIGATION’S VALUE 

Visual 15.1.15 

 

Key Points 

This video discusses: 

 Types of loss 

 Disruption of the cycle of loss 

 Immediate and long-term benefits of mitigation 

 Examples of mitigation’s value 
 

Video Transcript: Mitigation’s Value to Society 

Narrator: This presentation looks at the value of mitigation to society—a value that is best 
illustrated by considering the damage and loss of life that does not occur when hazard 
mitigation projects have been completed.   

In the Introduction we’ll look briefly at the types of loss caused by disasters, and the repetitive 
nature of those losses.  

Next, we will discuss the role of mitigation in reducing or eliminating loss and discuss how the 
benefits of mitigation are quantified.   

After that we’ll focus on the value of mitigation to individuals, communities, and society as seen 
in its immediate and long-term benefits.  

Finally, we’ll look at two brief examples that illustrate mitigation’s value to society.   
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Visual 15.1.15 (Continued) 

Disasters result in losses to individuals, communities, and society. They cause injury and death, 
do damage to personal property, increase insurance rates, cost communities money to respond 
and recover, cause business and economic losses, and more.   

Kevin Mallen: We have, in the two floods that I mentioned, in 1997 and 1986, there was both 
loss of property and loss of life.  

Tom Grant: These low areas would flood on a regular basis. So they would end up with 
damage in their homes, their yards, access would be damaged, they couldn’t get home. 

Tommy Meyers: Any small rain event, we’d get calls to go over to unstop tiles, flooding issues 
on the major rain events all the time. It was costly going over there. 

Gary Farlow: It’s very disruptive to the business community, it’s costly to the community, you 
have a number of jobs that are disrupted, companies have a difficult time making production, 
interferes with just the whole quality of life for the community.  

Troy Spence: People were flooded, they couldn’t leave their homes, we would have to go in, 
rescue them, get them to a place where they had electricity and things of that nature. 

Tommy Meyers: We’ll have to go out and set out the barricades and barricade the roads off 
and sometimes we’d have to leave someone there.  

Tom Grant: And it’s costly, you have to dedicate staff to do cleanup after a flood event. 

Narrator: In all of these cases, the losses were repetitive—inflicting damage to these 
communities and their citizens for decades. The role of mitigation is to disrupt the cycle and 
reduce or eliminate losses. 

Edwin Revell: Hazard mitigation most certainly is really, in my opinion, a combination of long-
term sustained efforts that all have the intent of trying to reduce the damaging effects of a 
hazard.  

Judy Huff: It’s not quickly doing something just to get a quick return. It’s an investment, a long-
term investment in the future.  

Edwin Revell: We needed to have a game plan in place that would allow us to address the 
issues in a very strategic and long-term and hopefully permanent sustainable manner. 

Chris Crew: Our goal is to reduce the likelihood of having to pay for a disaster again and again 
and again.  

Narrator: Reducing or eliminating repetitive loss is mitigation’s value to society. Uniquely, that 
value is determined by considering the losses that no longer occur.  
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MITIGATION’S VALUE 

Visual 15.1.15 (Continued) 

Judy Huff: The damages to property or life, they don’t exist. Mitigation done well is a great 
peace of mind. You don’t have to have the cleanup involved afterwards, you don’t have to worry 
about whether somebody is going to need to be evacuated or whether they’re going to need to 
have to be displaced for a while until the waters recede. 

Narrator: When looking at mitigation’s value, the question that arises is: How much damage 
might have been caused by an event if the mitigation project had not been done?   

Kevin Mallen: In the instance of the hazard mitigation projects that we’ve completed recently to 
protect or benefit the Linda, Oliverhurst areas, if we would have not completed those projects, 
we would have had hundreds of homes that are still within the 100-year floodplain so they would 
have incurred additional flood insurance requirements and costs and repetitive losses.   

Judy Huff: Loss avoidance, it can be measured in many different ways. Some are easier to put 
a monetary value to than others. How can you put a monetary value to something like peace of 
mind?  

Denise Pruitt: So not only have you helped them physically, financially, you’ve helped them 
emotionally and mentally too, because they got hope now.  

Narrator: While of great value to a community and its residents, it is difficult to put a monetary 
value on nontangible benefits like peace of mind and quality of life. 

Judy Huff: But you can put a monetary value in, “Well, if this had happened and we had not 
done this project, we would have had a foot of water in our house. We would have had to 
replace the carpet, repair the flooring, put some drywall up, you know.” And those kind of things 
can be calculated, the type of damages that would normally occur. Mitigation can make it more 
disaster-resistant in the community and bring a higher level of security for everybody that’s 
there. 

Narrator: The value of mitigation to individuals, communities, and society is seen in both 
immediate and long-term benefits. The immediate value of mitigation is likely to be apparent 
during the first event after a mitigation project is completed. 

Greg Wilson: So it’s had a dramatic effect on the community and today with a one-year storm 
or a 10-year storm since we’ve completed this project less than a year ago there have been no 
flooding problems where there would have absolutely been multiple problems. 

Tom Grant: You’ve actually changed the quality of life in that whole area back to a time before 
it was heavily populated and that’s difficult to do when a city is built up and it’s all concrete and 
asphalt. 

Tom Grant: They had an industry in the city, downtown, and we were able to preserve their 
presence and that is a major economic benefit for the community and our quality of life is having 
people have good-quality jobs.  
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MITIGATION’S VALUE 

Visual 15.1.15 (Continued) 

Jenny Gray Jones: It helps everybody in the community. With our efforts that we may be 
helping a total of 50 people over the last 12 years, but it helps the entire community because it 
reduces the premium ratings on the flood insurance. 

Mary Jane Griego: In regards to the economics of the area it really had a great effect on the, 
first of all, on the people who live there—they had reduced rates, and second of all it became 
more marketable for an area who had been devastated by two levee breaches and suffered 
economically. So it really had a positive effect in the community. 

Tom Grant: We didn’t have to send crews to do cleanup after the flood. We didn’t have to send 
crews in the areas to close streets, protect persons who had stranded, were stranded in 
automobiles. We saved a lot of public money by just not having to send resources in this area. 

Tommy Myers: We hardly get any calls anymore. It just lowered the water levels to an amount 
where we didn’t have any effect on any of the roads anymore. There was no longer barricading 
roads off. 

Tom Wheeler: It really does provide us the ability to provide a much more dependable electric 
service in that area. 

Susan Garritson: For the hospital seismic mitigation, the fact that it is a major acute-care 
facility, major resource to northern California, if not the country, as a major medical center, the 
loss of that facility would be significant.  

Narrator: Mitigation provides long-term benefits in that it promotes sound development through 
building standards and local governing ordinances. 

Tom Rowland: We have annexed areas that we would not heretofore allow a house to be built, 
but the county, not having certain regulations, allowed them to be built so we had to assume the 
problem.  

Denise Pruitt: So a lot of our floodplains are developed and we regulate them. We give them 
requirements that they can build, they can’t build, how high they need to build, what they can or 
cannot do.  

Edwin Revell: We immediately engaged all the staff that needed to be involved in reviewing our 
land development regulations, to look for opportunities where we could modify, where we could 
better coordinate, integrate those regulations toward reducing flood losses.  

Denise Pruitt: Once you purchase a home, it’s deed restriction. You cannot put another 
insurable structure back on that piece of property.  

Brian Beck: What we do a lot of times with developments, any type of new development comes 
in we require them to do retention ponds, and what we’ve looked at was just using that same 
scenario to just help alleviate the flooding on a larger scale.  
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Visual 15.1.15 (Continued) 

Troy Spence: We’ve had other business move into other areas of the county, the north end of 
the city specifically where a home improvement store wanted to build. The residents were quite 
adamant that they had enough flooding and they didn’t need any more building construction in 
that area to add to the flooding. The city used the same practice in those areas and had the 
home improvement store add a retention pond and fix some drainage issues around that to 
allow them to build. 

Narrator: Mitigation also speeds recovery by reducing post-disaster disruption and allowing for 
quicker rebuilding. Let’s look at two brief examples that illustrate mitigation’s value to society. 
Based on recent rain events, losses prevented by Cleveland, Tennessee’s floodwater retention 
basins are exceeding expectations.  

Judy Huff: Cleveland, Tennessee is in this unique position in that what they had estimated to 
be beneficial for the project actually was expanded upon. They got not only what they 
estimated, which was basically keeping Whirlpool going and not losing that economic base for 
the citizenry as well as the corporation and the government tax base and all that, but they also 
got some far-reaching benefits from it in that now they’re looking at opening another area there 
with some additional jobs. 

Narrator: In 2006 the City of Birmingham conducted a formal study to substantiate the 
monetary value of a mitigation project involving the acquisition of about 200 properties under a 
FEMA grant. 

Edwin Revell: We were actually able to demonstrate that for every dollar that was expended for 
the total project cost, there was a return of at least a dollar and fifty cents. And that was just 
over a five-year period, seven rainfall events. It really helps to make the case that it works. 
Because if you think about it, if you go in an area, and it’s always been flooded, always been 
flooded, emergency services are out there, everybody’s engaged in the process, people are 
having to get in boats, be rescued from their homes, and then the City goes in and they buy that 
area out, and it’s open space. The next flood event that happens, those people are not affected, 
the papers don’t report on it, nothing’s said about it. That in and of itself is a success, but it’s a 
silent success. What loss avoidance allows us to do is to give voice to the silence. 
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THREATS AND HAZARDS 

Visual 15.1.16 

 

Key Points 

Each year the United States sustains natural, technological/accidental, and adversarial/human-
caused disasters that cost hundreds of lives and average billions of dollars in losses.   

Discussion Question: What are some hazards/threats in your community? 
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AVOIDING AND REDUCING RISK 

Visual 15.1.17 

 

Alt text  
Understanding Risk 
Risk is the potential for unwanted outcomes associated with the identified threat s and hazards.  
What are some examples of risks associated with the threats/hazards in your community? 
Ambulance parked at a hospital.  
A partially collapsed road. Piles of rubble and a collapsed house. 

Key Points 

Risk is the potential for an unwanted outcome resulting from an incident or caused by systemic 
degradation, as determined by its likelihood, associated consequences, and vulnerability to 
those consequences. 

(Source: National Mitigation Framework) 

The likelihood of an incident occurring, as well as the severity of the event and the impact on the 
community, is affected by a variety of factors, including population, demographics, geography, 
building stock, infrastructure inventory and condition, and many others.  

Discussion Question: What are some examples of risks associated with the 
threats/hazards in your community? 
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AVOIDING AND REDUCING RISK 

Visual 15.1.18 

 

Key Points 

Avoiding and reducing risks are ways to reduce the long-term vulnerability of a community and 
build individual and community resiliency. 

Mitigation is done proactively (before disasters), and after disasters, as part of recovery and 
rebuilding. Mitigation is done on all levels—Federal, State, Local, Tribal, and by individuals, 
families, and businesses. We’ll look at just a few examples. Use your imagination to think of 
others. 

Examples of mitigation for high winds (tornadoes, hurricanes) include: 

 Installing hurricane shutters 

 Building safe rooms, as part of initial construction or as a retrofit 

 Installing roof reinforcements 

 Boarding up windows before a major storm arrives 
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AVOIDING AND REDUCING RISK 

Visual 15.1.19 

 

Alt text 
Avoiding and Reducing Risk (2 of 5) 

Examples: Flood Mitigation 

Using Flood-Resistant Materials - Flood resistant materials added to the foundation of a house. 

Elevating Utilities - Utilities being elevated. 

Relocating or Elevating Structures - Houses being elevated. 

Key Points 

Examples of flood mitigation include: 

 Using flood-resistant materials or flood-proofing to keep water out 

 Moving structures out of the floodplain, or acquiring and demolishing vulnerable properties 

 Elevating buildings and, in coastal areas, installing break-away walls 

 Elevating outdoor utilities such as air conditioning units above the base flood elevation 

 Elevating indoor appliances and utilities such as hot-water tanks 

 Strapping fuel tanks in place 

 Raising feeding areas of farm animals to ensure their food supply after flooding 

 Revising zoning ordinances and building codes 

 Installing storm water controls, retrofitting bridges, building flood walls, and undertaking 
other local flood reduction efforts 
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AVOIDING AND REDUCING RISK 
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Key Points 

Examples of earthquake mitigation include: 

 Using earthquake-resistant construction practices 

 Retrofitting a foundation with earthquake straps and bolts to prevent movement in the event 
of an earthquake 

 Anchoring household furnishings to prevent their falling during an earthquake 
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AVOIDING AND REDUCING RISK 

Visual 15.1.21 

 

Key Points 

Examples of ways to reduce the risk of wildfires include: 

 Using fire-resistant construction techniques and materials 

 Controlling vegetation that can act as fuel for wildfires. One community found that goats 
provided a simple and cost-effective way to keep vegetation down 

 Installing automatic sprinkler systems to reduce dry vegetation around residences 
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AVOIDING AND REDUCING RISK 

Visual 15.1.22 

 

Key Points 

Examples of mitigation for technological and adversarial hazards include: 

 Ensuring the resilience of infrastructure 

 Reducing vulnerability of critical facilities and data through access control and security 
systems and other types of deterrence measures 
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Visual 15.1.23 

 

Key Points 

Mitigation helps build disaster-resilient communities. 

Discussion Question: How could the community from the opening case study have been 
more resilient? 

Resilience refers to the ability to adapt to changing conditions and withstand and rapidly recover 
from disruption due to emergencies. 

(Source: Presidential Policy Directive/PPD-8) 

Resilient communities proactively protect themselves against hazards, build self-sufficiency, and 
become more sustainable. Resilience is the capacity to absorb severe shock and return to a 
desired state after a disaster. It involves technical, organizational, social, and economic 
dimensions. It is fostered not only by government, but also by individual, organization, and 
business actions. 

(Source: National Mitigation Framework) 
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An essential characteristic of resilient communities is decreased vulnerability to potential 
hazardous events. Mitigation planning enables communities to become resilient. The result is a 
safer community based on: 

 Partnerships among community organizations and businesses, as well as with surrounding 
communities and jurisdictions 

 Prevention of losses from future hazardous situations 

 Protection of residents and their property 
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Visual 15.1.24 

 

Alt text 
Long-Term Economic Benefits 

 Retain existing businesses 

 Ensure safer, smarter, and stronger businesses 

 Promote economic development 

 Address environmental concerns that reflect hazard constraints and opportunities 

 Incorporate hazard reduction into capital improvements and infrastructure elements 

Key Points 

Economic vitality is essential to resilience. Mitigation planning for economic stability is an 
investment that pays off in long-term economic benefits that sustain the community. Effective 
recovery from a significant hazardous situation should involve: 

 Retaining existing businesses 

 Ensuring that businesses come back from a hazard safer, smarter, and stronger 

 Promoting continued or new economic development 

 Addressing environmental concerns that reflect hazard constraints and opportunities 

 Incorporating hazard reduction into capital improvements and infrastructure elements 
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Visual 15.1.25 

 

Key Points 

Working individually… 

1. Have students answer the following questions in their IAW: 
a. What are some threats/hazards in my community? 
b. What are some risks in my community? 
c. Where are some areas in which my community could be more resilient? 

2. Review the list of critical tasks for mitigation in the IAW. 
3. Identify (or use from the previous activity) the three most important threats/hazards/risks for 

mitigation in your jurisdiction. 
4. Complete the table with steps you’ll take to mitigate these threats/hazards. 
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UNIT SUMMARY 

Visual 15.1.26 

 

Key Points 

This unit presented the following key points: 

 Mitigation refers to those capabilities necessary to reduce loss of life and property by 
lessening the impact of disasters. 

 Mitigation planning leads to safer and more resilient communities. 

 Mitigation breaks the cycle of hazard-related damage and rebuilding. 
o Hazards such as hurricanes, tornadoes, earthquakes, wildfire, and floods are faced by 

people throughout the country.  
o Mitigation activities and programs can help communities and individuals become more 

disaster-resistant and break the damage-rebuilding cycle through information sharing, 
better planning, and stronger building. 
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INTRODUCTION 

Visual 15.2.1 

 

Key Points 

In this unit you will learn about: 

 The roles of individuals, households, and the private sector in mitigation activities 

 The roles of Local, State, Tribal, and Federal governments in hazard mitigation 

 Federal pre-disaster and post-disaster mitigation programs 
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Visual 15.2.2 

 

Key Points 

Discussion Question: Why can’t hazard mitigation be accomplished in isolation? 

Discussion Question: Who is responsible for hazard mitigation? 
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Visual 15.2.3 

 

Alt text 
What Mitigation Involves 
Partnership - Individuals, business, community, and government working together for a brighter future. 
Investment - Commitment to devote human and financial capital to strengthen a community 
Expertise - Tapping the capabilities of diverse disciplines to create more resilient communities 

Key Points 

Mitigation has several key facets, including: 

 Partnership: Reducing the impact of natural disasters requires collaboration. When 
communities, business, and government work together, risk can be understood. From that 
understanding, the best decisions can be made, and actions taken, to reduce or eliminate 
risk. 

 Investment: Creating resilient communities requires investment—not just in bricks and 
mortar, but in technology, in application of proven principles of floodplain management, in 
stronger building codes and smarter development, in building strong relationships with 
communities, and much more. Ultimately, mitigation requires commitment to devoting 
human and financial capital to strengthen the community and prevent hazards from 
becoming disasters. 

 Expertise: By incorporating the latest advances in building design and technology, and by 
applying lessons learned from prior disasters, we can create safer, stronger, more resilient 
communities. This requires the expertise of professionals in a variety of disciplines. 

 Action: All the knowledge, planning, and experience only matter when put into action by 
individuals, households, businesses, communities, and all levels of government. 
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Visual 15.2.3 (Continued) 

FEMA is only one part of the Nation’s mitigation team. The whole community makes up the 
mitigation team. That team includes: 

 Individuals, families, and households 

 The private sector (large and small businesses, industry, utilities, academic institutions, etc.) 

 The nonprofit sector, including community, faith-based, and nongovernmental organizations 

 Local government 

 State, Tribal, Territorial, and insular area governments 

 Federal Government 
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Visual 15.2.4 

 

Key Points 

Individuals, families, and households can obtain insurance; ensure that a tornado safe room or 
shelter is quickly and easily accessible; take measures to harden their properties against hazard 
damage; and when necessary after a disaster, rebuild in safe areas. 

The private sector has a responsibility to: 

 Support and comply with zoning and land-use regulations 

 Use disaster-resistant building practices 

 Provide expertise. 

 Take precautions to safeguard property and products, such as: 
o Moving paperwork, machinery, and products that can be damaged by floodwaters to 

higher floors 
o Storing backup computer files away from the main location of the business 

 Support mitigation efforts through: 
o Investment in hazard mitigation projects 
o Donations of materials, funding, and services 
o Assistance to homeowners 

Example: The Myrtle Grove Marina Estates subdivision in Louisiana provides homeowners with 
bylaws recommending coastal construction principles. By following these recommendations and 
incorporating a few extra hurricane resistance techniques, residents building new homes in the 
area can afford added hurricane protection. The 100 percent mitigated community sustained no 
damage from Hurricane Katrina. 
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Visual 15.2.4 (Continued) 

Example: In Central Florida, building merchants and suppliers donated materials and resources 
to enable vocational high school students to build mitigation house models in the classrooms. 
The models were built with 2” by 6” lumber in lieu of 2” by 4” to withstand powerful wind uplift. 
They had metal hurricane ties that connected the roof, walls, and foundation together, 
reinforcing the structure. This transferred the load from the roof, to the wall, to the foundation. 
The models were put on display at the local building supply store along with brochures and 
handouts for the public. 

Note: There is the potential for issues to arise when a governmental body partners with a 
private-sector business. For example, State laws vary with regard to this type of partnership, 
and there may be questions of liability coverage. 

Example: In 2008, the American Red Cross (ARC) and the Cub Scouts in Little Rock, AR 
participated in an effort to acquaint children with disaster safety principles. Programs were 
conducted in school rooms and at summer camps on getting ready for disaster. The objective in 
making the Cub Scouts an integral part of the safety initiative was to heighten parental 
awareness of the need to be more proactive in preparing their children, who are often home 
alone. 
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Key Points 

In this video you will hear how one family made simple mitigation changes to their home. 

Video Transcript: Simple Mitigation Methods 

Debra Jenkins: My husband is the master of all trades. He takes the simple things and makes 
them become good things.   

Lester Simmons: We had an old fence out there. I tore it down. And I took that wood and built 
these platforms for the washer and dryer and table.   

Debra Jenkins: When he put everything up on platforms and when he put the little ball . . . what 
is it, a flood guard . . . put that in his little drain to keep the water from rising as high as it 
was. I'm like, here we go again, Mr. Fixer is on it again, you know, he's got another brilliant idea, 
which has really helped our basement. I mean, we lost a lot, but we also saved a lot. 

Lester Simmons: So now, if I get some water in there, if I get more than 4 inches, I'm in 
trouble. But if I get 2 inches, 3 inches, I'm okay. . . . As I just get to know which room is out, I 
just, you know, can look there and find the circuit breaker.  

Debra Jenkins: In my basement I'm not a very good person when it comes to turning off water 
and turning the hot and the cold, so he color-coded everything for me so I would know. He put 
the labels on the fuse box so I would know what to turn off and turn on. 

Lester Simmons: I believe I saved my home by going on the Internet, searching, try to find 
something to stop my drain. I also found I could build some platforms to set my washer and 
dryer and other stands on. 

Debra Jenkins: I thank him a lot. I thank him all the time for my house. Most of my things in my 
house are due to his making. Just about everything. He redid the whole basement himself. 
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 LOCAL/TRIBAL GOVERNMENT ROLE 

Visual 15.2.6 

 

Key Points 

Local governments must do everything possible to protect their citizens from hazard risks, 
including enacting and enforcing building codes and zoning ordinances, making the public 
aware of hazards and risk reduction measures, and complying with regulations designed to 
reduce losses. 

The means used to achieve risk reduction include: 

 Floodplain management ordinances that guide development in the floodplain 

 Mitigation projects that reduce risk to existing structures 

 Disaster-resistant building practices that make new structures resistant to events that pose 
the greatest risks to the community 

 Participation in the National Flood Insurance Program 
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LOCAL/TRIBAL GOVERNMENT ROLE 
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Key Points 

When a disaster occurs, there are other opportunities to mitigate hazard risks, particularly if your 
community has a FEMA-approved or FEMA-approvable hazard mitigation plan and is ready to 
implement some or all of the actions in the hazard mitigation strategy.   

Your community’s hazard mitigation plan may identify post-disaster resources to fund certain 
mitigation activities. It is important for communities to be aware of the roles of Federal, State, 
and Local governments in disaster recovery, and the resources available for local hazard 
mitigation after a Presidential disaster declaration. 
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EMERGENCY MANAGER ROLE 
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Alt text 
Emergency Manager’s Responsibilities 

 Participate in planning team 

 Identify hazards, risks, and existing mitigation measures 

 Propose additional mitigation measures 

 Coordinate with other goals 

 Identify incentives and resources 

 Create/maintain a mitigation plan 

 Increase public awareness 

An image of a man looking at a map labeled "a plan for the future" 

Key Points 

The Emergency Manager plays a unique role in helping to mitigate the community’s hazards.  

Mitigation involves the coordination of resources needed to identify hazards, develop a 
mitigation strategy, and implement the strategy. This includes building and/or coordinating a 
mitigation planning team, developing and/or maintaining the plan, and finding the resources to 
implement the mitigation strategy.  

An Emergency Manager has eight primary mitigation responsibilities:  

 To participate in a mitigation planning team 

 To identify community hazards and hazard risk  

 To identify existing mitigation measures 

 To propose additional mitigation measures 

 To coordinate with other community goals 

 To identify incentives and resources 

 To create/maintain a mitigation plan 

 To increase public awareness 
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ELECTED OFFICIALS’ ROLE 

Visual 15.2.9 

 

Key Points 

Discussion Question: What is the role of elected and appointed officials in mitigation? 
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ELECTED OFFICIALS’ ROLE 

Visual 15.2.10 

 

Alt text 
Role of Elected Officials (2 of 2)  

Officials in Cogswell, ND, helped obtain funding to acquire flood-prone properties, convert them 

to open space, move a lift station, and improve drainage. These measures saved the city from 

major damage during the spring floods of 2009.  

Image of a drainage pipe 

Key Points 

Example: In the spring of 2009, while vast areas of North Dakota remained inundated for weeks 
by floodwaters, the city of Cogswell stayed dry because of steps that had been taken in 
previous years. The mayor and other elected officials were instrumental in obtaining funding to 
acquire flood-prone properties and convert them to open space, move a lift station, and improve 
drainage.  
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STATE GOVERNMENT ROLE 

Visual 15.2.11 

 

Alt text 
State/Tribal Government Role 

 Uphold Federal regulations to reduce hazard losses 

 Develop a State or Tribal hazard mitigation plan 

 Encourage year-round dialogue on mitigation issues 

 Provide technical assistance to communities 

The Missouri State EMA partnered with electric cooperatives, businesses, the NWS, and FEMA 

to provide NOAA transmitters and maximize radio alert coverage of every community in 

Missouri.  

Image of a radio 

Key Points 

State, Tribal, Territorial, and insular area governments are responsible for the public safety, 
security, health, and welfare of the people who live in their jurisdictions. These levels of 
government serve an integral role as a conduit for vertical coordination between Federal 
agencies and Local governments.  

The State is required to uphold Federal regulations intended to reduce hazard losses. The State 
also must provide resources to achieve these goals and emphasize to its constituents the 
importance of substantial risk reduction.  

The Stafford Act, Section 409, requires each State to conduct an evaluation of existing natural 
hazards statewide and of the risks that they pose. This evaluation, the State hazard mitigation 
plan, helps to identify beneficial hazard mitigation measures. States use the hazard mitigation 
planning process to set short- and long-range mitigation goals and objectives.  

If kept current, the State hazard mitigation plan will capture evolving risks to State populations 
and resources, prioritize types of mitigation measures, and serve as a ready-made wish list 
when HMGP or other (State, Local, private, Federal, etc.) funds are available. 
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The States play an important role in determining the appropriate planning area for local hazard 
mitigation planning efforts. Given the diversity of State and Local planning authorities throughout 
the Nation, DMA 2000 defines “Local government” broadly and provides the States with 
flexibility to determine how Local governments will be involved in the hazard mitigation planning 
process.  

Example: The Missouri State Emergency Management Agency partnered with electric 
cooperatives, private businesses, the National Weather Service, and FEMA to provide the State 
with NOAA all-hazards weather transmitters and maximize radio alert coverage of every 
community in Missouri. 
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STATE GOVERNMENT ROLE 
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Alt text 
State/Tribal/Territorial Hazard Mitigation Officer 

 The Hazard Mitigation Officer manages the State’s or Tribe’s mitigation program and 
coordinates planning activities 

 The SHMO/THMO manages the Hazard Mitigation Grant Program and serves as FEMA’s 
mitigation liaison 

Communities should contact the SHMO/THMO for guidance in mitigation planning. 

Key Points 

The State or Tribal Hazard Mitigation Officer is usually responsible for managing the State’s or 
Tribe’s mitigation program, coordinating the mitigation team or council, and conducting planning 
activities. 

After a disaster, the State Hazard Mitigation Officer (SHMO) manages the HMGP and serves as 
FEMA’s mitigation liaison.  

The Tribal Hazard Mitigation Officer (THMO) is responsible for identifying projects and 
developing a mitigation plan, and may work with the SHMO. 
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FEDERAL ROLE 
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Alt text 
Federal Role (1 of 2)  

FEMA partners with State, Tribal, and Local governments and the private sector to: 

 Assess hazards and identify risk reduction opportunities 

 Develop and implement hazard mitigation strategies 

 Educate the public 

 Promote hazard mitigation planning 

FEMA partnered with hardware stores in Puerto Rico to educate the public about mitigation.  

A FEMA official helping a man get information on mitigation. 

Key Points 

FEMA partners with State, Local, Tribal, Territorial, and insular area governments to: 

 Assess hazards and identify risk reduction opportunities 

 Develop and implement hazard mitigation strategies 

 Educate the public 

 Promote hazard mitigation planning 

Example: In Arecibo, Puerto Rico, FEMA partnered with local hardware stores to provide an 
opportunity for customers to talk face-to-face with experienced personnel about building 
requirements, regulations, and preventive measures to mitigate damages to property and life. 
FEMA is emphasizing alertness among communities that have been affected by natural 
disasters to be ready for all types of emergencies. 
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Key Points 

FEMA supports and encourages local mitigation efforts by:  

 Providing grants to fund pre-disaster and post-disaster hazard mitigation projects 
o Note: The Sandy Recovery Improvement Act of 2013 (SRIA) authorizes FEMA to 

provide up to 25 percent of the estimated costs for eligible hazard mitigation 
measures before they are incurred. 

 Assessing the performance of ongoing hazard mitigation activities 

 Assisting communities in administering the National Flood Insurance Program (NFIP) 

The Federal, State, and Local NFIP roles are summarized below: 

Federal, State, and Local NFIP Roles 
 

Entity Roles 

Federal NFIP Role  National program oversight 

 Risk identification (mapping) 

 Establishing development/building standards 

 Providing affordable flood insurance coverage 

State NFIP Role  State program oversight 

 Establishing development/building standards 

 Providing technical assistance to Local communities/agencies 

 Evaluating and documenting floodplain management activities 

Local NFIP Role  Adopting/enforcing Local floodplain management ordinances that 
comply with Federal/State laws 

 Issuing or denying development/building permits 

 Inspecting development and maintaining records 

 Providing development oversight 
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NATIONAL FLOOD INSURANCE PROGRAM 
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Key Points 

The NFIP is a Federal program enabling property owners to purchase affordable flood 
insurance. Flood insurance provides an alternative to disaster assistance. 

The NFIP balances four related program areas: 

 Flood Insurance: Provision of low-cost insurance for property owners in participating 
communities 

 Flood Hazard Identification: For example, Digital Flood Insurance Rate Maps (DFIRMs) 

 Floodplain Management: Regulations such as building codes and zoning 

 Incentives: Flood grants, Community Rating System, and other incentives 
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NATIONAL FLOOD INSURANCE PROGRAM 
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Alt text 
Flood Insurance vs. Disaster Assistance 

 Disaster assistance: 

 Is in the form of loans (must be repaid with interest) and grants 

 Requires a Presidential declaration for most programs 

 Flood insurance is a payment on a claim; there is no payback requirement 

 Flood insurance claim does NOT require a Presidential declaration 

Key Points 

It is important to understand the difference between flood insurance and disaster assistance.  

Following a disaster, insurance payments can help property owners return to normal more 
quickly.  

Many property owners mistakenly believe that Federal disaster assistance will be available to 
cover damages from a flood, but it is usually a loan that must be repaid with interest and is 
available only when a Federal declaration of disaster has been issued. 

In contrast, flood insurance guarantees that policyholders receive a claim check for the amount 
of their covered losses and helps them recover faster than those without flood insurance. A 
property owner does not need to live in a flood zone to qualify for flood insurance. 

Disaster assistance is almost always a lower amount than a flood insurance payment, and it 
must be repaid. Disasters are declared in only 50 percent of flooding events. 
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Alt text 
No Adverse Impact (NAI) 

 NAI is a floodplain management principle 

 Under NAI, the actions of one property owner are not allowed to adversely affect the rights 
of other property owners  

 NAI promotes local accountability for developing and implementing a comprehensive 
strategy and plan that: 

 Identifies acceptable levels of impact 

 Specifies appropriate measures to mitigate those adverse impacts 

Key Points 

No Adverse Impact (NAI) Floodplain Management is a managing principle supported by the 
Association of State Floodplain Managers.   

NAI Floodplain Management comes into play by not allowing the actions of one property owner 
to adversely affect the rights of other property owners. Adverse effects or impacts can be 
measured in terms of increased flood peaks, increased flood stages, higher flood velocities, 
increased erosion and sedimentation, or other impacts the community considers important.  

NAI promotes local accountability for developing and implementing a comprehensive strategy 
and plan. Communities can use the NAI approach in developing and implementing floodplain 
management plans that: 

 Identify acceptable levels of impact 

 Specify appropriate measures to mitigate those adverse impacts 

NAI criteria can be extended to entire watersheds as a means to promote the use of regional 
retention/detention or other storm-water techniques to mitigate damage from increased runoff 
from urban areas.  

NAI information is available online: 

http://www.floods.org/index.asp?menuid=%20349
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Key Points 

Federal mitigation programs include three grant programs under the Hazard Mitigation 
Assistance (HMA) program: 

 Hazard Mitigation Grant Program (HMGP) 

 Pre-Disaster Mitigation (PDM) 

 Flood Mitigation Assistance (FMA) 

There are two broad categories of HMA grants – Pre-Disaster (or Non-Disaster) and Post-
Disaster. HMGP is a post-disaster funding program and PDM and FMA are pre-disaster funding 
programs.  

All pre-disaster programs are funded by FEMA and administered by the State. State, Local, and 
Tribal governments apply for these grants via a national evaluation. Normally there is a cost 
share involved, such as 75 percent Federal and 25 percent Applicant. 

If an Applicant’s project is consistent with the Local or State hazard mitigation plan, there is a 
greater likelihood that it will be approved. 

These grant programs fund a range of mitigation activities and have many similar requirements. 
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FEDERAL MITIGATION PROGRAMS 
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Key Points 

Hazard mitigation planning:  

 Is the first step in the mitigation process 

 Is a requirement to receive project funding 

 Identifies potential projects relative to hazard risk 

In the next unit we will discuss the process for mitigation planning. 

Note: Grants are beyond the scope of this course. Most grants are run though the State, so 
work with your State liaison for more information. 
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Key Points 

The Hazard Mitigation Grant Program (HMGP) is an all-hazards grant program that: 

 Is available during the immediate recovery period after a Presidential major disaster 
declaration under the Stafford Act 

 Funds long-term measures that reduce future disaster risk—both mitigation planning and 
projects 

 Must be requested by the Governor, either for the entire State or for specific areas, and may 
include up to 20 percent of the total estimated cost of a disaster for States with FEMA-
designated “Enhanced” Mitigation plans 

HMGP is authorized by Section 404 of the Stafford Act. 

The Sandy Recovery Improvement Act of 2013 (SRIA) authorizes a pilot project to allow FEMA 
to provide up to 25 percent of the estimated costs for eligible hazard mitigation measures 
before they are incurred, with a maximum HMGP ceiling of $10 million. 
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Key Points 

Projects commonly funded by the HMGP include: 

 Acquisition of real property: Owners must be willing to sell, and property must be 
demolished or relocated to convert land to open space use 

 Retrofitting structures: Activities that minimize damage from high winds, earthquake, flood, 
wildfire, or other natural hazards 

 Elevation of flood-prone structures 

 Post-disaster building retrofits based on building codes 

 Localized flood control projects: Certain ring levees and floodwall systems designed 
specifically to protect critical facilities 

Example: Following a 1996 severe ice storm, Dakota Energy, a nonprofit cooperative, used 
funds available through the FEMA Hazard Mitigation Grant Program to bury a 5.5-mile segment 
of line in Beadle County just west of Huron. The project reduced long-term risk to homes and 
farms served by the main feeder line. The cost of burying the line was approximately $11,570 
per mile, for a total cost of $57,850. The HMGP paid 75 percent of the cost, or $43,387, while 
Dakota Energy paid the remaining $14,463. The project was part of a larger strategy to bury 
select power lines. 
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Key Points 

Pre-Disaster Mitigation (PDM): 

 Is an all-hazards grant program 

 Funds both mitigation planning and projects 

 Is authorized by Section 203 of the Stafford Act 

 Provides funds that are awarded annually on a nationally competitive basis 

Example: In 2008, Clark County, Wisconsin received a $14,700 PDM grant to update their 2005 
hazard mitigation plan over a two-year period.  

Collaboration among the Emergency Manager, regional planner, community leaders, and Local 
Emergency Planning Committee (LEPC) contributed to the success of the project.  

The LEPC, made up of professionals from various departments and community stakeholders 
(including sheriffs and fire, highway, public health, and hospital officials), reviewed and 
established the priorities for the County and helped to steer the direction of the planning. Input 
was received from mayors and village presidents regarding their vulnerabilities. The plan was 
approved in October 2010.  
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Alt text 
Flood Mitigation Assistance (FMA) 

Funds both mitigation planning and projects  (floods only) 

 Goal is to reduce or eliminate claims under NFIP 

 Properties must have NFIP insurance coverage 

With the help of an FMA grant and other FEMA grants, Cleveland, IL, bought 31 properties in 

the floodplain of the Rock River, which frequently floods, enabling residents to relocate to safer 

areas.  

The Flood Mitigation Assistance icon 

Key Points 

The Flood Mitigation Assistance (FMA) program was created as part of the National Flood 
Insurance Reform Act (NFIRA) of 1994 (42 U.S.C. 4101) with the goal of reducing or eliminating 
claims under the National Flood Insurance Program (NFIP). 

FEMA provides FMA funds to help States and communities implement measures that reduce or 
eliminate the long-term risk of flood damage to buildings, manufactured homes, and other 
structures insured under the NFIP. 

Three types of FMA grants are available to States and communities: 

 Planning Grants to update Flood Mitigation Plans; only NFIP-participating communities with 
approved Flood Mitigation Plans can apply 

 Project Grants to implement measures to reduce flood losses, such as elevation, 
acquisition, or relocation of NFIP-insured structures 

 Management Cost Grants for the State to help administer the FMA program and activities 
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Example: Cleveland, Illinois carried out a property acquisition program with the help of an FMA 
grant and other FEMA grants. They bought 31 properties in the floodplain of the Rock River, 
which frequently floods, focusing initially on helping those in harm’s way to have an alternative 
to flooding, especially those who were elderly or ill. 
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Alt text 
Activity 15.2 – Identifying Roles 
Instructions:  Working in table groups: 

1. Review your assigned problem 
2. Write on chart paper: 

 A list of the possible consequences if the problem is not addressed 

 The potential roles of individuals, private sector, and Local/Tribal, State, and 
Federal governments in addressing the problem 

Key Points 

1. Introduce the activity and refer the students to the problem descriptions in the Student 
Manual. 

2. Assign each table group one of the five problems described on the following pages. 
3.  Have groups write on chart paper: 

a. A list of the possible consequences if the problem is not addressed 
b. The potential roles of individuals, private sector, and Local/Tribal, State, and Federal 

governments in addressing the problem 
4. Be prepared to present your results in 10 minutes. 
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Problem 1: 

Emergency response personnel in Fire Station #3 would be in danger if the fire station were in 
the path of a tornado, because there is no basement. The fire station was built of masonry in 
1880 and is a historic structure. The station is one of 10 stations in the community and serves 
an older neighborhood with a large elderly population. The station, which is situated on publicly 
owned property with no other structures within 100 feet, is located in a floodplain. 

Possible consequences if the problem is not addressed: 

Potential roles in addressing the problem: 

 Individuals and households 

 Private sector 

 Local government 

 State/Tribal government 

 Federal Government 
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Visual 15.2.24 (Continued) 

 
Problem 2: 

In the Laurel Valley Subdivision, 20 newer homes with an average value of $350,000 flood 
whenever the area receives more than half an inch of rain for three or more consecutive hours. 
New development in the area has reduced the ground’s capacity to absorb the rain. Flooding 
occurs an average of twice a year. On average, flood depth is 6 inches above first-floor 
elevations. The area is low-lying.   

Possible consequences if the problem is not addressed: 

Potential roles in addressing the problem: 

 Individuals and households 

 Private sector 

 Local government 

 State/Tribal government 

 Federal Government 
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Problem 3: 

Computer simulation studies show that in the event of a major earthquake, Moffitt Hospital 
would negatively react with the Medical Science Building and could pose significant risk of the 
hospital’s partial collapse. Deficiencies must be corrected within a short deadline imposed by 
the State Legislature. The hospital will be decommissioned if it does not comply with structural 
performance criteria. 

Possible consequences if the problem is not addressed: 

Potential roles in addressing the problem: 

 Individuals and households 

 Private sector 

 Local government 

 State/Tribal government 

 Federal Government 
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Problem 4: 

The main administrative office space for the town of Ocean City is located in the historic Town 
Hall. The existing windows and doors do not meet County protocols for hurricane- and impact-
resistant systems. 

Possible consequences if the problem is not addressed: 

Potential roles in addressing the problem: 

 Individuals and households 

 Private sector 

 Local government 

 State/Tribal government 

 Federal Government 
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Problem 5: 

Waikoloa Village on the Big Island of Hawaii is a community of about 5,000 people located on 
the slopes of Mauna Kea above the Kohala Coast. The community is at high risk from wildfires. 
The village is located in a rather remote location, surrounded by brush and grass, with a single 
road used for both entry and exit. The site was used during World War II by the U.S. Army, 
which left unexploded munitions buried on the property. 

Possible consequences if the problem is not addressed: 

Potential roles in addressing the problem: 

 Individuals and households 

 Private sector 

 Local government 

 State/Tribal government 

 Federal Government 
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Key Points 

This unit presented the following key points: 

 All levels of government, the private and nonprofit sectors, and the general public all have 
important roles to play in mitigation. 

 The National Flood Insurance Program balances four related program areas: flood hazard 
identification, floodplain management, flood insurance, and incentives. 

 The Hazard Mitigation Assistance (HMA) Program includes an array of grant programs to 
assist communities and home owners with mitigation efforts. 
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Key Points 

In this unit you will learn about:  

 The purpose and importance of collaborative hazard mitigation planning 

 The hazard mitigation planning process 
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Alt text 
Pre-Disaster Hazard Planning 

 Meets the community’s needs 

 Achieves multiple objectives 

 Increases funding eligibility 

 Guides post-disaster recovery 

 Promotes public participation 

 Is required as a condition of receiving Federal disaster mitigation assistance 

A kickoff meeting 

Key Points 

Pre-disaster hazard planning is the key element in building an effective mitigation program. Pre-
disaster planning emphasizes actions to be taken before a disaster occurs to reduce or prevent 
future damages.  

Effective planning forges partnerships that will bring together the skills, expertise, and 
experience of a broad range of groups to achieve a common vision for the community or State. 
It can also ensure that the most appropriate and equitable mitigation projects will be undertaken. 
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Alt text 
Organize Resources 

 Assess community support 

 Build the planning team 

 Engage the public 
Assess Risks 

 Identify hazards 

 Profile hazard events 

 Inventory assets 

 Estimate losses 
Develop a Mitigation Plan 

 Establish goals/objectives 

 Identify/prioritize actions 

 Prepare the strategy 

 Document the process 
Implement the Plan and Monitor Progress 

 Adopt the plan 

 Implement the recommendations 

 Evaluate results 

 Revise the plan 

Key Points 

The mitigation planning process includes four phases: 

 Organize Resources 

 Assess Risks 

 Develop a Mitigation Plan 

 Implement the Plan and Monitor Progress 

Mitigation planning is not a linear process. With the exception of the risk assessment, most 
tasks can be completed in any order that works for the community, particularly when you are 
working on building support in your community.  
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Alt text 
Hazard Identification & Risk Assessment (HIRA) 

 Is a systematic process to identify hazards and associated risk to persons, property, and 
structures, and to improve protection from natural and human-caused hazards 

 Serves as a foundation for: 

 Planning 

 Resource management 

 Capability development 

 Public education 

 Training and exercises 
Flooded house 

Key Points 

State, Local, Tribal, and Territorial governments have a responsibility to develop detailed, robust 
all-hazards plans and hazard- or incident-specific annexes with supporting procedures and 
protocols to address their locally identified hazards and risks.  

To do this, they use Hazard Identification and Risk Assessment (HIRA), a systematic process to 
identify hazards and associated risk to persons, property, and structures and to improve 
protection from natural and human-caused hazards. HIRA serves as a foundation for planning, 
resource management, capability development, public education, and training and exercises. 

HIRA attempts to identify all the hazards that potentially threaten a community and provide an 
analysis of each hazard to determine the degree of threat posed by each. Examples of HIRA 
activities include: 

 Identifying and mapping flood hazard areas 

 Characterizing the impact of hurricanes using storm surge and wind decay models 

 Mapping earthquake hazards 

 Using these hazard data to identify points where damage may occur within a community 
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Alt text 

 Why Follow a Planning Process? 

 Shared vision and common goals 

 Broad involvement 

 Understanding of needed and available resources  

 Ongoing plan maintenance to keep pace with community change 

 Development of collaborative partnerships to sustain positive change 
Graphic image showing the Planning Process phases and steps: 

Key Points 

The planning process is as important as the plan itself. A thorough planning process can help 
your community or State: 

 Create a vision of what it wants to become in the future 

 See the big picture of how the economy, environment, and people will change  

 Select and agree on common goals 

 Involve as many people, local organizations, and businesses as possible  

 Find out how much time, money, and other resources are necessary to create positive 
change 

 Regularly evaluate the success of the plan in achieving your goals, and update the plan as 
needed to account for new information, changes in community goals, or new laws and 
regulations 

 Develop connections with organizations and institutions that will sustain your planning 
outcomes 
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Key Points 

Discussion Question: What are some examples of community groups that would be 
considered mitigation stakeholders? 

Discussion Question: What kinds of interests or concerns might these groups have that 
could affect the mitigation planning effort? 
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Key Points 

Experts at the Federal, State, Tribal, and Local levels can be valuable sources of technical 
assistance with mitigation planning and implementation.   

Examples of potential sources include: 

 State or Tribal Hazard Mitigation Officer 

 Floodplain managers 

 Public works personnel 

 Engineers 

 Planning and zoning department 

 Transportation departments 

 Businesses 

 Academic institutions 
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Key Points 

Mitigation measures fall into the following categories: 

 Prevention 

 Property Protection 

 Public Education and Awareness 

 Natural Resource Protection 

 Structural Projects 

Descriptions and examples are provided on the next page. 
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Mitigation Measures 
 

Mitigation 
Measures Description Examples 

Prevention Government administrative or regulatory actions 
or processes that influence the way land and 
buildings are developed and built. These actions 
also include public activities to reduce hazard 
losses. 

 Planning and zoning 

 Building codes 

 Capital improvement 
programs 

 Open space preservation 

 Storm water management 
regulations 

Property 
Protection 

Actions that involve the modification of existing 
buildings or infrastructure to protect them from a 
hazard, or removal from the hazard area. 

 Acquisition 

 Elevation 

 Relocation 

 Structural retrofits 

 Flood proofing 

 Storm shutters 

 Shatter-resistant glass 

Public 
Education 
& 
Awareness 

Actions to inform and educate citizens, elected 
officials, and property owners about potential 
risks from hazards and potential ways to 
mitigate them. 

 Outreach projects 

 Real estate disclosure 

 Hazard information 
centers 

 School-age and adult 
education programs 

Natural 
Resource 
Protection 

Actions that, in addition to minimizing hazard 
losses, also preserve or restore the functions of 
natural systems. 

 Sediment and erosion 
control 

 Stream corridor 
restoration 

 Watershed management 

 Forest and vegetation 
management 

 Wetland restoration and 
preservation 

Structural 
Projects 

Actions that involve the construction of 
structures to reduce the impact of a hazard. 

 Storm water controls (e.g., 
culverts) 

 Floodwalls 

 Seawalls 

 Retaining walls 

 Safe rooms 

Source: Local Multi-Hazard Mitigation Planning Guidance (FEMA, July 2008) 
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Key Points 

The implementation strategy is an essential part of the hazard mitigation plan. The 
implementation strategy identifies: 

 How the hazard mitigation actions will be funded—Determine resources to implement the 
actions 

 Who is responsible for which actions—Identify parties, define responsibilities, and confirm 
partners 

 When the actions are to be completed—Lay out the timeframe for implementing the actions. 
Be realistic with the timeframe; don’t set unrealistic expectations 
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Key Points 

Implementation is a cycle of four steps: 

 Implement: 
o Consider putting a Memorandum of Agreement (MOA) into place among the different 

agencies and organizations that are working together.  
o The planning team should work with chief administrative officials to begin to integrate the 

newly adopted hazard mitigation goals and actions into general operations.  

 Monitor: 
o The planning team must continuously monitor and document the progress of the plan’s 

recommended actions. To be able to evaluate the effectiveness of your mitigation project 
and initiatives, it is important to establish measurable indicators of effectiveness.  

 Evaluate: 
o Evaluate the effectiveness of the planning process and the effectiveness of actions. 
o Determine why the actions worked or did not work. 

 Revise: 
o Review factors that affect your community’s planning context. Analyze your findings and 

determine whether to revise the process or strategy. Incorporate your findings into the 
plan. 

o FEMA’s how-to guide “Bringing the Plan to Life” (FEMA 386-4) contains more 
information and guidance about this phase in the process.  
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Alt text 

Need for Community Involvement 
Hazard mitigation planning is most successful when it: 

 Increases public and political support for mitigation programs 

 Results in actions that also support other important community goals and objectives 

 Influences the community’s or the State’s decision making to include hazard reduction considerations 

Key Points 

Hazard mitigation planning is most successful when it: 

 Increases public and political support for mitigation programs 

 Results in actions that also support other important community goals and objectives 

 Influences the community’s or State’s decision making to include hazard reduction 
considerations 
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Key Points 

Read the outreach case study in the Student Manual, How One County Reached Out, on the 
next page. 

Discussion Question: What strategies did Steele County use to get buy-in for mitigation 
among local residents and stakeholders? 
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How One County Reached Out 

Steele County, MN – The winds blow hard across the farmlands and small towns of Steele 
County in southern Minnesota. Along with planting season comes tornado and storm season. 
The mostly rural County experienced three Presidentially declared disasters in the 1990s. 

In 1998, Federal funds were made available to Steele County to help the community protect 
itself from the destructiveness of natural disasters by taking preventive action before a severe 
storm hit. 

Steele County was a logical choice to receive funding because of the ongoing safety and 
emergency preparedness activities already promoted in the County. Steele County had 
established partnerships among industry, the public sector, and citizens through a 10-year-old 
organization concerned with health and safety called Community Awareness & Emergency 
Response (CAER) and an industry-supported Safety Council. 

A nine-member planning committee composed of emergency responders, industry partners, and 
committed citizens was formed to develop a unifying vision on how best to use a $500,000 grant 
and to implement a preparedness strategy. (The $500,000 represents an additional 15 percent 
of a total Public Assistance grant. Under Section 404 of the Stafford Act, an additional 15 
percent may be added to a post-disaster Public Assistance grant for mitigation. Therefore, the 
grant did not specify how the grantee planned to use the mitigation funds. For additional 
information, refer to: www.fema.gov/government/grant/PA/9526.1.shtm.) 

The two-pronged approach of the committee focused on implementing a community outreach 
campaign to create awareness about how people can protect themselves against storms, and 
helping those who were most vulnerable to storms in the area—residents of manufactured 
homes. 

With the grant money in hand, the Steele County mitigation committee aggressively and 
creatively marketed its message of preparedness to all residents of the County, young and old, 
in town and on the farm. Subcommittees met monthly to determine priorities in the following 
program areas: Communications Systems, Training and Education, Mitigation Strategies for 
Structures, and Hazard Inventory and Infrastructure Mitigation. 

Members of the planning committee formed a speakers’ bureau and conducted presentations 
on storm preparedness at community events and for community groups. More than 50 
presentations were made throughout the County, reaching a combined total audience of more 
than 1,500. In the midst of the public awareness campaign, First Alert offered a “50 percent off” 
promotion on NOAA Weather Radios for residents of Minnesota. The planning committee felt 
confident that their preparedness message was reaching County residents when they learned 
that more than 25 percent of the Minnesotans who ordered the NOAA weather radios were 
residents of Steele County. 

Steele County devised numerous communication pathways to educate both businesses and 
individuals about storm preparedness and mitigation activities. The County’s diverse and 
creative approach to pre-disaster mitigation planning provided its residents with the tools to 
protect themselves in future storms. 
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COMMUNITY INVOLVEMENT 

Visual 15.3.13 

 

Key Points 

Strategies for building support for mitigation include: 

 Tap into interests: The interests of all stakeholders and the general public have to be 
considered and met to gain support for mitigation actions. Identify self-interests in mitigation 
for a variety of sectors of the community or State to obtain broad support. Identify a variety 
of potential funding and technical resources to support the planning process and be ready to 
provide this information to others.  

 Experience: Unless your community or State has experienced a recent disaster, Local 
elected officials might not be very familiar with local hazards and the associated risks. 
Identifying leaders in other communities who were successful in developing and/or 
implementing mitigation plans can help bring peers together to benefit from experience. 

 Costs and benefits: Elected officials like to hear about the economic benefits associated 
with public actions, so provide as much information as possible on the costs of a disaster 
and how mitigation actions can reduce those costs to individuals, businesses, communities, 
States, and the Federal Government, particularly for a type of disaster that recently affected 
your community or a nearby community.  

 Incentives: Capitalizing on regulations such as those of the Disaster Mitigation Act of 2000, 
which require States and local communities to have approved plans to be eligible for post-
disaster mitigation funding, can serve as an entry point of discussion with elected officials. 
Underscore individual incentives, such as lower insurance rates. 

 Find a champion: Having a prominent and well-respected community business leader, 
elected official, or agency head serve as an advocate for initiating the planning process will 
help you enlist the support of other officials and community leaders. This also increases the 
human aspect of loss reduction by associating it with a recognizable personality. 



U Un 

Unit 3. Hazard Mitigation Planning 

it 3. Hazard Mitigation Planning nit 3. Hazard Mitigation Planning 

Module 15: Mission Area—Mitigation  
Page 15.3.16 Student Manual – Virginia Edition June 2017 

COMMUNITY INVOLVEMENT 
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Key Points 

Identify existing processes such as comprehensive planning that can be expanded to include 
the development of a mitigation plan or include hazard mitigation elements. 

Create support by expanding current planning initiatives to include mitigation concepts, policies, 
and activities. Examples include: 

 Comprehensive and other community-oriented planning activities 

 Capital improvement plans 

 Floodplain remapping or updating (remember, the floodplain map becomes obsolete and 
needs to be updated) 

 Existing mitigation plans and other emergency management plans 

 Post-disaster recovery planning 

Many of these opportunities are best used after mitigation actions are identified in Phase 3 of 
the planning process. However, knowing early on that you can use these tools to further support 
planning can lend momentum to early planning efforts. In addition, these tools are efficient as 
mechanisms for implementing mitigation actions identified in Phase 3 of the planning process. 
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Key Points 

Throughout the process, keep the community updated and involved. Once the plan has been 
approved, stakeholders should be informed of your success. 
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ACTIVITY 15.3 – Community Involvement  
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Alt text 
Activity 15.3 – Community Involvement 
Instructions:  In table groups . . . 
1. Review the scenario and develop a 5-minute opening to your meeting with your assigned community 

group 
2. Prepare the opening statement and any support graphics/information on chart paper 

3. Outline the rest of your strategy for keeping the group engaged following the meeting 

Key Points 

Working in table groups . . . 

1. You have been asked to make a presentation to a particular group (listed below) to explain 
mitigation opportunities and needs in your community.   

2. Your table group will be assigned one of the groups listed.  Your goal is to educate the 
group members on the importance of mitigation and to motivate them to take action 
following the meeting. 

3. Review the scenario and develop a 5-minute opening to your meeting with your assigned 
community group  

4. Prepare the opening statement and any support graphics/information on chart paper.  
5. Outline the rest of your strategy for keeping the group engaged following the meeting.  
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Community Groups: 

 Individuals and households  

 Local merchants and business owners  

 Community-based nonprofit organizations  

 Elected officials 

 Government agencies  

Scenario: 

Your community sits at the confluence of two rivers that have a long history of flooding. Two 
residential areas have repeatedly sustained flood damage over the years.  

The first area, Swampy Acres, is in an area that is in the floodplain of both rivers. There are 
seven properties that flood nearly every few years, causing heavy damage.   

The second area, Scenic View, is near one of the rivers. Homes in this area have sustained 
moderate damage twice in the last 20 years. 

Grant money is available for mitigating the flood hazard in two ways: (1) purchasing the 
properties in Swampy Acres and turning this natural floodplain into a public park, and (2) 
conducting a public education campaign to encourage homeowners in Scenic View to undertake 
mitigation measures on their properties. 
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UNIT SUMMARY 
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Key Points 

This unit presented the following key points: 

 Hazard mitigation planning is required for Federal disaster mitigation assistance. 

 Mitigation plans: 
o Can be designed to achieve multiple objectives 
o Increase funding eligibility 
o Are used to guide post-disaster recovery 

 Hazard mitigation is most successful when it engages the whole community and supports 
other important community goals and objectives. 
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Key Points 

Instructions:  

1. Answer the self-assessment questions in your IAW 
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Key Points 

Please provide your feedback on this module.
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ETHICAL DECISION MAKING 
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Key Points 

Ethical decision making is a crucial element of how you manage yourself and others. 

Setting objectives or making resource allocation decisions may require that you exercise your 
ethical decision-making skills. 

The way you manage ethical situations arising from emergencies affects your personal 
reputation, your agency’s reputation, and ultimately, the public’s trust in your jurisdiction’s ability 
to do the right thing. Also, it is not enough to do the right thing. Public officials must avoid even 
the appearance of impropriety. 

This module provides a framework for 
addressing ethical situations. 
Unit 

Time 

Unit 1:  Ethical Decision Making 

 Activity 16.1 – Ethical Decision Making 
(Visual 16.1.9) 

 Activity 16.2 – Ethics and Ramifications 
(Visual 16.1.11) 

1 hour 

Total Module Time: 1 hour 
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Key Points 

After completing this module, you should be able to: 

 Define ethics 

 Identify the characteristics of ethical dilemmas 

 Describe the steps for making ethical decisions 
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ETHICS AND VALUES 
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Key Points 

As an emergency management professional, your actions must instill trust and confidence in 
those with whom you work and in those who depend on you for assistance. In an emergency, 
the community and your coworkers must be able to count on you to carry out your 
responsibilities in a professional and fair manner.  

Ethics are norms for conduct that help us distinguish between acceptable and unacceptable 
behavior. Ethics are standards or values that guide our behavior, both as individuals and as 
members of organizations.  

The International Association of Emergency Managers (IAEM) code of ethics and professional 
conduct is presented on the next page. In addition, we may follow a combination of codes of 
professional ethics such as the Hippocratic Oath taken by physicians or an oath of office from 
your jurisdiction.   
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ETHICS AND VALUES 
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IAEM Code of Ethics and Professional Conduct 

The International Association of Emergency Managers (IAEM) is an international organization 
dedicated to promoting the goals of saving lives and protecting property by mitigating, preparing 
for, responding to, and recovering from disasters/emergencies. IAEM sponsors the Certified 
Emergency Manager® (CEM®) and Associate Emergency Manager (AEM) Programs to 
maintain professionalism through the certification process. 

The Code of Ethics and Professional Conduct must be embraced and upheld by all individuals 
who are awarded the CEM®/AEM designation. The promise to uphold the Code signifies the 
assumption that the Emergency Manager will act prudently and responsibly beyond the 
requirements of law and codes. 

The Code of Ethics and Professional Conduct embodies the certification program philosophy 
and objectives. Each CEM®/AEM promises to adhere to the Code.  

 

Preamble 

Maintenance of public trust and confidence is central to the effectiveness of the emergency 
management profession. The members of the International Association of Emergency 
Managers (IAEM) adhere to the highest standards of ethical and professional conduct. This 
Code of Ethics and Professional Conduct for IAEM members reflects the spirit and proper 
conduct dictated by the conscience of society and commitment to the well-being of all. The 
members abide by the association’s core values of respect, commitment, and professionalism. 

 

Values 

 Respect: Respect for supervising officials, colleagues, associates, and, most important, for 
the people we serve is the standard for IAEM members. We comply with all laws and 
regulations applicable to our purpose and position, and responsibly and impartially apply 
them to all concerned. We respect fiscal resources by evaluating organizational decisions to 
provide the best service or product at a minimal cost without sacrificing quality. 

 Commitment: IAEM members commit themselves to promoting decisions that engender 
trust and those we serve. We commit to continuous improvement by administering the 
affairs of our positions fairly, by fostering honest and trustworthy relationships, and by 
striving for impeccable accuracy and clarity in what we say or write. We commit to 
enhancing stewardship of resources and the caliber of the service we deliver while striving 
to improve the quality of life in the community we serve. 

 Professionalism: IAEM is an organization that actively promotes professionalism to ensure 
public confidence in emergency management. Our reputations are built on the faithful 
discharge of our duties. Our professionalism is founded on education, safety, and protection 
of life and property. 

 

Reprinted with permission of the International Association of Emergency Managers. 

http://www.iaem.com/
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Key Points 

Our deepest-rooted source of ethics is our values. Values are the core beliefs that guide and 
motivate attitudes and actions. 

Ethical principles are based on values that we accept for right and wrong. They are the “golden 
rules” that we learn as children, such as being honest and fair and treating others with respect. 

Discussion Question: If values differ, what are the implications for ethical decision 
making during a crisis? 
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ETHICAL DILEMMAS 
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Key Points 

The difference between ordinary decision making and ethical decision making lies in the nature 
of the problem to be solved. Ethical dilemmas arise under the following circumstances: 

 Uncertainty About the Consequences — Someone Could Get Hurt. Making decisions is 
difficult when we are uncertain whether our actions will work—or worse, whether they could 
cause negative consequences.   

 Rule Book Does Not Apply — Flying Without a Net. Applying rules takes some skill in 
interpreting the intent of the rules. As much as following a rule can be limiting, it is often 
more difficult to make a tough decision when there is no legal precedent, no clear policy 
guidance or procedures, no rule. 

 No Good Options — Lesser of Evils. None of the options is a clearly positive choice.  

 Disagreement — No Time for Consensus Building. Often there is strong disagreement 
among coworkers, stakeholders, or the community about the best course of action, and 
there is limited time to build consensus. Ethical decisions may end up being lose/win or 
lose/lose decisions rather than win/win.  
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ETHICAL DILEMMAS 
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Key Points 

Discussion Question: As emergency management personnel, what types of ethical 
dilemmas can you face? 
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ETHICAL DECISION-MAKING PROCESS 
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Key Points 

Ethical dilemmas can be paralyzing. It is dangerous to get tied up in knots and stop 
making decisions entirely. The framework below can be used to help make ethical decisions. 

Step Questions To Ask 

Identify the situation, 
who’s affected, and 
what’s at stake.  

 What is happening? What could happen if action is not 
taken? 

 Who is affected? How? 

 What do the different parties have at stake? Do some 
parties have a greater stake (or more to lose)? 

Collect all the facts, 
consult experts, and 
consider stakeholders’ 
needs/values. 

 What are the relevant facts needed to make the decision?  

 What facts are unknown? 

 What are the experts advising? Why? 

 What are the needs of all the stakeholders? 

 How do the different stakeholders view the situation? 

Evaluate alternative 
actions from various 
ethical perspectives. 

 What are the options for acting?  

 Have all the relevant persons and groups been consulted in 
the time available?  

 How do these alternatives look over the long run as well as 
in the short run? 

 Think of the wisest person you know. What would he or she 
do in this situation?  
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ETHICAL DECISION-MAKING PROCESS 
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Make a decision and test 
it. 

 How does your decision measure up against values such 
as honesty, fairness, equality, respecting the dignity of 
others, respecting people’s rights, and recognizing the 
needs of the most vulnerable community members? 

Act, assess, and learn 
for the future. 

 What have we learned from this situation? 
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ETHICAL DECISION-MAKING PROCESS 
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Key Points 

Making good ethical decisions requires that you become aware of how you make decisions. 
Ethical decision making requires that you take the time needed to make sure that your decisions 
are consistent with your moral standards and values. Examining our decisions can help to 
uncover small inconsistencies that can undermine personal integrity. 

One way to ensure that you are making ethical decisions consistently is to use the “SELF” test. 

Ask yourself . . .  

Do my decisions withstand . . . Scrutiny? By: 
 Whole community 
 The media 

Do my decisions . . . Ensure 
compliance? 

With: 
 Laws 
 Policies 

Do my decisions show . . . Leadership? Through: 
 Integrity 
 Accountability 
 Consistency 

Are my decisions . . . Fair? To: 
 Those we serve 
 Staff and stakeholders 
 Myself 
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SELF Model for Ethical Decision Making 

Develop a set of questions to ask yourself when confronted with an ethical decision. The sample 
questions below may be helpful when you use the SELF model to resolve your next ethical 
dilemma. 

Your decisions should: 

. . . withstand Scrutiny . . . by the community, the public, and the media 

. . . Ensure compliance . . . with policies and the code of conduct 

. . . show Leadership . . . through integrity, accountability, consistency 

. . . be Fair . . . to those we serve, staff, stakeholders, and yourself 

Sample Questions: 

S 
 Will I be proud of my decision? 

 Will my decision reflect honesty, integrity, fairness, and truthfulness? 

E 
 Will my decision or conduct comply with the law? 

 Will my decision or conduct create value? 

 Will my decision or conduct reflect and promote the core values of my 
organization? 

L 
 Am I being pressured or unduly influenced by others? 

 Am I being driven by my emotions? 

 Have I filtered out my ego needs and my own self-interests? 

 Are there other alternatives I should consider? 

F 

 Will my decision be judged fair now and in the future? 

 Have I considered the needs and interests of those who might be affected 
by my decision or conduct? 

 What will be the consequences of my decision? 

 Who could be harmed by my decision? 

 Who will benefit from my decision? 
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Key Points 

1. Write down a decision you’ve had to make (on the job or otherwise). 

2. Answer the SELF questions as they relate to this decision. 

S 

 Was I proud of my decision? 
 Did my decision reflect honesty, integrity, fairness, and 

truthfulness? 

E 

 Did my decision or conduct comply with the law? 
 Did my decision or conduct create value? 
 Did my decision or conduct reflect and promote the core values of 

my organization? 

L 

 Was I pressured or unduly influenced by others? 
 Was I driven by my emotions? 
 Did I filter out my ego needs and my own self-interests? 
 Were there other alternatives I should have considered? 

F 

 Was my decision judged fair then, now, and in the future? 
 Did I consider the needs and interests of those who might have 

been affected by my decision or conduct? 
 What were the consequences of my decision? 
 Who was harmed by my decision? 
 Who benefited from my decision? 
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Key Points 

A simple way to apply the scrutiny test to your decision is to ask yourself: 

 Could I explain my decision to Mom? 

 How well will I sleep? 

 What’s the likely headline? Would I be comfortable with it? 
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Key Points 

Working as a group… 

1. Review the scenarios and answer the questions associated with each scenario. 
2. After reviewing the questions provided, answer the following: 

a. What is/are the ethical decision(s) here? 
b. What are the ramifications of either decision? 

3. Select a spokesperson and be prepared to report to the class in 15 minutes. 
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Scenario 1:  

You are the Emergency Manager for a mid-size municipality in the Northeast. A major snow 
storm is predicted to strike your community beginning about 10:00 p.m. Forecasters are stating 
that heavy snow will fall all night, and there may be as much as 12 inches of snow throughout 
the community by noon the following day. You have opened your Emergency Operation Center 
(EOC) with a small staff to monitor overnight conditions. You go home because you anticipate 
spending the next several days in the EOC. Now it is 6:00 a.m. and you realize that it has 
snowed 12 inches and you are stuck at home. You have the capability to operate virtually, and 
have adequate staff at the EOC, including your Deputy. Snowplows are on their designated 
emergency routes and clearing the downtown area per current standard operating guidelines. 
Your neighborhood is in an outer area of the municipality and not scheduled to be plowed for 
several hours. Your wife is scheduled to drive an hour south to an airport for a flight to a 
business meeting. The airport is not closed and is in an area that only received two inches of 
snow.   

a) Do you redirect the snow plows to your neighborhood so you can go into the EOC? 

b) Does the fact that your wife will be able to get to the airport have ethical implications? 

c) What are the ramifications of either decision? 

d) What ethical decisions are part of this scenario? 
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Scenario 2:   

You are the Emergency Manager for a large county in the South. A large hurricane has formed 
and there is an imminent need for mass evacuations of two nursing homes. Your County 
Emergency Operation Plan (EOP) specifies that several bus companies will be utilized for 
evacuations of ambulatory evacuees. Your staff has advised that many of the bus companies do 
not have enough drivers, since they have already evacuated. The National Guard has been 
called out again and can get to your largest town to assist, but may not arrive in enough time, or 
with enough equipment, before the storm strikes your largest populated area. In the largest 
community there are two nursing homes of major concern due to their proximity to the projected 
path of the hurricane. One is a large, private facility with 500 residents who pay hundreds of 
thousands of dollars to live and enjoy this facility and its amenities. Residents include family 
members of the Governor, former senators, successful businessmen, and various retired 
celebrities. Most of these residents are ambulatory.  

The other facility is a State-owned facility. It has 100 residents who do not have the ability to pay 
for their care and are completely subsidized. This facility is farther away from the projected path 
of the storm, and much farther away from the bus companies. There are no back-up generators 
for this facility, and if the projected flood waters and storm surge occur, this facility will be on an 
island. There is a chance that if the buses go to this facility, they may not be able to get back to 
safety before the rising water blocks their exit paths. Approximately half of these residents are 
ambulatory. 

Both facilities were warned to evacuate days earlier; neither facility decided to heed the 
warnings. Some of the residents of the larger facility did get in their cars and head north. You 
only have enough buses to evacuate approximately 300 residents. 

a) Where do you direct the buses? 

b) What are your options? 

c) What are the ramifications of your decisions? 

d) What ethical decisions are part of this scenario? 
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Key Points 

 Ethical decision making is a crucial element of how you manage yourself and others. 

 Ethical decision making requires that you take the time needed to make sure that your 
decisions are consistent with your moral standards and values.  

 The SELF test is a good way to examine your decisions to ensure that they are ethical. 
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Key Points 

Ethical decision making is a challenge, especially in a crisis. There are no guarantees that the 
decision you make will work. However, as the quote on the slide states, failure to make a tough 
decision is not an ethical way out. 

Who is Cadbury? Sir George Adrian Hayhurst Cadbury is a former British Olympic rower. He 
served as chairman of Cadbury and Cadbury Schweppes. His Cadbury Report is a code of best 
practices that served as a basis for reform of corporate governance around the world 
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MODULE OVERVIEW 
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Module 17:  Mission Area:  Response

Mission Area:  

Response

 

Key Points 

Welcome to the Response in Emergency Management module.   

This module reviews the key response concepts and terminology used in the National 
Response Framework (NRF) and National Incident Management System (NIMS), but is not a 
substitute for comprehensive training.  

Additional information on NIMS training requirements is available at the NIMS Resource Center 
online. 

https://www.fema.gov/national-incident-management-system
https://www.fema.gov/national-incident-management-system
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Key Points 

This module is divided into the following units: 

Unit Time 

Unit 1: Response Overview 

 Activity 17.1 – Key Principles (Visual 17.1.8) 

 Activity 17. 2 – Critical Tasks (Visual 17.1.11) 

 ICS Features Handout  

1 hour 

Unit 2: Initial Response Actions 

 Activity 17.3 – Initial Actions (Visual 17.2.14) 

1 hour  

Unit 3: Planning for Response 

 Activity 17.4 – Emergency Operations Planning (Visual 
17.3.15) 

 Activity 17.5 – Chilean Mine Rescue Plan (Visual 17.3.23) 

 Activity 17.6 – Incident Action Plan (Visual 17.3.30) 

1 hour, 20 minutes 

Unit 4: Resource Management 

 Activity 17.7 – Resource Planning (Visual 17.4.30) 

 Activity 17.8 – Projecting Resource Needs (Visual 17.4.34) 

 Activity 17.9 – Tracking and Reporting (Visual 17.4.51) 

 Activity 17.10 – Module 17 IAW (Visual 17.4.61) 

3 hours, 10 minutes  

Total Module Time: 6 hours, 30 minutes 
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Key Points 

The goal of this module is to enable you to describe key aspects of the Response mission area, 
including emergency operations planning, initial response actions, resource management, and 
managing complex incidents. 

The objectives for individual units in this module are listed below. 

Unit 1: 

 Describe core concepts of the National Response Framework (NRF). 

 Describe features and advantages of using the Incident Command System (ICS) for incident 
response. 

 Describe key roles in incident response. 

Unit 2: 

 Identify elements of effective decision making during incident response. 

 Identify factors that impact activation of the Emergency Operations Center (EOC). 

Unit 3: 

 Differentiate between an EOC Action Plan and an Incident Action Plan. 

 Identify the principles of emergency planning. 

 Identify the steps in the emergency planning process. 

Unit 4: 

 Identify the steps in resource management planning. 

 Describe the process for managing resources during an incident. 

 Describe the process for requesting Federal assistance. 
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UNIT OVERVIEW 
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Module 17:  Mission Area:  Response

Unit 1:  

Response Overview

 

Key Points 

Welcome to the Response Overview unit. 
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UNIT OVERVIEW 
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Key Points 

Discussion Question: What are the characteristics of effective emergency response? 
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Key Points 

Doctrine and guidance for response operations at all levels are provided by the National 
Response Framework (NRF) and the National Incident Management System (NIMS).  

The NRF is an essential component of the National Preparedness System. It serves as a 
guide to how the Nation responds to all types of disasters and emergencies—from the 
smallest incident to the greatest catastrophe.   

The NRF is built on scalable, flexible, and adaptable concepts identified in NIMS to align 
key roles and responsibilities across the Nation. Elements from the NRF can be implemented 
at any level and at any time. The NRF is not just limited to Federal agencies; it also describes 
how communities, States, Tribal nations, and private-sector and nongovernmental partners 
apply these principles for a coordinated, effective national response. 

The NRF describes specific authorities and best practices for managing incidents that range 
from the serious but purely local to large-scale terrorist attacks or catastrophic natural 
disasters. 

A basic premise of the NRF and NIMS is that all incidents begin and end locally.   

These guiding documents do not take command away from State, Tribal, and Local authorities. 
Rather, they provide a framework to enhance the ability of responders, including the private 
sector and nongovernmental organizations, to work together more effectively.   

The Federal Government supports State, Tribal, and Local authorities when their resources are 
overwhelmed or are expected to be overwhelmed. Federal departments and agencies respect 
the sovereignty and responsibilities of Local, Tribal, and State governments while rendering 
assistance. The intention of the Federal Government in these situations is not to command the 
response, but rather to support the affected Local, Tribal, and/or State governments. 
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FEMA has established a resource center to help those responsible for emergency management 
understand how the NRF works. The NRF Resource Center can be found online.  
  

https://www.fema.gov/national-response-framework
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Key Points 

Response doctrine defines basic roles, responsibilities, and operational concepts for response 
across all levels of government and with the private sector and nongovernmental organizations. 
It is important to remember that the overarching objective of response activities is life safety, 
followed by protecting property and the environment. 

The Framework establishes the following response doctrine: 

 Engaged partnerships: Leaders at all levels must communicate and actively support 
engaged partnerships to develop shared goals and align capabilities so that none allows the 
other to be overwhelmed in times of crisis. 

 Tiered response: Incidents must be managed at the lowest possible jurisdictional level and 
supported by additional response capabilities when needed. 

 Scalable, flexible, and adaptable operational capabilities: As incidents change in size, 
scope, and complexity, the response must adapt to meet requirements.  

 Unity of effort through unified command: Response is a team effort. Effective unified 
command is indispensable to all response activities and requires clear understanding of the 
roles and responsibilities of each participating organization.  

 Readiness to act: Effective incident response requires readiness to act balanced with an 
understanding of risk. From individuals, families, and communities to Local, State, and 
Federal agencies, national response depends on the instinct and ability to act.  
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Key Points 

Purpose: This activity provides an opportunity to apply the response doctrine principles to your 
own experience. 

Purpose: This activity provides an opportunity to apply the response doctrine principles to your 
own experience. 

Instructions: 
1.  Using the key principle assigned to your group, describe what the principle means in your 

own words. 
2. Identify at least one everyday action that embodies the principle. 
3. Be prepared to share in 10 minutes. 

Key Principles: 

 Engaged Partnerships 

 Tiered Response 

 Scalable, Flexible, and Adaptable Operational Capabilities 

 Unity of Effort Through Unified Command 

 Readiness To Act 
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Alt text 
Core Capabilities for Response 

The NRF identifies capabilities necessary to: 

 Save lives 

 Protect property and the environment 

 Meet basic human needs 

 Stabilize the incident 

 Restore basic services and community functionality, and establish a safe and secure 

environment moving toward the transition to recovery 

Image of the NRF Cover 

Key Points 

Once an incident occurs, efforts focus on saving lives, protecting property and the environment, 
and preserving the social, economic, cultural, and political structure of the jurisdiction. 
Depending on the size, scope, and magnitude of an incident, Local, State, Tribal, Territorial, and 
insular area governments, and, in some cases, the Federal Government, may be called to 
action.  

The NRF identifies core capabilities for response—a list of the activities that generally must be 
accomplished in incident response, regardless of which levels of government are involved.  
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Alt text 
Response: Core Capabilities 
 Planning 
 Public Information & Warning 
 Operational Coordination 
 Critical Transportation 
 Environmental Response/Health & Safety 
 Fatality Management Services 
 Fire Management & Suppression 
 Infrastructure Systems 
 Mass Care Services 
 Mass Search & Rescue Operations 
 On-Scene Security & Protection 
 Operational Communications 
 Public & Private Services & Resources 
 Public Health &Medical Services 
 Situational Assessment 

Key Points 

Fourteen core capabilities have been identified as necessary for successful response. Review 
the examples of critical tasks in the following table to understand better what each capability 
encompasses. 
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Examples of Critical Tasks for Response 

 

Core Capability Examples of Critical Tasks 

Planning  Develop at the Federal level and in the States and Territories 
operational plans that adequately identify critical objectives based on 
the planning requirements, provide a complete and integrated picture 
of the sequence and scope of the tasks to achieve the objectives, 
and are implementable within the timeframe contemplated in the plan 
using available resources.  

Public Information 
and Warning 

 Using all means necessary, including accessible tools, inform all 
affected segments of society of critical lifesaving and life-sustaining 
information to expedite the delivery of emergency services and aid 
the public to take protective actions.  

 Deliver credible messages to inform ongoing emergency services 
and the public about protective measures and other life-sustaining 
actions and facilitate the transition to recovery.  

Operational 
Coordination 

 Mobilize all critical resources and establish command, control, and 
coordination structures within the affected community and other 
coordinating bodies in surrounding communities and across the 
Nation and maintain, as needed, throughout the duration of an 
incident.  

 Enhance and maintain National Incident Management System 
(NIMS)-compliant command, control, and coordination structures to 
meet basic human needs, stabilize the incident, and transition to 
recovery.  

Critical 
Transportation 

 Establish physical access through appropriate transportation 
corridors and deliver required resources to save lives and to meet 
the needs of disaster survivors.  

 Ensure that basic human needs are met, stabilize the incident, 
transition into recovery for an affected area, and restore basic 
services and community functionality.  

Environmental 
Response/Health 
and Safety 

 Conduct health and safety hazard assessments and disseminate 
guidance and resources, to include deploying hazardous materials 
teams, to support environmental health and safety actions for 
response personnel and the affected population.  

 Assess, monitor, perform cleanup actions, and provide resources to 
meet resource requirements and to transition from sustained 
response to short-term recovery.  

Fatality 
Management 
Services 

 Establish and maintain operations to recover a significant number of 
fatalities over a geographically dispersed area.  
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Examples of Critical Tasks for Response 

 

Core Capability Examples of Critical Tasks 

Fire Management 
and Suppression 

 Provide structural, wildland, and specialized firefighting capabilities 
to manage and suppress fires of all types, kinds, and complexities 
while protecting the lives, property, and the environment in the 
affected area. 

Infrastructure 
Systems 

 Decrease and stabilize immediate infrastructure threats to the 
affected population, to include survivors in the heavily damaged 
zone, nearby communities that may be affected by cascading 
effects, and mass care support facilities and evacuation processing 
centers with a focus on life sustainment and congregate care 
services.  

 Reestablish critical infrastructure within the affected areas to support 
ongoing emergency response operations, life sustainment, 
community functionality, and a transition to recovery.  

Mass Care 
Services 

 Move and deliver resources and capabilities to meet the needs of 
disaster survivors, including individuals with access and functional 
needs and others who may be considered to be at risk.  

 Establish, staff, and equip emergency shelters and other temporary 
housing options (including accessible housing) for the affected 
population.  

 Move from congregate-care to non-congregate-care alternatives, and 
provide relocation assistance or interim housing solutions for families 
unable to return to their pre-disaster homes.  

Mass Search-and-
Rescue Operations 

 Conduct search-and-rescue operations to locate and rescue persons 
in distress, based on the requirements of State and local authorities.  

 Initiate community-based search-and-rescue support operations 
across a wide geographically dispersed area.  

 Ensure the synchronized deployment of local, regional, national, and 
international teams to reinforce ongoing search-and-rescue efforts 
and transition to recovery.  

On-Scene Security 
and Protection 

 Establish a safe and secure environment in an affected area.  

 Provide and maintain on-scene security and meet the protection 
needs of the affected population over a geographically dispersed 
area while eliminating or mitigating the risk of further damage to 
persons, property, and the environment.  
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Examples of Critical Tasks for Response 

 

Core Capability Examples of Critical Tasks 

Operational 
Communications 
 

 Ensure the capacity to communicate with both the emergency 
response community and the affected populations and establish 
interoperable voice and data communications between Local, State, 
Tribal, Territorial, and Federal first responders.  

 Reestablish sufficient communications infrastructure within the 
affected areas to support ongoing life-sustaining activities, provide 
basic human needs, and transition to recovery. 

Public and Private 
Services and 
Resources 

 Mobilize and deliver governmental, nongovernmental, and private-
sector resources inside and outside the affected area to save lives, 
sustain lives, meet basic human needs, stabilize the incident, and 
transition to recovery, to include moving and delivering resources 
and services to meet the needs of disaster survivors.  

 Enhance public and private resource and services support for an 
affected area.  

Public Health and 
Medical Services 

 Deliver medical countermeasures to exposed populations.  

 Complete triage and initial stabilization of casualties and begin 
definitive care for those likely to survive their injuries.  

 Return medical surge resources to pre-incident levels, complete 
health assessments, and identify recovery processes.  

Situational 
Assessment 

 Deliver information sufficient to inform decision making regarding 
immediate lifesaving and life-sustaining activities, and engage 
governmental, private, and civil-sector resources inside and outside 
the affected area to meet basic human needs and stabilize the 
incident.  

 Deliver enhanced information to reinforce ongoing lifesaving and life-
sustaining activities, and engage governmental, private-, and civil-
sector resources inside and outside the affected area to meet basic 
human needs, stabilize the incident, and transition to recovery.  
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Key Points 

Purpose: The purpose of this activity is to begin to analyze the critical task examples as a way 
of understanding the core capabilities they represent. 

 Instructions:  
1. Review the list of critical tasks for response in the Student Manual. 
2. For your assigned area, identify at least one necessary step in completing the critical tasks. 
3. Select a spokesperson and be ready to share your ideas.  
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Key Points 

The response protocols and structures described in the NRF align with NIMS.  

NIMS provides the incident management basis for the NRF and defines standard command and 
management structures. Standardizing national response doctrine on NIMS provides a 
consistent, nationwide template to enable the whole community to work together to prevent, 
protect against, respond to, recover from, and mitigate the effects of incidents, regardless of 
cause, size, location, or complexity.  

All of the NIMS components support response. They are: 

 Preparedness 

 Communications and information management 

 Resource management 

 Command and management 

 Ongoing maintenance and management 

Earlier we discussed the key principles of response, including unity of effort through unified 

command. The Incident Command System (ICS), an element of the NIMS Command and 
Management component, plays an important part in ensuring unity of command during 
response operations.  

Unified command, a central tenet of ICS, enables organizations with jurisdictional authority 
or functional responsibility for an incident to support each other through the use of mutually 
developed incident objectives.  
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Key Points 

ICS is based on 14 proven management characteristics that contribute to the strength and 
efficiency of the overall system. The 14 features of ICS are described in the following job aid. 
handout. 
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INCIDENT COMMAND SYSTEM OVERVIEW 

ICS Features 

Standardization:  

 Common Terminology: Using common terminology helps to define organizational 
functions, incident facilities, resource descriptions, and position titles.  

Command:  

 Establishment and Transfer of Command: The command function must be clearly 
established from the beginning of an incident. When command is transferred, the process 
must include a briefing that captures all essential information for continuing safe and 
effective operations.  

 Chain of Command and Unity of Command: Chain of command refers to the orderly line 
of authority within the ranks of the incident management organization. Unity of command 
means that every individual has a designated supervisor to whom he or she reports at the 
scene of the incident. These principles clarify reporting relationships and eliminate the 
confusion caused by multiple conflicting directives. Incident managers at all levels must be 
able to control the actions of all personnel under their supervision.  

 Unified Command: Unified Command (UC) is an ICS application used when more than one 
agency has incident jurisdiction or when incidents cross political jurisdictions. Agencies work 
together through the designated members of the UC (often the senior person from each of 
the agencies and/or disciplines participating in the UC) to establish a common set of 
objectives and strategies and a single Incident Action Plan (IAP) . Unified Command allows 
agencies with different legal, geographic, and functional authorities and responsibilities to 
work together effectively without affecting individual agency authority, responsibility, or 
accountability. 

Planning/Organizational Structure: 

 Management by Objectives: This includes establishing overarching objectives; developing 
and issuing assignments, plans, procedures, and protocols; establishing specific, 
measurable objectives for various incident management functional activities; and directing 
efforts to attain the established objectives.  

 Modular Organization: The Incident Command organizational structure develops in a top-
down, modular fashion that is based on the size and complexity of the incident, as well as 
the specifics of the hazard environment created by the incident.  

 Incident Action Planning: IAPs provide a coherent means of communicating the overall 
incident objectives in the contexts of both operational and support activities.  

 Manageable Span of Control: Span of control is key to effective and efficient incident 
management. Within ICS, the span of control of any individual with incident management 
supervisory responsibility should range from three to seven subordinates.  
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Facilities and Resources:  

a) Incident Locations and Facilities: Various types of operational locations and support 
facilities are established in the vicinity of an incident to accomplish a variety of purposes. 
Typical predesignated facilities include Incident Command Posts, Bases, Camps, 
Staging Areas, Mass Casualty Triage Areas, and others as required.  

 Comprehensive Resource Management: Resource management includes processes for 
categorizing, ordering, dispatching, tracking, and recovering resources. It also includes 
processes for reimbursement for resources, as appropriate. Resources are defined as 
personnel, teams, equipment, supplies, and facilities available or potentially available for 
assignment or allocation in support of incident management and emergency response 
activities.  

Communications/Information Management:  

 Integrated Communications: Incident communications are facilitated through the 
development and use of a common communications plan and interoperable communications 
processes and architectures.  

 Information and Intelligence Management: The incident management organization must 
establish a process for gathering, sharing, and managing incident-related information and 
intelligence.  

Professionalism:  

 Accountability: Effective accountability at all jurisdictional levels and within individual 
functional areas during incident operations is essential. To that end, the following principles 
must be adhered to:  

 Check-In: All responders, regardless of agency affiliation, must report in to receive an 
assignment in accordance with the procedures established by the Incident Commander.  

 Incident Action Plan: Response operations must be directed and coordinated as 
outlined in the IAP.  

 Unity of Command: Each individual involved in incident operations will be assigned to 
only one supervisor.  

 Span of Control: Supervisors must be able to supervise and control their subordinates 
adequately, as well as to communicate with and manage all resources under their 
supervision.  

 Resource Tracking: Supervisors must record and report resource status changes as 
they occur. (This topic is covered in a later unit.)  

 Dispatch/Deployment: Personnel and equipment should respond only when requested or 
when dispatched by an appropriate authority. 

By using management best practices, ICS helps to ensure:  

 The safety of responders, workers, and others 

 The achievement of response objectives 

 The efficient use of resources  
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Key Points 

There are numerous reasons to use ICS. For example: 

 ICS establishes a Common Doctrine. Having a common doctrine allows for emergency 
management personnel from many different jurisdictions to work together. The use of ICS is 
recommended by the National Incident Management System. NIMS provides a systematic, 
proactive approach to guiding departments and agencies at all levels of government, the 
private sector, and nongovernmental organizations to work seamlessly to prepare for, 
prevent, respond to, recover from, and mitigate the effects of incidents, regardless of cause, 
size, location, or complexity, in order to reduce the loss of life and property and harm to the 
environment.   

 ICS is based on Proven Best Practices. ICS works! It saves lives! Life safety is the top 
priority for ICS response. 

In addition to the NIMS mandate, the following laws require the use of ICS:  

 The Superfund Amendments and Reauthorization Act (SARA) of 1986 established Federal 
regulations for handling hazardous materials. SARA directed the Occupational Safety and 
Health Administration (OSHA) to establish rules for operations at hazardous materials 
incidents.  

 OSHA rule 1910.120, effective March 6, 1990, requires all organizations that handle 
hazardous materials to use ICS. The regulation states: “The Incident Command System 
shall be established by those employers for the incidents that will be under their control and 
shall interface with other organizations or agencies who may respond to such an incident.”  
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Note that jurisdictions are not mandated to use ICS, just required to as a condition of certain 
grants and funding. The Environmental Protection Agency (EPA) requires States to use ICS at 
hazardous materials incidents.  

According to the National Integration Center, “institutionalizing the use of ICS” means that 
government officials, incident managers, and emergency response organizations at all 
jurisdictional levels must adopt ICS. Actions to institutionalize the use of ICS take place at two 
levels:  

 Policy Level: At the policy level, institutionalizing ICS means government officials (i.e., 
Governors, Mayors, County and City Managers, Tribal leaders, and others) must:  
o Adopt ICS through Executive Order, proclamation, or legislation as the jurisdiction’s 

official incident response system 
o Direct that incident managers and response organizations in their jurisdictions train, 

exercise, and use ICS in their response operations 

 Organizational Level: At the organizational/operational level, evidence that incident 
managers and emergency response organizations are institutionalizing ICS would include 
the following:  
o ICS is being integrated into functional and system-wide emergency operations policies, 

plans, and procedures.  
o ICS training is planned or underway for responders, supervisors, and command-level 

officers.  
o Responders at all levels are participating in and/or coordinating ICS-oriented exercises 

that involve responders from multiple disciplines and jurisdictions. 
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Visual 17.1.15

Module 17: Mission Area: Response

 Mandated by Governor’s Executive Order (102, Nov 1, 

2005) 

 VDEM responsible for implementation of ICS guidelines 

for state and local emergency response 

organizations under 44-146.17 (9). Responsible for 

coordination of NIMS-compliant ICS training among 

state agencies and local governments.

 Preparedness grant funding contingent upon adoption 

and compliance with NIMS.

 Robust ICS training programs offered through VDEM 

(funded and sponsored), VDFP,VDH, VDOF and others.

 Lower level training online, 300/400 in classroom.

ICS in Virginia

 

Key Points 

 
In Virginia, Executive Order 102 (05) directs all state agencies to adopt and use the NIMS 
in coordination of all emergency response activities. 
 
The Code of Virginia, Section 44-146.17 further defines the roles and responsibilities of 
state emergency management officials in implementation and training for the NIMS.
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Visual 17.1.16

Module 17: Mission Area: Response

Without ICS, incident 

responses typically:

 Lack accountability

 Have poor communication

 Use unsystematic planning 

processes

 Lack a management 

structure

 Are unable to integrate 

responders efficiently

Lessons Learned

 

Key Points 

Without ICS, incident responses typically result in: 

 Lack of accountability, including unclear chains of command and supervision 

 Poor communication, due to inefficient uses of available communications systems and to 
conflicting codes and terminology 

 Lack of an orderly, systematic planning process 

 Lack of a common, flexible, predesigned management structure that enables commanders 
to delegate responsibilities and manage workloads efficiently 

 Inability to integrate responders efficiently into the response structure 

Using ICS enables us to avoid these weaknesses in all types of incident responses. 
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Visual 17.1.17

Module 17: Mission Area: Response

Coordination: The process of 

providing support to the 

command structure.  May 

include incident prioritization, 

critical resource allocation, 

communications systems 

integration, and information 

exchange

In EOC

Command: The act of directing, 

ordering, or controlling, by 

virtue of explicit statutory, 

regulatory, or delegated 

authority

On-Scene

Understanding Command & Coordination

 

Alt text 
Understanding Command & Coordination 

Command: The act of directing, ordering, or controlling, by virtue of explicit statutory, regulatory, 

or delegated authority 

On-Scene, Image of employees on-scene 

Coordination: The process of providing support to the command structure.  May include incident 

prioritization, critical resource allocation, communications systems integration, and information 

exchange 

In EOC; Image of people in an EOC 

Key Points 

Command is the act of directing, ordering, or controlling, by virtue of explicit statutory, 
regulatory, or delegated authority at the field level.  

At an incident scene, the Incident Commander has the authority to assume command. 

Coordination is the process of providing support to the command structure and may include 
incident prioritization, critical resource allocation, communications systems integration, and 
information exchange.  
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Visual 17.1.18

Module 17: Mission Area: Response

 Provides overall coordination and 

support to on-scene command

 Coordinates dissemination of 

warnings and emergency public 

information

 Maintains situational awareness 

during an emergency

 Coordinates issuance of a 

proclamation of emergency

 Carries out legally mandated

responsibilities

Emergency Manager’s Response Role (1 of 2)

 

Key Points 

During incident response, the Emergency Manager: 

 Provides overall coordination and support to the on-scene command 

 Coordinates dissemination of warnings and emergency public information 

 Maintains situational awareness during an emergency 

 Coordinates issuance of a proclamation of emergency 

 Carries out the legally mandated responsibilities of the Local or Tribal government 
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Visual 17.1.19

Module 17: Mission Area: Response

Are there additional 

responsibilities you 

would add to those 

listed on these 

visuals?

 Coordinates collection of initial 

damage assessment data

 Coordinates critical resources

 Coordinates emergency relief and 

assistance to individuals

 Advises policy makers and 

elected officials

 Documents administrative and 

financial information

 Initiates disaster recovery 

planning

Emergency Manager’s Response Role (2 of 2)

 

Key Points 

Additionally, the Emergency Manager: 

 Coordinates collection of initial damage assessment data 

 Coordinates critical resources 

 Coordinates emergency relief and assistance to individuals 

 Advises policymakers and elected officials 

 Documents administrative and financial information 

 Initiates disaster recovery planning 

Discussion Question: Are there additional responsibilities you would add to those listed 
on these two visuals? 
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To maintain unity of command and safety of responders, 

the chain of command must NOT be bypassed

Elected and appointed 

officials provide:

 Policy and mission 

guidance

 Overall direction

 Delegation of 

authority

Elected and Appointed Officials

 

Key Points 

Elected and appointed officials are responsible for ensuring the public safety and welfare of the 
people of their jurisdiction. Specifically, these officials provide strategic guidance and resources 
during preparedness, response, and recovery efforts.   

Elected and appointed officials must have a clear understanding of their roles and 
responsibilities for successful emergency management and response. At times, these roles may 
require providing direction and guidance to constituents during an incident, but their day-to-day 
activities do not focus on emergency management and response.   

Elected and appointed officials provide: 

 Policy and mission guidance 

 Overall direction 

 Delegation of authority 

They may also obtain assistance from other government agencies and ensure that appropriate 
information is provided to the public. To maintain unity of command and safety of responders, 
the chain of command must NOT be bypassed. 
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Visual 17.1.21

Module 17: Mission Area: Response

What roles are 

assumed by the 

emergency 

manager? 

What roles are 

assumed by the 

Incident 

Commander? 

Review the scenario in the Student Manual

Discussion:  Response Roles

 

Key Points 

Scenario: Flash floods are continuing within the jurisdiction.   

 Although evacuations were ordered, several residents refused to leave. There are people 
trapped in cars and structures. 

 There is extensive damage to critical infrastructure, including contamination of the water 
supply, downed power lines, and damaged roads. There is growing concern about the 
quality of the jurisdiction’s water supply. Perimeter control and security in the business 
district are needed. 

Discussion Question: What roles are assumed by the Incident Commander? 

Discussion Question: What roles are assumed by the Emergency Manager? 
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Module 17: Mission Area: Response

 The National Response Framework identifies 

core capabilities required to carry out the 

response mission effectively

 ICS is a standardized management tool for 

meeting the demands of small or large 

emergency and nonemergency situations

Unit Summary

 

Key Points 

In this unit, the following key points were presented:  

 The National Response Framework identifies core capabilities required to carry out the 
response mission effectively. 

 ICS is a standardized management tool for meeting the demands of small or large 
emergency and nonemergency situations. The ICS organization is a flexible organization 
based on the incident objectives. 

The next unit presents initial incident response actions and decision making. 
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Visual 17.2.1 

 

Key Points 

This unit covers the initial incident response. 
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Alt text 
Initial Incident Management 

 Effective management is critical 

 Ineffective incident management or inaction can: 

 Result in loss of life and property 

 Make the responders’ job more difficult 

 Extend the length of the response operation 

 Require more resources 
Medics helping an infant. 

Key Points 

The response to any incident should begin with a qualified person assuming leadership and 
establishing command of the incident. Leadership means providing purpose, direction, and 
motivation for responders working to accomplish difficult tasks under dangerous, stressful 
circumstances.  

During crisis, effective leaders establish a command presence, maintain awareness of the 
evolving situation, determine priorities, and make effective decisions. 
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Key Points 

Two key elements of effective decision making are accurate information and communications 
flow. 

Accurate and timely information is an essential ingredient for making effective decisions. All 
too often, after-action reports cite communications failures as an impediment to effective 
incident management. Often, initial reports are incomplete and/or erroneous and must quickly 
be replaced with accurate information. 

Communication flows mean establishing and maintaining a common operating picture and 
ensuring that accessibility and interoperability are the principal goals of the Communications 
and Information Management component of NIMS.  

Properly planned, established, and applied communications enable the dissemination of 
information among command and support elements and, as appropriate, cooperating agencies 
and organizations. 

Communications breakdowns are not limited to equipment- and systems-related failures.  
There are numerous impediments to our ability to share critical information and make effective 
decisions, including: 

 Use of different communications protocols 

 Use of codes instead of plain language 

 Nonstandardized reporting formats  

Additional information on communications is presented in the technology module. 



Unit 2. Initial Response Actions 

 

Module 17: Mission Area: Response 
Page 17.2.4 Student Manual – Virginia Edition June 2017 

INITIAL INCIDENT MANAGEMENT AND DECISION MAKING  

Visual 17.2.4 

 

Key Points 

Several factors can impede decision making in an incident, including:  

 Perceived or real time pressure. Crises by their nature are dynamic and fast-moving 
situations. However, making a decision without taking even limited time for analysis can 
have negative consequences.   

 Problems with information. Problems may include a lack of information, too much 
information, or inaccurate or conflicting information. 

 Losing the “Big Picture.” Focusing on insignificant details or tactical objectives may cause 
emergency management personnel to lose their ability to maintain an awareness of the 
evolving situation and their ability to serve in a coordination role.   

 Fatigue. Fatigue can lead to selective perception, in which a person focuses on the most 
immediate physical setting or needs. A decision maker may miss important factors or ignore 
discrepancies as his or her ability to take in new information decreases. 

 Inability to set priorities. Incident objectives and tactics must be based on the Incident 
Commander’s priorities.  

 Interpersonal conflict among personnel. An Emergency Operations Center (EOC) 
manager must make decisions based on facts. Conflict among EOC personnel can limit the 
flow of information needed to make effective decisions. 
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Key Points 

Effective crisis decision making takes into account the following factors: 

 Past: Standard Practices and Lessons Learned. Given that time for analysis during a 
crisis is limited, EOC personnel must rely on their own and others’ past experience to help 
make decisions. Decision making should be based on past experience and lessons learned. 
Periodic training and exercises can help prepare Emergency Managers to make more 
effective decisions during crises. 

 Present: Situation Assessment. Gaining an accurate understanding of the present 
situation is critical to making an effective decision. Although experience is invaluable, 
making assumptions based solely on past experience is dangerous. It is imperative that 
EOC personnel gain sufficient understanding of the current situation to see what is similar to 
past responses and what is different. 

 Future: Anticipated Needs. An effective decision maker can see into the future and 
imagine what needs may arise. The ability to think through the consequences of a decision 
helps prevent an Emergency Manager from making decisions that work in the moment but 
ultimately will fail or create a secondary disaster.  

In critical incidents, the huge amount of resources typically required will create chaos unless 
leadership and resource allocation are strong. While a lack of resources will present challenges 
for emergency management, an excess of resources will do the same. Flooding of the scene 
with people and equipment in an unorganized manner creates a hazard for responders and a 
logistical problem for the Incident Command. 
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Alt text 
Common Operating Picture 

 Means that personnel from all organizations at all locations have the same information 

 Is based on situation awareness of: 

 Current status and evolving situation 

 Availability and location of resources 

 Needed resources 

Responders from different agencies 

Key Points 

Decisions made at all levels of the incident response structure and the EOC must be based on a 
common operating picture. 

A common operating picture is established and maintained by gathering, collating, synthesizing, 
and disseminating incident information to all appropriate parties. 

Achieving a common operating picture allows all personnel at all locations—such as those at 
the EOC and the Incident Command Post, or within a Multiagency Coordination Group—to have 
the same critical information about the incident, including: 

 Current status and evolving situation 

 Availability and location of resources 

 Needed resources 
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Key Points 

A clear understanding of an incident or event is critical to establishing priorities and determining 
incident objectives. Failing to assess the situation will lead to poor tactical decisions. However, 
taking too much time to assess the situation will cause a loss of command and control.  

The EOC manager and/or on-scene Incident Commander must use his or her expertise and 
experience to perform a rapid assessment of the situation by addressing the following questions 
and concerns to assess the situation: 

 What has happened?  
o What initially happened to create the emergency?  
o How long has it been since the initial event? 
o What may have caused the emergency?   
o Do you suspect criminal activity? 

 What is happening now?  
o Are there injuries or safety concerns? 
o Is immediate intervention needed to save lives? 
o What are the risks to emergency responders? 
o Are crowds and bystanders at risk? 
o Are there routes to gain access to the incident scene? 

 What is likely to happen next?  
o Is the situation stable or getting worse? 
o Is there a possibility that secondary incidents could occur? 
o Are there continuing threats or hazards? 
o Can these and any other safety considerations be handled with resources on-scene or 

en route? 
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INITIAL INCIDENT MANAGEMENT AND DECISION MAKING 

Visual 17.2.7 (Continued) 

 What factors affect the response?  
o Is the weather or wind affecting the response?  
o Is the time of day a factor? Is it getting dark? 
o Are responders familiar with the incident scene or building layout? 
o Are there hazardous materials or other dangers near the incident scene? 
o Are there security concerns? 
o Does evidence need to be preserved? 

 What resources are needed and available?  
o What resources will be required? 
o Are those resources immediately available or will they be delayed?  
o How can the available resources best be deployed now? 

The first responder to arrive must assume command and size up the situation by determining: 

 Nature and magnitude of the incident 

 Hazards and safety concerns 
o Hazards facing response personnel and the public 
o Evacuation and warnings 
o Injuries and casualties  
o Need to secure and isolate the area 

 Initial priorities and immediate resource requirements 

 Location of Incident Command Post and Staging Area(s) 

 Entrance and exit routes for responders 
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Alt text 
Overall Priorities 
Initial decisions and objectives are established based on the following priorities: 

1. Life Safety 

2. Incident Stabilization 

3. Property and Environmental Conservation 

Swiftwater Rescue Teams with the Los Angeles County Fire Department's Urban Search and 
Rescue Team. Firefighters putting out a house fire. 

Key Points 

After an assessment of the incident has been made, the next step in initial incident management 
is to determine priorities and establish incident objectives. Incident objectives are used to 
ensure that everyone in the organization has a clear understanding of what needs to be 
accomplished.  

Initial decisions and objectives are established based on the following priorities: 

 First Priority: Life Safety 

 Second Priority: Incident Stabilization 

 Third Priority: Property and Environmental Conservation 
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INITIAL INCIDENT MANAGEMENT ACTIVITIES 

Visual 17.2.9 

 

Alt text 
EOC Activation 
Line graph: line from the bottom left corner to the top right corner. The x axis is the Response. 
Top to bottom is Full EOC, IC & Emergency Manager, IC, Team, and Individual. The y axis is 
Incident Requirements (Severity, Duration, Scale, and Scope). 

Key Points 

The graph on the visual depicts scalable EOC activation in a no-notice incident. As an incident 
becomes more severe, of longer duration, and of a larger scale and broader scope, incident 
requirements also increase. When that happens, the level of response and the level of EOC 
activation also expand. 
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INITIAL INCIDENT MANAGEMENT ACTIVITIES 
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Alt text 
EOC Activation: Examples 
Phase 1 – Normal/ Monitoring Operations 
Phase 1A – Assessment/ Watch 
Phase 2 – Enhanced Operations (minimum) 
Phase 3 – Full Activation 
Phase 4 – Recovery 
Level 0 – Normal Daily Operations 
Level 1 – Limited (e.g., one agency) 
Level 2 – Multiple Agencies and Relevant Support Staff 
Level 3 – Agencies plus Elected Officials 
Level 3 – Normal Operations 
Level 2 – Limited Activation 
Level 1 – Full Activation 
Check with your Local/State/Tribal organizations 

Key Points 

The EOC is activated (opened for business) according to predetermined phases, levels, or 
triggers. The degree of activation reflects the severity or complexity of the incident. The purpose 
of pre-identifying phases or levels is to assist others in knowing the amount of staffing 
committed to the incident and knowing which communications plan to use in coordinating with 
the EOC. The EOC manager (or designee—usually the duty officer) determines EOC activation 
phase on a case-by-case basis.  

Jurisdictions vary widely in how they approach EOC activation: 

 They may refer to phases or levels. 

 They may number the phases/levels from low to high or high to low, and the number may 
vary (e.g., three, four, or five different phases/levels). 
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INITIAL INCIDENT MANAGEMENT ACTIVITIES 

Visual 17.2.10 

 In very large, active jurisdictions, the EOC may never actually close—just increase or 
decrease staffing as needed.  In smaller jurisdictions, the EOC may go inactive between 
incidents.   

Three examples are shown on the visual. It is important to know how your jurisdiction 
works. Check with your Local/Tribal/State organizations.  
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Key Points 

Discussion Question: When your EOC is fully activated, who are included as key 
members of your EOC management team? 

List the members below: 
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INITIAL INCIDENT MANAGEMENT ACTIVITIES 
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Key Points 

The visual lists examples of the initial EOC activities, including: 

 Activating EOC and team members 

 Requesting a declaration of emergency based on local ordinances/authorities 

 Conducting initial damage assessment (at this stage, the assessments may be drive-by 
estimates; more detailed assessments will come later) 

 Mobilizing resources based on requests from the Incident Command 

 Determining additional resource needs and sources, including citizens, infrastructure 
owners/operators, etc. 

 Conducting initial briefings with key leaders 
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Visual 17.2.13 

 

Key Points 

Discussion Question: What checklist items would you delete, modify, or add? 
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EOC ACTIVATION CHECKLIST 

Visual 17.2.13 (Continued) 

 

Sample EOC Activation Checklist 

 Execute the Emergency Operations Plan. 

 Announce the activation of the EOC. 

 Verify that radios and other communications equipment are turned on and functioning 
properly. 

 Advise radio nets of activation status as required by the situation. 

 Verify that computers are turned on and functioning properly. 

 Obtain initial briefing from the on-scene Incident Commander to gain situation awareness 
and identify resource needs. 

 Contact staff and appropriate agencies regarding activation of the EOC and advise upper 
levels of government of activation status. 

 Activate warning/spotter organization as necessary. 

 Establish initial EOC support objectives. 

 Brief EOC personnel on the situation as they arrive. 

 Brief elected/appointed officials on the status of the event and the response. 

 Assign security to EOC entrances as necessary. 

 Initiate an EOC briefing by the EOC manager (conducted within 30 minutes of activation). 
o Note search, rescue, and evacuation concerns. 
o Summarize resources status, including resource needs and sources. 
o Anticipate duration of the incident (planning horizon) and consider the need for 24-hour 

staffing. 
o Check weather forecast. 
o Present initial incident objectives. 
o Discuss public information issues and whether a Joint Information Center is required.  
o Announce the length of EOC operational periods. 

 Direct development of written incident objectives (ICS Form 202) and an EOC support plan 
in the next operational period. 

 Direct development of an incident map. 

 Direct preparation of the initial situation report and press statements for distribution. 

 Activate mutual aid agreements, as needed. 

 Get schedule for periodic EOC and media briefings.  
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Alt text 
Activity 17.3 – Initial Actions 
Instructions: 

1. Review the continuation of the flooding scenario 
2. Identify the following: 

 EOC activation level 
 EOC participants 
 Major EOC activities being undertaken 
 Information being exchanged between EOC and Incident Commander 

3. Select a spokesperson and be prepared to present your work with the class 

Key Points 

Instructions: 

1. Review the scenario (continued from the previous unit). 

2. Identify the information listed in the Activity Sheet on the next page. 

Scenario:  

It is several hours after the flash floods began. Soon it will be dark and temperatures are falling.   

 Shelters have opened and a large portion of the jurisdiction is without power. 

 Mutual aid is arriving from several surrounding communities.  

 There are rumors of students missing from the local community college. 

 Media representatives are arriving at the scene and at the EOC. 
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Activity Sheet 

EOC activation level: 

 Partial   Full 
 

EOC participants: 
 

Major EOC activities being undertaken: 
 

Information being exchanged between EOC and Incident Commander: 
 

Critical information each party should communicate to the other in order to establish and 
maintain a common operating picture: 
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Key Points 

Discussion Question: What other challenges are involved in activating the EOC for incident 
operations? 
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Key Points 

This unit describes two types of planning for response—emergency operations planning and 
incident planning. 
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PRINCIPLES OF EMERGENCY PLANNING 

Visual 17.3.2 

 

Key Points 

Planning for response involves conducting a systematic process engaging the whole community 
as appropriate in the development of executable strategic, operational, and/or community-based 
approaches to meet defined objectives. 

Planning: 

 Accounts for time, uncertainty, risk, and experience. These factors define the starting 
point for planners to apply concepts and methods to create solutions to identified problems. 
Plan execution involves judgment and, because the situation may be extremely fluid, should 
allow responders some degree of latitude for accomplishing their objectives. 

 Tells those with operational responsibilities what to do, why to do it, and how to get 
support when necessary. Plans (including standard operating procedures and other plan 
attachments and addenda) must explain roles, responsibilities, and procedures clearly. 
There can be no ambiguity during an emergency response. 

 Helps to manage risk. Planning is a tool that allows for systematic risk management to 
reduce or eliminate future risk.   

Planning is one component of the preparedness system. Through the application of the 
preparedness system, planners can organize, equip, train, exercise, evaluate, and take 
corrective action at any point and in any phase of emergency management. 
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Alt text 
Planning Guidance 

Comprehensive Planning Guide (CPG) 101: 

 Provides a practical application of the planning principles 

 Applies to tactical, operational, and strategic planning 

 Is adaptable to: 

 All government levels 

 Private entities and NGOs   

 Captures and codifies current procedures 

Cover for Developing and Maintaining Emergency Operations Plans 

Key Points 

Comprehensive Planning Guide (CPG) 101 (Version 2 November 2010 or later editions) 
provides a practical application of the planning principles described on the preceding pages. 
CPG 101 employs a detailed planning process that leads to more complete, more accurate, and 
more relevant emergency plans. 

The CPG 101 method is applicable to: 

 Tactical planning 

 Operational planning 

 Strategic planning 

The CPG 101 method is also adaptable to all levels of government, as well as 
nongovernmental organizations. The process described in the Planning Guide captures 
and codifies current procedures. 
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PLANNING FOR RESPONSE 

Visual 17.3.4 

 

Key Points 

There are two different types of planning that prepare jurisdictions to manage incidents: 

 Emergency Operations Planning: This kind of planning occurs well in advance of any 
particular incident. It lays out the structure carrying out a response, no matter what the 
incident. 

 Incident Planning: This kind of planning occurs when an incident actually happens. It 
focuses on managing the particular event.   

In this unit we’ll look briefly at both. 
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Key Points 

Let’s begin with emergency operations planning—development of the Emergency Operations 
Plan (EOP). 
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Alt text 
Effective Emergency Planning (1 of 2) 

 Is community-based, representing the whole population and its needs 

 Includes participation from all stakeholders in the community 

 Uses a logical, analytical problem-solving process  

 Considers all hazards andthreats 

 Is flexible enough to address small and catastrophic incidents   

Group of people looking at a laptop computer screen 

Key Points 

An Emergency Operations Plan (EOP) conveys to the planning community during an 
emergency the tasks (what to do) and the purpose (why to do it). An effective EOP planning 
process incorporates the following principles. 

 Planning must be community-based, representing the whole population and its needs. An 
understanding the composition of the population, such as accounting for those with 
functional needs, must be present from the outset of the planning effort. Establishing a 
community profile will provide planners with geographic, demographic, and other information 
to determine probable needs in that area. 

 Planning must include all stakeholders in the community. Effective planning ensures that 
the whole community is represented and involved in planning. Involving the entire 
community generally results in plans that are realistic and complete. 

 Planning uses a logical, analytical problem-solving process to help address the 
complexity and uncertainty inherent in potential hazards and threats. Steps should include: 
o Gathering and analyzing information 
o Determining operational objectives 
o Developing alternative ways to achieve the objectives 
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Visual 17.3.6 (Continued) 

 Planning helps jurisdictions identify resources available to perform critical tasks and achieve 
desired outcomes. The resulting plan is effective in that it: 
o Structures thinking 
o Supports insight, creativity, and initiative in an uncertain environment 

 Planning considers all hazards and threats. By considering operational functions for a 
range of hazards, planners can address hazards with common operational functions in a 
single plan. For example, several different types of incidents may require evacuation but the 
operational functions involved in accomplishing an evacuation are the same (ordering 
evacuations, opening shelters, etc.). An all-hazard approach focuses on the common 
elements rather than the diverse. 

 Planning is flexible enough to address both traditional and catastrophic incidents. Plans 
should be scalable to ensure that they will be understood and executed properly by those 
who must perform the identified tasks.   
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Alt text 
Effective Emergency Planning (2 of 2) 

 Identifies the mission and supporting goals 

 Depicts the anticipated environment for action 

 Is continuous 

 Identifies tasks, allocates resources, and establishes accountability 

A group of people working on emergency planning. 

Key Points 

An effective planning process also does the following: 

 Identifies the mission and supporting goals. EOPs must include a clear definition of the 
mission and supporting goals to enable unity of effort and consistency of purpose among all 
who must execute the plan. All other plan elements must be evaluated for their ability to 
support the mission and accomplish the supporting goals. 

 Depicts the anticipated environment for action. Early analysis of assumptions and risks 
should be undertaken to determine whether they are necessary and valid. 

 Uses work that has been developed already rather than starting each revision from 
scratch. Planners should always use their existing plans and corrective action program as a 
starting point for revisions. 

 Identifies tasks, allocates resources, and establishes accountability. The planning 
process should be based on clearly identified priorities and accurate resources. Planners 
and plan participants should be held accountable for their actions. 
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 Involves senior officials throughout the process. Senior officials lend support to planning 
as a high priority and are instrumental in ensuring that planners have the personnel, 
equipment, and other resources required for plan development. 
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Key Points 

Chapter 4 of CPG 101 presents the following steps as an operational planning process 
appropriate for all levels of plans: 

 Step 1: Form a collaborative planning team 

 Step 2: Understand the situation 

 Step 3: Determine goals and objectives 

 Step 4: Develop the plan 

 Step 5: Prepare, review, and get approval 

 Step 6: Implement and maintain the plan 

For detailed information about these steps, refer to CPG 101. 
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Alt text 
EOP Content 
 Assignment of responsibility for specific actions 
 How authorities and activities will be coordinated among entities  
 Strategies for protecting people and property 
 Resource lists and resource agreements 
 Response agreements with other jurisdictions 
 Preparedness and mitigation efforts that will be employed for the most common or high-risk 

hazards  

Key Points 

Content that should be included in an EOP is listed on the visual.   

An EOP is a public document, although some parts of the plan may contain sensitive 
information and may not be suitable for release to the public.   

Some States require a Comprehensive Emergency Management Plan (CEMP), which is similar 
to an EOP. Some States have templates to be used in creating the plan. 

EOPs must comply with the Americans with Disabilities Act. 
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Alt text 
EOP Organization 

Common EOP sections:  

 Basic Plan:  Broad, overarching information relevant to the EOP as a whole  

 Supporting Annexes: Methods, procedures, and actions of critical operational functions   

 Hazard-Specific Annexes: Response strategies for specific hazards 

Image of a notebook 

Key Points 

Various formats are available and adaptable for all jurisdictions. Sections common to each of 
these formats are described in the following table.   
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Section Purpose Description 

Basic Plan Provides broad, overarching 
information relevant to the 
EOP as a whole. 

Includes a description of expected hazards 
and basic agency roles and responsibilities, 
and an explanation of how the plan will be 
kept current. Some information included in 
the basic plan is required by law. Other 
information will be identified through 
completing the hazard analysis as repetitive 
tasks become consolidated. 

Supporting 
Annexes 

Add specific information and 
direction to the EOP.  
Document the methods, 
procedures, actions, and 
responsibilities for 
performance of critical 
operational functions during 
emergency operations. 

Include functional, support, emergency 
phase, or agency-focused annexes, which 
are variations of functional annexes tailored 
to the EOP format used by the jurisdiction.   

Hazard-, 
Threat-, or 
Incident-
Specific 
Annexes 

Focus on special planning 
needs generated by specific 
hazards. 

Contain unique and regulatory response 
details that apply to a single hazard. 
Depending upon the EOP’s structure, 
hazard-specific information may be included 
in functional annexes rather than stand-alone 
hazard-specific annexes.   

Note the distinction between an EOP and standard operating procedures (SOPs). The 
EOP presents the larger picture of how specific actions should occur in every incident. SOPs 
are agency-specific and present actual procedures that personnel from specific agencies must 
follow in specific situations. SOPs should be included in the EOP by reference, unless otherwise 
required. 
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Key Points 

The basic plan section in each format type provides an overview of the jurisdiction’s emergency 
management and response program by: 

 Documenting emergency response policies 

 Describing the response organization 

 Assigning tasks 

The basic plan guides the development of the supporting operational and function-based 
annexes of the EOP. Note that the content of each section of the plan should be presented in a 
consistent organizational structure. The elements included for the content of the basic plan 
should be incorporated into the annexes, as appropriate. 
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Visual 17.3.12

Module 17: Mission Area: Response

Virginia Law on EOPs:

 44-146.19. E. Each local and interjurisdictional agency 

shall prepare and keep current a local or interjurisdictional

emergency operations plan for its area…

…Every four years, each local and interjurisdictional agency 

shall conduct a comprehensive review and revision of its 

emergency operations plan to ensure that the plan remains 

current, and the revised plan shall be formally adopted by 

the locality's governing body. In the case of an 

interjurisdictional agency, the plan shall be formally 

adopted by the governing body of each of the localities 

encompassed by the agency...

 

Key Points 

 
Section 44-146.19 E. requires each local and inter-jurisdictional agency to prepare and 
keep current an EOP for its area.
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Visual 17.3.13

Module 17: Mission Area: Response

 Introductory Material

 Purpose, Scope, Situation, and Assumptions

 Concept of Operations

 Organization and Assignment of Responsibilities

 Direction, Control, and Coordination

 Information Collection and Dissemination

 Communications

 Administration, Finance, and Logistics

 Plan Development and Maintenance (basic plan)

 Authorities and References

CPG 101 Basic Plan Content Guide Checklist

Basic Plan Content Elements

 

Key Points 

The standard elements of the basic plan content are: 

 Introductory Material (basic plan only): 
o Cover Page 
o Promulgation Document 
o Approval and Implementation Page 
o Record of Changes 
o Record of Distribution 
o Table of Contents 

 Purpose, Scope, Situation, and Assumptions 

 Concept of Operations 

 Organization and Assignment of Responsibilities (by position, not name) 

 Direction, Control, and Coordination 

 Information Collection and Dissemination 

 Communications 

 Administration, Finance, and Logistics 

 Plan Development and Maintenance (basic plan only) 

 Authorities and References 

A checklist that describes each element of the basic plan is provided on the following pages. 
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CPG 101 Basic Plan Content Guide Checklist 

This component of the EOP provides an overview of the jurisdiction’s incident management program and 
its ability to prepare for, respond to, and recover from incidents/disasters/emergencies.  
 

 Promulgation Document/Signature Page 
This component is a signed statement formally recognizing and adopting the plan as the jurisdiction’s 
all-hazards EOP.  

 Include a Promulgation Statement signed by the jurisdiction’s senior elected or appointed 
official(s). (Note: This statement must be updated each time a new senior elected or appointed 
official takes office.)  

 Approval and Implementation 
The approval and implementation page introduces the plan, outlines its applicability, and indicates 
that it supersedes all previous plans.  

 Include a delegation of authority for specific modifications that can be made to the plan and by 
whom they can be made WITHOUT the senior official’s signature.  

 Include a date and ensure that the page is signed by the senior official(s) (e.g., elected/appointed 
officials, fire chief, police chief, and Emergency Manager).  

 Record of Changes 
The record of changes is usually a table that (at a minimum) has fields that show a change number, 
the date of the change, and the name of the person who made the change. Other relevant 
information could be considered.  

 Record of Distribution 
The record of distribution is usually a table with fields that indicate the title and the name of the 
person receiving the plan, the agency to which the receiver belongs, the date of delivery, and the 
number of copies delivered.  

 Table of Contents 
This item outlines the plan’s format, key sections, attachments, charts, etc.  

 List/identify the major sections/chapters and/or key elements within the EOP.  

 Purpose, Scope, Situation, Assumptions 
This section explains the plan’s intent, whom it involves, and why it was developed.  

 

 Purpose 
Describe the purpose for developing and maintaining an EOP (e.g., coordinate local agency SOPs, 
define incident-specific procedures, outline roles and limitations). 

 Scope 
Describe at what times or under what conditions this plan would be activated (e.g., major County 
disaster versus minor Local emergency; major Statewide disaster; terrorist attack within the Local 
community, County, or State).  

Situation Overview 
This section provides a brief overview of the steps taken by the jurisdiction to prepare for disasters. 

Hazard Analysis Summary 
This section summarizes the major findings identified from a completed hazard analysis of each 
hazard likely to affect the jurisdiction. Note: The hazard analysis information can be presented as a 
tab to the EOP or maintained as a part of the local mitigation plan. In either case, this section needs 
to provide an overview of the analysis process and its results and then refer to the tab or the 
mitigation plan. 
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CPG 101 Basic Plan Content Guide Checklist (Continued) 

Purpose, Scope, Situation, Assumptions (Continued) 
 

 Hazard Analysis Summary (Continued) 

  Summarize/identify the hazards that pose a unique risk to the jurisdiction and would result in the 
need to activate this plan (e.g., threatened or actual natural disasters, technological incidents, 
acts of terrorism, or other human-caused emergencies). 

 Summarize/identify the probable high-risk areas (population, infrastructure, and environmental) 
that are likely to be affected by the defined hazards (e.g., medical facilities, types/numbers of 
critical infrastructure facilities in floodplains or near chemical facilities). 

 Summarize/identify the likelihood that the defined hazards have occurred and will continue to 
occur within the community (e.g., historical frequency, probable future risk, national security 
threat assessments). 

 Describe how the intelligence from threat analysis via State/Local fusion centers, joint terrorism 
task forces, national intelligence organizations, etc., has been incorporated into the jurisdiction’s 
hazard analysis. 

 Describe how critical infrastructure/key resource protection activities have been incorporated 
into the vulnerability and impact analysis. 

 Describe how agricultural; food supply; cyber security; chemical, biological, radiological, and/or 
nuclear explosive events; and pandemics (those located/originating in the community, as well as 
a nonlocal, nationwide, or global event) have been assessed and incorporated into the 
jurisdiction’s hazard analysis. 

 Describe the assumptions made and the methods used to complete the jurisdiction’s hazard 
analysis, including what tools or methodologies were used to complete the analysis (e.g., a 
State’s hazard analysis and risk assessment manual, mitigation plan guidance, vulnerability 
assessment criteria, consequence analysis criteria). 

 Include maps that show the high-risk areas that are likely to be affected by the identified 
hazards (e.g., critical infrastructure within defined floodplains, earthquake fault zones, 
vulnerable zones for hazardous materials facilities/routes, or ingestion zones for nuclear power 
plants). 

 Describe/identify the hazards that could originate in a neighboring jurisdiction and could create 
hazardous conditions in the jurisdiction (e.g., watershed runoff, chemical incident, riot/terrorist 
act).  

 Describe/identify the unique time variables that may influence the hazard analysis and 
preplanning for the emergency (e.g., planned or seasonal events, how quickly the event occurs, 
the time of day that the event occurs).  

Capability Assessment 

Describe the process used by the jurisdiction to determine its capabilities and limits in order to 
prepare for and respond to the defined hazards. Note: The jurisdiction may wish to address this 
topic as part of the hazard-specific sections. This decision would allow the jurisdiction to address the 
unique readiness issues and limitations for each specific hazard. In this case, this section should 
provide an overview of the jurisdiction’s abilities and then refer the reader to the hazard-specific 
sections for more detailed information. 

 Summarize the jurisdiction’s prevention, preparedness, mitigation, response, and recovery 
capabilities involving the defined hazards. 

 Describe the jurisdiction’s limitations on the basis of training, equipment, or personnel. 
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CPG 101 Basic Plan Content Guide Checklist (Continued) 

Purpose, Scope, Situation, Assumptions (Continued) 
 

 Capability Assessment (Continued) 

 Describe the methods used and agencies involved in a formal capability assessment, including 
how often to conduct the assessment. 

 Describe methods used and nongovernmental organizations (business, not-for-profit, 
community, and faith-based) involved in formal community capability assessment, including how 
often to conduct the assessment. 

 Mitigation Overview 
This section covers the actions taken in advance to minimize the impact that is likely to result from 
an emergency, including short- and long-term strategies. Note: Specific mitigation plans/guidance 
documents may be available from State emergency management agencies, the Federal Emergency 
Management Agency (FEMA), or the Department of Homeland Security (DHS).  

 Provide a brief overview of the mitigation programs used locally to reduce the chance that a 
defined hazard will affect the jurisdiction (e.g., moving facilities out of floodplain, install 
surveillance cameras), including short- and long-term strategies.  

 Identify potential prevention, preparedness, and mitigation strategies for high-risk targets.  

 Describe the procedures used to develop jurisdiction-specific protection plans, including critical 
infrastructure systems and facilities, transportation security, food chain, food and medical 
production/supply, and cyber security.  

 Describe the procedures used to educate and involve the public in the mitigation programs (e.g., 
public education programs, jurisdiction fundraisers for mitigation activities).  

 Describe the process and agencies used to develop mitigation plans and how these are 
coordinated with Local, State, Tribal, and Federal agencies/plans.  

 Planning Assumptions 
This section identifies what the planning team assumed to be facts for planning purposes in order to 
make it possible to execute the EOP.  

 

 Concept of Operations 

 Describe who has the authority to activate the plan (e.g., emergency management agency office, 
chief elected official, State official, fire/police chief).  

 Describe the process, templates, and individuals involved in issuing a declaration of emergency 
for a given hazard and how the declaration will be coordinated with neighboring jurisdictions and 
the State.  

 Describe how legal questions/issues are resolved as a result of preparedness, response, or 
recovery actions, including what liability protection is available to responders.  

 Describe the process by which the emergency management agency office coordinates with all 
appropriate agencies, boards, or divisions within the jurisdiction.  

 Describe how emergency plans take into account populations with functional needs and service 
or working animals.  

 Describe how emergency plans take into account companion and farm animal care (e.g., for 
functional-needs populations or agricultural education programs in jurisdictions).  

 Identify other response/support agency plans that directly support the implementation of this plan 
(e.g., hospital plans, facility plans).  
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CPG 101 Basic Plan Content Guide Checklist (Continued) 

 Organization and Assignment of Responsibilities 

 Describe how roles and responsibilities will be determined for unaffiliated volunteers and how to 
incorporate these individuals into the emergency operation.  

 Describe/identify what mutual aid and assistance agreements are in place for the quick activation 
and sharing of resources during an emergency. Examples of agreements that may exist include 
the following:  

 Agreements between response groups (e.g., fire and police, emergency medical/ambulance)  

 Agreements for additional resources/assistance between neighboring jurisdictions’ response 
forces (e.g., fire, police, EMS) 

 Agreements for providing and receiving additional resources through the Emergency 
Management Assistance Compact 

 Agreements for alert and notification and dissemination of emergency public information  

 Resource agreements (e.g., outside assistance, personnel, equipment)  

 Agreements between medical facilities inside and outside the jurisdiction (e.g., using facilities, 
accepting patients) 

 Evacuation agreements (e.g., use of buildings, restaurants, homes as shelters/lodging, 
relocation centers; transportation support), including agreements between jurisdictions for the 
acceptance of evacuees 

Note: Actual mutual aid and assistance agreements should not be included in the plan in their entirety. 
The EOP should only identify that the agreement exists and briefly summarize who is covered by the 
agreement, what goods or services are covered, and what limitations apply, if any.  

Note: Mutual aid and assistance may also be addressed separately in each section of the EOP if the 
jurisdiction believes that such placement will help to explain better how that mutual aid/assistance directly 
supports a specific procedure.  

 Describe how the jurisdiction maintains a current list of available National Incident Management 
System (NIMS) Typed Resources and Credentialed Personnel.  

 Describe how all tasked organizations maintain current notification rosters, standard operating 
procedures, and checklists to carry out their assigned tasks.  

 Provide a matrix that summarizes which tasked organizations have the primary lead versus a 
secondary support role for each defined response function.  

 Describe the jurisdiction’s policies regarding public safety enforcement actions required to 
maintain the public order during a crisis response, including teams of enforcement officers 
needed to handle persons who are disrupting the public order, violating laws, requiring 
quarantine, etc. 

 Direction, Control, and Coordination  
This section describes the framework for all direction, control, and coordination activities.  

 Identify who has tactical and operational control of response assets.  

 Discuss multijurisdictional coordination systems and processes used during an emergency.  
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CPG 101 Basic Plan Content Guide Checklist (Continued) 

 Information Collection and Dissemination  

 Identify intelligence position (e.g., fusion center liaison) requirements for the emergency 
operations center’s planning section.  

 Describe plans for coordination between the planning section and the jurisdiction’s fusion center.  

 Describe information dissemination methods (e.g., verbal, electronic, graphics) and protocols.  

 Describe critical information needs and collection priorities.  

 Describe long-term information collection and dissemination strategies.  

 Describe collaboration with the general public, to include sector-specific watch programs.  

 Communications  
This section describes the response organization-to-response organization communication protocols 
and coordination procedures used during emergencies and disasters.  

 Describe the framework for delivering communications support and how the jurisdiction’s 
communications integrate into the regional or national disaster communications network.  

 Identify and summarize separate interoperable communications plans.  

 Administration, Finance, and Logistics  
 

 Administration  
This section describes administrative procedures used during an emergency operation.   

 Documentation is an administrative process used by a jurisdiction to document the response to and 
recovery from a disaster. Note: This information can also be discussed for each emergency 
response function or for the specific hazards.  

 Describe the process and agencies used to document the actions taken during and after the 
emergency (e.g., incident and damage assessment, incident command logs, cost recovery).  

 Describe/summarize the reasons for documenting the actions taken during both the response 
and recovery phases of the disaster (e.g., create historical records, recover costs, address 
insurance needs, develop mitigation strategies).  

 Include copies of the reports that are required (e.g., cost recovery, damage assessment, 
incident critique, historical record).  

 Describe the agencies and procedures used to create a permanent historical record of the event 
(after-action report) and include information identifying the actions taken, resources expended, 
economic and human impacts, and lessons learned as a result of the disaster.  

After-action review is an administrative process used by the jurisdiction to review and discuss the 
response in order to identify strengths and weaknesses in the emergency management and 
response program.  

 Describe the reasons and need to conduct an after-action review (e.g., review actions taken, 
identify equipment shortcomings, improve operational readiness, highlight strengths/initiatives).  

 Describe the methods and agencies used to organize and conduct an after-action review of the 
disaster, including how recommendations are documented to improve readiness (e.g., change 
plans/procedures, acquire new or replace outdated resources, retrain personnel). 

 Describe the links and connections between the processes used to critique the response to an 
emergency/disaster and the processes used to document recommendations for the jurisdiction’s 
exercise program.  

 Describe how the jurisdiction ensures that the deficiencies and recommendations identified 
during an after-action review are corrected/completed. 
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CPG 101 Basic Plan Content Guide Checklist (Continued) 

Administration, Finance, and Logistics (Continued) 
 

 Finance  
This section describes finance procedures used to recover the costs incurred during an emergency 
operation.  

 Describe/identify the various programs that allow local political jurisdictions and their 
response/support agencies to recover their costs (e.g., Small Business Administration, FEMA 
Public Assistance Program).  

 Describe the procedures agencies follow to document the extraordinary costs incurred during 
response and recovery operations (e.g., personnel overtime, equipment used/expended, 
contracts initiated).  

 Describe/identify the programs and how the jurisdiction assists the general public to recover 
their costs and begin rebuilding (e.g., Small Business Administration, unemployment, workers’ 
compensation).  

 Describe the methods used to educate responders and local officials about the cost recovery 
process.  

 Describe the impact and role that insurance has in recovering costs (e.g., self-insured, 
participation in the National Flood Insurance Program, homeowner policies). 

Logistics  
This section describes the logistics and resource management mechanisms used to identify and 
acquire resources in advance of and during an emergency operation, especially to overcome gaps 
possibly identified in a capability assessment.  

 Describe/identify the procedures and agencies involved in using the existing hazard analysis 
and capability assessment to identify what resources are needed for a response to a defined 
hazard, including using past incident critiques to identify/procure additional resources.  

 Describe/identify the steps taken to overcome the jurisdiction’s identified resource shortfalls, 
including identifying the resources that are only available outside the jurisdiction (e.g., 
hazardous materials; water rescue; search and rescue teams; chemical, biological, radiological, 
nuclear, or high-yield explosive) and the procedures to request those resources.  

 Provide a brief summary statement about specialized equipment, facilities, personnel, and 
emergency response organizations currently available to respond to the defined hazards. Note: 
A tab to the plan or a separate resource manual should be used to list the types of resources 
available, amounts on hand, locations maintained, and any restrictions on use.  

 Describe the process used to identify private agencies/contractors that will support resource 
management issues (e.g., waste haulers, spill contractors, landfill operators). Identify existing 
memorandums of agreement or understanding and contingency contracts with these 
organizations. 
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 Plan Development and Maintenance  
This section describes the process used to regularly review and update the EOP.  

 Describe how this plan was coordinated with the EOPs from adjoining/intrastate regional 
jurisdictions to include local political subdivisions that develop their own EOPs in accordance with 
State statute.  

 Describe the process used to review and revise the plan each year or more often, if changes in 
the jurisdiction warrant (e.g., changes in administration or procedures, newly added 
resources/training, revised phone contacts or numbers). 

 Describe the responsibility of each organization/agency (governmental and nongovernmental) to 
review and submit changes to its respective portion(s) of the plan.  

 Identify/summarize to whom the plan is distributed, including whether it is shared with other 
jurisdictions. Include a plan distribution list. Note: This list can be included as a tab to the plan.  

 Describe/identify how or where the plan is made available to the public.  

 Summarize the process used to submit the plan for review, coordination, and/or evaluation by 
other jurisdictions/organizations.  

 Include a page to document when the changes are received and entered into the plan.  
 

 Authorities and References  

 Identify/describe the Local, State, and Federal laws that specifically apply to the development and 
implementation of this plan, including (but not limited to) the following:  

 Local and regional ordinances and statutes  

 State laws or revised code sections that apply to emergency management and homeland 
security 

 State administrative code sections that define roles, responsibilities, and operational 
procedures 

 State Attorney General Opinions 

 Federal regulations and standards (e.g., Stafford Act, FEMA Policy, Patriot Act, National Fire 
Protection Association 1600) 

 Identify/describe the reference manuals used to develop the plan and/or help prepare for and 
respond to disasters or emergencies, including (but not limited to) the following:  

 General planning tools 

 Technical references 

 Computer software 

 Identify/define the words, phrases, acronyms, and abbreviations that have special meanings with 
regard to emergency management and are used repeatedly in the plan.  
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Commonwealth of Virginia EOP (COVEOP)

COMPONENTS OF THE COMMONWEALTH OF VIRGINIA EMERGENCY OPERATIONS PLAN 
The Basic Plan uses an all-hazards approach to incident management. It describes the concepts and 
structures of response and recovery operations, identifies agencies and coordinating NGOs and PSPs 
with lead and support emergency management functions, and defines emergency preparedness, 
response, recovery, and mitigation responsibilities of local governments. The Basic Plan also includes 
the Governor’s Executive Order promulgating the COVEOP and the Record of Changes section to 
document updates made between promulgation years and approved by the Governor or State 
Coordinator, as appropriate. There are seventeen (17) Emergency Support Function Annexes, five (5) 
Support Annexes, and seven (7) Hazard Specific Annexes to the Basic Plan. 

Emergency Support Functions (ESFs) Annexes provide the structure for state coordinated emergency 
operations in support of affected local governments, individuals, and businesses. The annexes identify 
lead and supporting agencies, NGOs and PSPs, and explain in general terms how the Commonwealth will 
organize and implement support functions. Agencies, NGOs, or PSPs are assigned to lead or support the 
ESFs based on authorities, resources, and capabilities. 

Support Annexes address those functions that may be applicable to every type of incident and provide 
support for all ESFs. They describe the framework through which state agencies, NGOs, and PSPs 
coordinate and execute the common functional processes and administrative requirements necessary to 
ensure efficient and effective incident management. 

Hazard Specific Annexes address contingency or hazard situations requiring specialized response and 
recovery procedures. They describe policies, situations, concepts of operations and responsibilities 
pertinent to incidents such as radiological emergencies, hurricanes, public health threats like pandemic 
influenza, terrorism incidents, technological hazards, and large-scale hazardous-materials incidents.

 

Key Points 

 
COMPONENTS OF THE COMMONWEALTH OF VIRGINIA EMERGENCY OPERATIONS 
PLAN  
The Basic Plan uses an all-hazards approach to incident management. It describes the 
concepts and structures of response and recovery operations, identifies agencies and 
coordinating NGOs and PSPs with lead and support emergency management functions, 
and defines emergency preparedness, response, recovery, and mitigation 
responsibilities of local governments. The Basic Plan also includes the Governor’s 
Executive Order promulgating the COVEOP and the Record of Changes section to 
document updates made between promulgation years and approved by the Governor or 
State Coordinator, as appropriate. There are seventeen (17) Emergency Support Function 
Annexes, five (5) Support Annexes, and seven (7) Hazard Specific Annexes to the Basic 
Plan.  
 
Emergency Support Functions (ESFs) Annexes provide the structure for state 
coordinated emergency operations in support of affected local governments, individuals, 
and businesses. The annexes identify lead and supporting agencies, NGOs and PSPs, 
and explain in general terms how the Commonwealth will organize and implement 
support functions. Agencies, NGOs, or PSPs are assigned to lead or support the ESFs 
based on authorities, resources, and capabilities.  
 
Support Annexes address those functions that may be applicable to every type of 
incident and provide support for all ESFs. They describe the framework through which 
state agencies, NGOs, and PSPs coordinate and execute the common functional 
processes and administrative requirements necessary to ensure efficient and effective 
incident management.  
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Hazard Specific Annexes address contingency or hazard situations requiring specialized 
response and recovery procedures. They describe policies, situations, concepts of 
operations and responsibilities pertinent to incidents such as radiological emergencies, 
hurricanes, public health threats like pandemic influenza, terrorism incidents, 
technological hazards, and large-scale hazardous-materials incidents.  
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 Keep the language simple and 

clear

 Summarize important information 

with visual aids

 Avoid jargon; minimize use of 

acronyms

 Use short sentences and active 

voice

 Provide detail without speculation  

 Format the plan for ease of use

Tips for Writing the Plan

 

Key Points 

Writing the plan is the easy part, but there are several basic rules to keep in mind. 

 Keep the language simple and clear. 

 Summarize important information with visual aids (e.g., checklists, maps, flowcharts, etc.). 

 Avoid using jargon and minimize the use of acronyms. 

 Use short sentences and the active voice. 

 Provide enough detail for easy recognition of a situation without speculation. The greater the 
level of certainty, the more detail should be provided. 

 Format the plan for ease of use. 
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Module 17: Mission Area: Response

Regular review cycle + review after key events:

 Changes in operational resources

 Formal update of planning guidance or 

standards

 Change in elected or appointed officials

 Plan activation or major exercise

 Change in jurisdiction’s demographics or 

threat/hazard profile

 Enactment of new or amended laws, 

ordinances, or codes

Review Cycle (Virginia Law x 4 years)

 

Key Points 

Planning teams should establish a recurring process for reviewing and revising the plan. For 
example, each component of the plan should be reviewed and revised every year or, at a 
minimum, once every two years.  

Teams should also consider reviewing and updating the plan after the following events. 

Regular review cycle + review after key events: 

 Changes in operational resources  

 A formal update of planning guidance or standards 

 A change in elected or appointed officials 

 A plan activation or major exercise  

 A change in the jurisdiction’s demographics or threat/hazard profile  

 The enactment of new or amended laws, ordinances, or codes 
 

The Code of Virginia requires each locality to update their EOP once 
every four years and have it reviewed and accepted by the Virginia 
Department of Emergency Management.  The governing body of the 
locality must adopt the revision by passing a local ordinance. 
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Instructions:

1. In your IAW, answer the 

questions relating to 

emergency operations 

planning in your 

jurisdiction.

Activity 17.4 – Emergency Operations Planning

 

Key Points 

Instructions: 
1. In your IAW, answer the questions relating to emergency operations planning in your 

jurisdiction. 
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Incident

Planning

 

Key Points 

Next, we’ll take a look at incident planning. 

The Incident Command System (ICS) emphasizes orderly and systematic planning. The 
incident planning process allows the organization to divide incident objectives into tactical 
assignments for specific operational periods. 

The planning process is an integral part of ICS. It provides a formalized mechanism to maintain 
a big-picture approach to incident management and supports incident safety, effective resource 
management, and the achievement of manageable objectives. It is a collaborative process that 
includes both the emergency operations center (EOC) and Incident Command, to ensure that all 
key issues are addressed. 
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Focuses on coordination 

objectives; for example: 

 Coordinating information

 Coordinating resources

 Coordinating public 

information

 Coordinating policy 

decisions

EOC Action Plan

Focuses on tactical 

objectives; for example: 

 Rescuing trapped persons

 Establishing perimeter 

control

 Extinguishing fires

 Providing emergency food 

and shelter

 Collecting evidence

Incident Action Plan

Command vs. Coordination Plans

 

Alt text 
Command vs. Coordination Plans 

Incident Action Plan 

Focuses on tactical objectives; for example:  

 Rescuing trapped persons 

 Establishing perimeter control 

 Extinguishing fires 

 Providing emergency food and shelter 

 Collecting evidence 

EOC Action Plan 
Focuses on coordination objectives; for example:  

 Coordinating information 

 Coordinating resources 

 Coordinating public information 

 Coordinating policy decisions 

Key Points 

EOCs develop coordination plans to support the achievement of the objectives identified in the 
Incident Action Plan.   

The following table presents a comparison of the types of plans: 
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Incident Action Plan EOC Action Plan 

Focuses on the achievement of tactical 
objectives, for example:  

 Rescuing trapped persons 

 Establishing perimeter control 

 Extinguishing fires 

 Providing emergency food and shelter 

 Collecting evidence 

Focuses on the achievement of coordination 
objectives, for example:  

 Coordinating information 

 Coordinating resources 

 Coordinating public information 

 Coordinating policy decisions  

 

The tactical objectives and resource needs identified in the Incident Action Plan serve as the 
basis for the EOC Action Plan. On longer incidents, the operational periods and planning cycles 
must be developed in coordination between the Incident Commander and EOC manager. In 
addition, the EOC manager must be aware of the operational period established at the scene so 
that he or she can provide trend information, forecasts, or other relevant information when 
tactical objectives are being established. 
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 Enhances safety and reduces risk

 Communicates objectives and assignments

 Identifies needed resources

 Facilitates communications and problem 

solving

 Allows EOC managers and Incident 

Commanders to evaluate progress and make 

needed changes

 Documents actions taken and resources used

Benefits of Effective Incident Planning

 

Key Points 

The incident planning process provides the following benefits: 

 Enhances safety and reduces risk 

 Communicates objectives and assignments 

 Identifies needed resources 

 Facilitates communications and problem solving 

 Allows EOC Managers and Incident Commanders to evaluate progress and make needed 
changes 

 Documents actions taken and resources used 
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Do you think an effective planning process was used?

An Effective Planning Process?

 

Key Points 

Watch the video (no sound included).   

Discussion Question: Do you think an effective planning process was used? 

Discussion Question: What were the likely points of failure in the planning process? 
What was needed? 
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 Collaborative approaches for 

achieving the objectives

 Achievable within 

the time period

 Feasible using 

available resources

 Adaptable to 

changing conditions

 Designed to reduce risks

Results of Effective Planning

 

Key Points 

When an effective incident action planning process is used, the resulting plans are: 

 Collaborative approaches for achieving the objectives. Complex problems may require 
collaboration among personnel with varying types of expertise. The failure to consult 
technical experts during a critical incident can lead to devastating consequences. 

 Achievable within the time period. Plans should have a set time for achieving the 
objectives. The objectives used should be achievable in the time covered by the plan. 

 Feasible using available resources. Plans should consider the resources that can be 
deployed to the scene. The planning process should identify the additional resources that 
will be needed. The operations center can help locate and deploy the resources. However, 
the plan must consider the likelihood that the resources will not arrive in time to implement 
the tactics. 

 Adaptable to changing conditions. Plans should consider backup strategies if the 
conditions change or resources are not available. The most effective plans consider the 
worst-case scenarios and have additional strategies if the conditions change. 

 Designed to reduce risks. Plans should consider the risks and develop strategies to 
reduce the potential risks.   
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 5 August 2010: 

33 miners trapped 

under the Earth at a 

depth of 700 meters

 13 October 2010: 

All miners rescued

Case Study: Chilean Mine Rescue Plan

 

Key Points 

An extensive planning process guided the rescue effort for Chilean miners trapped underground 
after a mine collapse. On 5 August 2010, a cave-in occurred at a copper mine near Copiapó, 
Chile. The accident trapped 33 miners 700 meters underground. All 33 miners were rescued 69 
days later, on 13 October 2010. 

The Chilean government, the mine owners, engineers, and international experts worked 
together to rescue the miners. The willingness to work together motivated creative problem-
solving. The rescue operation focused on the smallest details of the plan, from the construction 
of the rescue capsule to the monitoring of each miner’s health. The government’s careful 
planning conveyed both competence and caring. 
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Chilean Mine Rescue Plan: Objectives

 

Alt text 
Chilean Mine Rescue Plan: Objectives 

Immediate objectives: 

 Excavate the borehole 

 Design and construct the rescue capsule 

 Keep miners healthy 

 Manage media and family needs 

Future objectives: 

 Prepare for exiting mine 

 Provide support at the surface 

A diagram of the Chilean Mine showing where the trapped miners are.  The diagram also shows 
where the ventilation shaft is and the borehole. 

Key Points 

Immediate objectives were to: 

 Excavate the borehole.  

Percussion drills were used to make eight exploratory boreholes about 16 centimeters (6.3 
in.) wide to find the miners. The rescue effort was complicated by the fact that the maps of 
the mine shafts were out of date and by several boreholes drifting off-target because of the 
extreme drilling depth and the hard rock. On 19 August, the 14th day of the rescue 
operation, one of the probes reached a space where the miners were believed to be trapped 
but found no signs of life. On 22 August, the eighth borehole reached the emergency shelter 
room where the miners had taken refuge. The miners attached a note to the drill head 
indicating they were alive. 
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CASE STUDY: CHILEAN MINE 

Visual 17.3.24 (Continued) 

Plans were begun to rescue the miners using a capsule through a borehole. Three drilling 
strategies were implemented concurrently. On 9 October, the Plan B strategy reached the 
miners. 

Work began on the installation of steel pipes to prevent loose rocks from jamming the 
capsule. A concrete platform for the winching rig was designed, and the winching system 
was assembled and tested. 

 Design and construct the rescue capsule.  

The rescue capsule was designed with assistance from the U.S. National Aeronautics and 
Space Administration. The rescue capsule was equipped with retractable wheels to allow for 
a smoother ride to the surface, an oxygen supply, lighting, video and voice communications, 
a reinforced roof to protect against rock falls, and an escape hatch with a safety device to 
allow the miner to lower himself back down if the capsule became stuck.  

The high-strength cable that held the capsule was from Germany. The fiber optic 
communications cable was from Japan. 

 Keep miners healthy.  

A team of doctors and engineers recommended that Chilean authorities regulate the day-
and-night sleep patterns of the miners, boost their Vitamin D intake, and phase in an 
exercise program as their nutrition improved.  

Regulating the time at which the miners ate and regulating their exercise were important. An 
exercise regimen for the miners was implemented because each miner had to have a 
waistline of no more than 35 inches to ensure that he was able to fit in the capsule. 

The miners got support from a group of Uruguayan former rugby players who survived more 
than two months of isolation in the Andes waiting to be rescued after a plane crash.  

 Manage media and family needs.  

The government managed expectations about the timing and potential outcome of the 
rescue. The initial time estimates were that the miners might be out by the end of December. 
By not being overly optimistic, the rescue succeeded beyond all hopes and made authorities 
look competent in the process. 

Relatives formed a tent city called Campamento Esperanza (Camp Hope). This 
encampment continued to expand as friends and relatives, additional rescue and 
construction workers, and members of the media gathered at the site. Government ministers 
held regular briefings for the families and journalists at the camp.  

As the families became more organized, the government took steps to attend to their needs. 
The government provided a more private area for the relatives. Support services and 
infrastructure were added, such as a kitchen, canteen area, sanitary facilities, and security. 
Even a schoolhouse and children’s areas were added, and volunteers worked to help feed 
the families. Organizations provided emotional and spiritual comfort to the families. Police 
and soldiers were brought in from Santiago to help maintain order and security. 

The Incident Command staff involved in the rescue operation also had to consider future 
objectives and resource needs. The incident did not end when the miners were brought to the 
surface. The future objectives included: 

 Prepare for exiting the mine.  
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Visual 17.3.24 (Continued) 

 
o Exit order. The miners were classified into three main groups: 

 The first ones to be rescued were those more skilled and in the best physical 
condition. In case of any problems with the rescue capsule, they would be capable of 
an unaided escape or be able to communicate clearly with the rescue team on the 
surface.  

 The second group included miners with medical problems, older men, and those with 
psychological issues.  

 The final group comprised the most mentally tough, as they had to be able to endure 
the anxiety of the wait. 

o Medical care. Six hours before each miner was scheduled to be rescued, he switched to 
a purely liquid diet, rich in sugars, minerals, and potassium. Miners also used a girdle 
around the waist to maintain stable blood pressure and took an aspirin to prevent the 
formation of blood clots. During the ascent in the rescue capsule, each miner wore a 
moisture-resistant track coverall and sunglasses to avoid retinal damage from initial 
exposure to sunlight and other harsh lighting. 

 Provide support upon arrival at the surface. 

When the capsule surfaced, a doctor first checked the miner’s alertness. Then, the miner 
was helped out of the capsule and was immediately reunited with a maximum of three next-
of-kin. The miner was taken to a field hospital for triage, then to an office building for family 
reunions, and finally to a hospital for a 24–48-hour period of medical observation. 
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Activity 17.5 – Chilean Mine Rescue Plan

 

Alt text 
Activity 17.5 – Chilean Mine Rescue Plan 

Instructions: 

1. Review the case study 

2. Answer the questions in the Student Manual about:  

 Planning roles and challenges 

 Planning approach 

 Reasons for success—lessons learned 

3. Select a spokesperson to report back to the group 

A diagram of a the Chilean mine rescue plan 

Key Points 

Instructions: 
1. Review the case study information.  
2. Discuss the following questions and be ready to report back in 10 minutes. 

Questions: 

1. What do you think were the planning roles of the on-site commander and the off-site 
support managers? What were the greatest challenges they each faced? 
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2. What were the benefits of using the collaborative approach in planning the rescue? 

3. Why do you think the rescue plan succeeded? What are the lessons learned that you 
can apply to your planning efforts? 
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Key Points 

An effective Incident Action Plan includes the following: 

 Event status. The plan should describe the current status of the incident response and the 
conditions affecting the response. 

 Objectives. The plan should include detailed objectives for the upcoming operational 
period. Listing the incident objectives: 
o Communicates what will be achieved during the operational period 
o Allows commanders to measure progress 

 Site map. An incident site map may be a hand-drawn sketch of the area or a printed map 
created using geographic information system data. Items typically shown on an incident site 
map include: 
o Hazards 
o Restricted areas 
o Roads in incident area 
o Work locations 
o Locations of incident facilities 

 Communications. The plan may also include a communications plan that encompasses: 
o Procedures responders use to communicate with one another 
o Information on how to contact key personnel  
o Assignment of radio frequencies 



 

Module 17: Mission Area: Response 
Page 17.3.42 Student Manual – Virginia Edition June 2017 
 
 

INCIDENT ACTION PLAN COMPONENTS 

Visual 17.3.27 

Visual 17.3.27

Module 17: Mission Area: Response

Resources Assignments Safety

Incident Action Plan Contents (2 of 2)

 

Key Points 

An effective Incident Action Plan also includes: 

 Resources. The plan should anticipate resource needs for the upcoming operational 
periods. Anticipating resource needs allows the off-site operations center time to identify 
suitable resources and provide any support necessary for those resources. Identified 
resource needs should consider: 
o Current responders’ need to rest or be released for different assignments 

 Resources available for assignment 
Assignments. One of the most important sections of the plan is the incident assignments. 
The plan should provide detailed information on the organizational structure, designation of 
supervisors, and tactical assignments for each group or team of operations personnel, 
including:  
o Work location 

 Work assignments 
Safety. The plan can also include messages from the Safety Officer or Incident Command 
on safety concerns related to the tactics and resources being deployed, such as: 
o Risks such as weather conditions, special hazard areas, or incident stress 
o Protective measures for identified risks 
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Alt text 
Incident vs. EOC Objectives 
Incident Examples 

 To rescue trapped victims 

 To establish shelters 

 To create a perimeter 

 To establish traffic controls  

 To inspect buildings and bridges for damage 
EOC Examples 

 To issue alerts and warnings 

 To prioritize response for populated impacted areas 

 To locate critical resources 

 To coordinate releases of information to the  media 

Key Points 

The most important part of the planning process is the development of objectives.   

 Incident Action Plan. The objectives in an Incident Action Plan will focus on tactics. 

 EOC Plan. The objectives in an EOC Plan will focus on support and coordination. 

Whenever possible, objectives should be S M A R T: 

S Specific 

M Measurable 

A Achievable  

R Realistic 

T Time-Bound 
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Key Points 

Although EOC forms are not standardized, several of the ICS forms may be used in the EOC. In 
addition to the Incident Briefing Form, other commonly used ICS forms include: 

 ICS Form 204, Assignment List 

 ICS Form 211, Check-In List 

 ICS Form 213, General Message 

 ICS Form 214, Unit Log 

Current versions of these and other ICS forms can be found on the NIMS Resource Center 
online. 

   

https://www.fema.gov/national-incident-management-system
https://www.fema.gov/national-incident-management-system
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Incident Briefing

 

Key Points 

To maintain situational awareness and a common operating picture, the Incident Command 
Post and the EOC regularly brief each other. The Incident Briefing Form (ICS Form 201) is an 
eight-part form that provides an Incident Command/Unified Command with status information 
that can be used for briefing incoming resources, an incoming Incident Commander or team, or 
an immediate supervisor. This form may also be useful for the EOC manager when conducting 
briefings.   

The basic information on the briefing form includes: 

 Incident situation (map, significant events) 

 Incident objectives 

 Summary of current actions 

 Status of resources assigned or ordered for the incident or event 

Occasionally, ICS Form 201 serves as the initial Incident Action Plan until a Planning Section 
has been established and generates an IAP at the direction of the Incident Commander. 

The ICS Form 201 is also suitable for briefing individuals newly assigned to the Command and 
General Staffs. 

An example of a completed Incident Briefing Form is provided on the following pages. 
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Sample ICS Form 201 

 
Items 1 through 3: Identification Information 

Item 4: Map Sketch 
 

 
Source link.  

https://training.fema.gov/emiweb/is/icsresource/icsforms.htm
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Sample ICS Form 201 

 
Item 5: Organization Chart 

 

5. Current Organization 

 

 

 

 

Page 2 of 3 Prepared by (name/position)  
  

Incident Commander 

Cpt. Jerry Johnson 

PIO 

Lt. Dave Hanson 
Safety Officer 

Lt. Tony Silva 

Officer Helger 

Officer Cargill 

Outer Perimeter  

Div. A  

Officer Sandy Smith 

Officer DeFrance 

Officer Mason 

Officer Candalera 

Officer Parker 

Officer Vincennes 

Entry Team 

Lt. Silva 

Arrest Strike Team 

Sgt. Formosa 

Inner Perimeter Strike 

Team  

Sgt. Williams 

SWAT Group 

Sgt. Nelson 

Operations Section Chief 

Lt. Craig Walker 
Planning Section Chief 

Sgt. Mike Ferrar 

Hostage Negotiation 

Group  

Sgt. Allen Franklin 

Staging Area Manager 

Wilkins 

ALS Ambulance #5 
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INCIDENT BRIEFING 

Sample ICS Form 201 

Item 6: Resources On Scene and Ordered 
Item 7 Status, Incident Objectives, and Current Actions/History 

6. Resources Summary 
 

Resources Ordered Resource Identification ETA On Scene Location/Assignment 

Incident Commander Cpt. Johnson GPD  X ICP-Fire Station 10895 W Emerald 

Public Info Officer Lt. Dave Hanson  X ICP 

Safety Officer Lt. Silva GPD  X ICP 

Operations SC Lt. Craig Walker GPD  X ICP 

SWAT GPD SWAT – Sgt. Nelson  X SWAT Staging - Fire Station 10895 W Emerald 

Hostage Negotiation 

Group 

Negotiation Group – 

Franklin 

 X ICP 

ALS Ambulance ALS #5  X Staging Fire Station 10895 W Emerald 

Staging Area Manager Lt. Ralph Wilkins GPD  X Staging 

Planning SC Sgt. Mike Ferrar GPD  X ICP 

Division Supervisor Officer Smith GPD  X Division A Supervisor OP1 

Officer Officer Helger GPD  X Division A  OP2 

Officer Officer DeFrance GPD  X Division A  OP3 

Officer Officer Cargill GPD  X Division A  OP4 

Officer Officer Mason GPD  X Division A  OP5 
 

7. Summary of Current Actions 

Status: Houses inside the outer perimeter have been evacuated, and neighbors interviewed. Outer perimeter 

secured. Inner perimeter sniper/observers stationed (residents have signed agreements allowing SWAT to use 

houses as observation platforms). SWAT Group developing tactical plan. Ambulance and paramedics in staging. 

Dispatch updated. Lifeflight placed on standby. Negotiation Group is interviewing a friend of the girlfriend 

(hostage) and awaiting arrival of subject’s parents. Contact has not been established with the subject. Power and 

gas companies have been notified; representatives are en route.Initial Objectives: 

1 Evacuate houses within the outer perimeter by 1500. 

2 Secure outer perimeter from foot and vehicular traffic by 1500. 

3 Secure inner perimeter so that subject is not able to escape armed by 1500. 

4 Open negotiation with subject for release of hostage and peaceful surrender by 1600. 

5 Prepare tactical entry contingency plan by 1630. 

Subject Profile/Incident History: Ken Williams, 1015 Mesquite Street, (wm, 6'2", 190 lbs. brown/brown DOB 

4/27/87) is a high school dropout whose girlfriend, Andrea Hillerman, recently broke up with him. Marsha 

Anderson (a friend of the girl) has told hostage negotiators that the reason for the breakup was that he was 

physically abusive to her. Andrea had gone to his parents’ house, where he lives with his mother and father, to 

retrieve some of her belongings. No one else was home. Once inside, he took her hostage. She managed to call 911 

on her cell phone and reported that he had “lots of guns and bomb stuff” and was threatening to kill himself and 

her. The call was broken off, and police have been unable to establish contact with her. Williams has no prior police 

record. 
 

Page 3 of 3  
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Operational Period Briefing

 

Key Points 

An operational period briefing provides staff with information about the incident situation and the 
resources allocated to the incident. Operational period (O-period) briefings are very similar for 
the Incident Command (may be referred to as a shift briefing) and the EOC. The briefing: 

 Is conducted at the beginning of each operational period 

 Should be informative but concise 

 Presents the plan to supervisors of tactical resources 

The briefing should present: 

 Incident status (scope, changing conditions, etc.) 

 Objectives accomplished 

 Updated incident objectives 

 New assignments 

 Communications procedures 

 Logistical support available 

 Additional threats, hazards, and safety messages 

Discussion Question: Why is it important to synchronize the Incident Command and EOC 
operational period briefings?  
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Activity 17.6 – Incident Action Plan Review

 

Key Points 

Instructions:   
1. Review the sample ICS 201 form on the following pages. 
2. Answer the questions provided. 
3. Select a spokesperson and be prepared to present your work in 10 minutes. 

Questions: 
1. How would the EOC use the information provided on the ICS form? 
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2. Is there enough information for situational awareness, and the ability to operate 
an EOC? 

3. What information is missing? Where would you go to get this information? 
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Visual 17.3.32 (Continued) 

Sample Incident Action Plan 

Incident Support 
Objectives 

1. Incident Name 

Central City Flood 

2. Date Prepared 

7/28/2011 

3. Time Prepared 

03:30 

 

4. Operational Period (Date and Time) 7/29/2011  06:00 

5. Current Status 

 Nursing home evacuation proceeding slowly. EMS is strapped between the evacuation and 

normal calls for service. 

 Public Works monitoring water intake at the Treatment Plant for signs of chemical 

contamination. None detected as yet. 

 DPW reports water levels reaching 2-3 feet deep in many locations in floodplain. 

 DPW sandbagged around WWTP. Currently no impact to plant operations. 

 Sandbag supplies starting to run low as public continues to request additional bags. 

 ARC Shelters are activated. Salvation Army feeding responders at Fire Station #1. 

6. Objectives for Incident Support 

 Coordinate with nongovernmental organizations to arrange shelter capability for up to 200 

residents within 24 hours. 

 Conduct an assessment to identify unmet needs of evacuated residents within the next 3 

hours. 

 Activate a call-in center to respond to inquiries about disaster services and family 

reunification within 2 hours. 

 Deliver food and water response personnel to the staging area. 

 Request the deployment of a liaison officer from law enforcement officials to the EOC. 

 Develop materials and talking points for media briefing scheduled for 12:00 at the Joint 

Information Center.  

7. Weather Forecast for Operational Period 

Continued rain for the next 24-48 hours.  
Wind out of the southwest at 3-5 mph with a high of 78 degrees. 

8. General Safety Message 

If personnel are required to leave the EOC for any reason, they must keep good situational 
awareness, and stay out of floodwaters and well clear of all downed wires. 

9. Attachments: Incident Map, EOC Assignment List, Organizational Structure, Communications 
Plan 

 

10. Prepared by (PS) 

Kim Seward 

11. Approved by (EOC Manager) 

Bill Roxo 
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Incident Map 
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Unit Summary

 

Key Points 

In this unit, the following key points were presented:  

 CPG 101 provides a process for developing emergency operations plans. 

 Effective operational planning results in plans that are collaborative, achievable, feasible, 
adaptable, and designed to reduce risks.  

 An EOC Action Plan identifies support objectives for helping achieve the tactical objectives 
in the Incident Action Plan. 

 An operational period briefing provides staff with information about the incident situation and 
the resources allocated to the incident. 

The next unit covers resource management.  
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Key Points 

This unit introduces resource management as described in the National Incident Management 
System (NIMS), and shows how systems for managing resources can be used to improve 
incident response. 

The unit covers two main topics: planning for resource management and managing resources 
during an incident. 
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Visual 17.4.2 

 

Key Points 

NIMS defines resource management as a system for identifying available resources at all 
jurisdictional levels to enable timely, efficient, and unimpeded access to resources needed to 
prepare for, respond to, or recover from an incident.  

Resources include: 

 Personnel 

 Equipment 

 Supplies 

 Facilities 
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PLANNING FOR RESOURCE MANAGEMENT 

Visual 17.4.3 

 

Key Points 

Part of resource management occurs before an incident occurs. Prior to an incident, resources 
are inventoried and categorized by kind and type, including their size, capacity, capability, skills, 
and other characteristics. In addition, training and exercises are conducted to ensure that 
resources will be ready to respond. 
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Key Points 

During an incident, getting the right resources to the right place at the right time depends on 
having done effective planning upfront.   

NIMS establishes a standardized approach for resource management, based on: 

 Consistency 

 Standardization 

 Coordination 

 Use 

 Information management 

 Credentialing 



Unit 4. Resource Management 

 

Module 17: Mission Area: Response 
June 2017 Student Manual – Virginia Edition Page 17.4.5 

NIMS RESOURCE MANAGEMENT CONCEPTS 
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Key Points 

Resource management provides a consistent method for identifying, acquiring, allocating, and 
tracking resources. 
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Key Points 

Resource management includes standardized systems for classifying resources to improve the 
effectiveness of mutual aid and other assistance agreements. 
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Key Points 

Resource management includes coordination to facilitate the integration of resources for 
optimal benefit. 

The multiagency coordination system is responsible for coordinating support to the incident(s). 
This may include prioritizing incidents for the purpose of allocating scarce resources, mobilizing 
resources, ensuring interagency and interjurisdictional coordination, and making policy 
decisions to support incidents (but not decisions reserved for the Command functions). 
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Key Points 

Resource management planning efforts incorporate use of all available resources from all levels 
of government, nongovernmental organizations, and the private sector, where appropriate. 
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Key Points 

Effective resource management depends on the thorough integration of communications and 
information management elements into resource management organizations, processes, 
technologies, and decision support. 

In a later module, we will discuss technologies such as emergency management software that 
can be used to manage information. 

(Source: NIMS) 
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Key Points 

A critical element of NIMS preparedness is the use of national standards that allow for common 
or compatible structures for the qualification, licensure, and certification of emergency 
management/response personnel. Standards: 

 Help to ensure that personnel possess the minimum knowledge, skills, and experience 
necessary to execute incident management and emergency response activities safely and 
effectively 

 Typically include training, experience, credentialing, validation, and physical and medical 
fitness 

Note that the baseline criteria for voluntary credentialing will be established by the National 
Integration Center.  



Unit 4. Resource Management 

 

Module 17: Mission Area: Response 
June 2017 Student Manual – Virginia Edition Page 17.4.11 

NIMS RESOURCE MANAGEMENT CONCEPTS 

Visual 17.4.11 

 

Key Points 

We all count on having the right tools to do the job. Being able to certify equipment is a critical 
component of preparedness. Equipment certification: 

 Helps to ensure that the equipment acquired will perform to certain standards (as 
designated by organizations such as the National Fire Protection Association or National 
Institute of Standards and Technology) 

 Supports planning and rapid fulfillment of needs based on a common understanding of the 
capabilities of distinct types of equipment 
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Key Points 

Discussion Question: How do you coordinate your jurisdiction’s resource management 
policies, procedures, and inventories?   
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Key Points 

Resource management policies, procedures, and inventories should be documented in the 
jurisdiction’s emergency operations plan.  

Planning processes should include: 

o Identifying resource needs based on the threats and vulnerabilities  
o Developing alternative strategies to obtain needed resources 
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Key Points 

The resource management planning process is based on five steps: 

 Step 1: Identify associated risks and consequences 

 Step 2: Project resource needs 

 Step 3: Identify potential sources 

 Step 4: Review procedures 

 Step 5: Maintain resource inventory 

Each of these steps will be described on the following visuals.  
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Visual 17.4.15 

 

Key Points 

Discussion Question: Why review the existing risk assessment as part of resource 
management planning?
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Visual 17.4.16 

 

Key Points 

You have already done your hazard analysis, as discussed in the previous unit. This 
risk/vulnerability analysis also is vital for resource management purposes. Next you need to 
determine how the identified risks impact your resource needs. 
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Key Points 

After analyzing the risks, determine the resources needed to manage incidents. Some 
resources will be specific to only one risk or consequence. Others may be useful for multiple 
risks or consequences. 

Reviewing case histories or interviewing managers of similar incidents can be helpful when 
researching infrequent or unfamiliar incidents. Sometimes needed resources are not 
immediately apparent. 

Another overlooked or underestimated category is the needs of particular religious and ethnic 
groups, such as those with special dietary requirements or non-English-speaking populations. 
Community-based organizations are a valuable resource for meeting the needs of these groups. 



Unit 4. Resource Management  

 

Module 17: Mission Area: Response 
Page 17.4.18 Student Manual – Virginia Edition June 2017 

STEP 2: PROJECT RESOURCE NEEDS 

Visual 17.4.18 

 

Key Points 

Resources are categorized into seven general groupings, described in the table below. 

Resource 
Grouping 

 

Description 

Personnel Includes Incident Command System “overhead” or management staff, 
technical specialists, EOC staff, operations staff, etc. 
 

Facilities Includes office space, shelters, warehouses, etc. 
 

Equipment   Refers to pieces of equipment, with or without the personnel needed to 
operate them. 
 

Vehicles Includes automobiles, buses, etc. 

Teams   Refers to groups of specially trained and equipped personnel, including 
needed equipment and supplies. 
 

Aircraft   
 

Includes surveillance platforms, medevac, or cargo configurations. 

Supplies  Can span an enormous range from potable water to plywood. It is 
impossible to develop and maintain complete lists. A more efficient way 
to plan is to develop and maintain a current list of suppliers with 
comprehensive inventories. 
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Key Points 

Resource typing is categorizing, by capability, the resources requested, deployed, and used in 
incidents. Measurable standards identifying resource capabilities and performance levels serve 
as the basis for categories. Resource users at all levels use these standards to identify and 
inventory resources.  

 Category is the function for which a resource would be most useful (e.g., transportation, 
communications, or mass care). 

 Kind refers to broad classes that characterize like resources, such as teams, personnel, 
equipment, supplies, vehicles, and aircraft. Kind may be divided into subcategories to define 
more precisely the capabilities needed to meet specific requirements. 

 Type refers to the level of resource capability (e.g., Type 1, Type 2) of the same resource, 
indicating relative power, size, capacity, etc. 



Unit 4. Resource Management  

 

Module 17: Mission Area: Response 
Page 17.4.20 Student Manual – Virginia Edition June 2017 

STEP 3: IDENTIFY POTENTIAL SOURCES 

Visual 17.4.20 

 

Key Points 

Resources come from a variety of sources: 

 Jurisdiction resources 

 Mutual aid and assistance 

 Other levels of government 

 Volunteer organizations 

 Private-sector sources 

 Donations 
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Key Points 

Discussion Question: What sources does your jurisdiction have for acquiring resources?   
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Key Points 

 Responses to a disaster or other event are usually initiated at the Local level, with 
neighboring jurisdictions coming to each other’s aid when needed. If the scope of an event 
or disaster is beyond the capabilities of a County or other Local area, the Local jurisdiction 
may call on mutual aid and assistance resources.  

 Mutual aid and assistance agreements provide a mechanism to obtain emergency 
assistance quickly in the form of personnel, equipment, materials, and other associated 
services. 

 NIMS encourages: 

o Jurisdictions to enter into mutual aid and assistance agreements with other jurisdictions 
and/or organizations from which they expect to receive, or to which they expect to 
provide, assistance 

o States to participate in interstate compacts and to consider establishing intrastate 
agreements that encompass all Local jurisdictions 

 Agreements among all parties providing or requesting resources help to enable effective 
and efficient resource management during incident operations.  
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Key Points 

There are several types of mutual aid and assistance agreements, including: 

 Automatic Mutual Aid: A basic contract or informal agreement that permits the automatic 
dispatch and response of requested resources without incident-specific approvals  

 Local Mutual Aid: An agreement between neighboring jurisdictions that involves a formal 
request for assistance. Local mutual aid and assistance agreements cover a larger 
geographic area than automatic mutual aid 

 Regional Mutual Aid: A regional mutual aid and assistance agreement among multiple 
jurisdictions within a State  

 Intrastate Mutual Aid: An agreement, often coordinated through the State, that 
incorporates State and Local government and nongovernmental assets. Example: 

o NEMA’s Model Intrastate Mutual Aid Legislation: 

 Interstate Mutual Aid: State-to-State mutual aid agreements. Example: 

o Emergency Management Assistance Compact (EMAC) Intrastate Mutual Aid Legislation: 

 

http://www.emacweb.org/index.php?option=com_content&view=article&id=82&Itemid=60
http://www.emacweb.org/index.php?option=com_content&view=article&id=155&Itemid=271
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Alt text 
State Assistance to Local Governments 

When an incident exceeds Local capabilities, the State: 

 Provides the majority of the external assistance to Local jurisdictions 

 May request assistance from other States 

 Can activate National Guard resources 

A tribal firefighter 

Key Points 

States provide the majority of the external assistance to Local jurisdictions. The State is the 
gateway to several government programs that help communities prepare.  

When an incident grows beyond the capability of a Local jurisdiction, and responders cannot 
meet the needs with mutual aid and assistance resources, the local Emergency Manager 
contacts the State.  

Immediate State Response Activities 

Upon receiving a request for assistance from a Local government, immediate State response 
activities may include: 

 Coordinating warnings and public information through the activation of the State’s public 
communications strategy and the establishment of a Joint Information Center  

 Distributing supplies stockpiled to meet the emergency 

 Providing needed technical assistance and support to meet the response and recovery 
needs of individuals and households 

 The Governor suspending existing statutes, rules, ordinances, and orders for the duration of 
the emergency, to the extent permitted by law, to ensure timely performance of response 
functions 

 Implementing State donations management plans and coordinating with nongovernmental 
organizations and the private sector  
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 Ordering the evacuation of persons from any portions of the State threatened by the 
incident, giving consideration to the requirements of functional-needs populations and those 
with household pets or service animals 

 Mobilizing resources to meet the requirements of people with functional needs, in 
accordance with the State’s preexisting plan and in compliance with Federal civil rights laws  

In addition to these actions, the Governor may activate elements of the National Guard. The 
National Guard is a crucial State resource, with expertise in communications, logistics, search 
and rescue, and decontamination. National Guard forces employed under State Active Duty or 
Title 32 status are under the command and control of the Governor of their State and are not 
part of Federal military response efforts. 

Title 32 Full-Time National Guard Duty refers to Federal training or other duty, other than 
inactive duty, performed by a member of the National Guard. Title 32 is not subject to the 
restrictions implemented by the Posse Comitatus Act of 1878 and allows the Governor, with the 
approval of the President or the Secretary of Defense, to order a Guard member to duty to: 

 Perform training and other operational activities 

 Conduct homeland defense activities for the military protection of the territory or domestic 
population of the United States, or of the infrastructure or other assets of the United States 
determined by the Secretary of Defense to be critical to national security, from a threat or 
aggression against the United States 

In rare circumstances, the President can federalize National Guard forces for domestic duties 
under Title 10 (e.g., in cases of invasion by a foreign nation, rebellion against the authority of 
the United States, or where the President is unable to execute the laws of the United States with 
regular forces (10 U.S.C. 12406)). When mobilized under Title 10 of the U.S. Code, the forces 
are no longer under the command of the Governor. Instead, the Department of Defense 
assumes full responsibility for all aspects of the deployment, including command and control 
over National Guard forces. 
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Key Points 

If additional resources are required, the State often requests assistance from other States by 
using interstate mutual aid and assistance agreements such as the Emergency Management 
Assistance Compact (EMAC).  

Administered by the National Emergency Management Association, EMAC is a congressionally 
ratified organization that provides form and structure to the interstate mutual aid and assistance 
process. Through EMAC or other mutual aid or assistance agreements, a State can request and 
receive assistance from other member States.  

EMAC, established in 1996, has weathered the storm when tested and stands today as the 
cornerstone of mutual aid. The EMAC mutual aid agreement and partnership between member 
States exist because all States share a common enemy—the threat from all hazards. 

Since EMAC was ratified by Congress and signed into law in 1996 (Public Law 104-321), 50 
States, the District of Columbia, Puerto Rico, Guam, and the U.S. Virgin Islands have enacted 
legislation to become members of EMAC. EMAC is the first national disaster-relief compact 
since the Civil Defense and Disaster Compact of 1950 to be ratified by Congress. 

The strength of EMAC and the quality that distinguishes it from other plans and compacts lie in 
its governance structure; its relationship with Federal organizations, States, Counties, 
Territories, and Regions; and the ability to move just about any resource one State has to assist 
another State, including medical resources. 



Unit 4. Resource Management 

 

Module 17: Mission Area: Response 
June 2017 Student Manual – Virginia Edition Page 17.4.27 

STEP 3: IDENTIFY POTENTIAL SOURCES  

Visual 17.4.25 (Continued) 

EMAC offers the following benefits: 

 EMAC assistance may be more readily available than other resources.  

 EMAC allows for a quick response to disasters using the unique human resources and 
expertise possessed by member States.  

 EMAC offers State-to-State assistance during Governor-declared states of emergency.  

 EMAC offers a responsive and straightforward system for States to send personnel and 
equipment to help disaster relief efforts in other States. When resources are overwhelmed, 
EMAC helps to fill the shortfalls.  

 EMAC establishes a firm legal foundation. Once the conditions for providing assistance to a 
requesting State have been set, the terms constitute a legally binding contractual agreement 
that makes affected States responsible for reimbursement. Responding States can rest 
assured that sending aid will not be a financial or legal burden, and personnel sent are 
protected under workers’ compensation and liability provisions. The EMAC legislation solves 
the problems of liability and responsibilities of cost and allows for credentials to be honored 
across State lines.  

 EMAC provides fast and flexible assistance. EMAC allows States to ask for whatever 
assistance they need for any type of emergency, from earthquakes to acts of terrorism.  

 EMAC can move resources other compacts can’t―like medical resources.  

 Thanks to EMAC, States are able to join forces and help one another when they need it the 
most: whenever disaster strikes!  

(Source: National Emergency Management Association, EMAC website) 

For more information, talk to your State EMAC Coordinator. More information on EMAC can be 
found online.  

http://www.emacweb.org/?tmpl=unsupported
http://www.emacweb.org/?tmpl=unsupported
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Alt text 
Donations Management 

 Consult with organizations experienced in donations management 

 Provide direction for those who wish to donate 

 Set up a structure to receive, warehouse, inventory, organize, distribute, and account for 

large-scale donations 

Clothing donated at the Red Cross donations center set up in the Reliant center. 

Key Points 

It is difficult to overstate the monetary and psychological importance of donations and volunteer 
assistance during a major disaster. Successfully managing and tracking donations and 
coordinating the efforts of volunteers (solicited or unsolicited) can be a significant political, 
psychological, and logistical opportunity—and a problem.  

Donations take the form of either funds or goods and services. The key to successful 
management of these assets is the ability to solicit and gather appropriate donations, 
prioritize them, and distribute them to those most in need.  

The system must also be prepared to deal with inappropriate donations without bogging down 
the distribution of essential goods and services. 

Inability to manage donations can lead to an “emergency within an emergency.” It may even 
become necessary for the jurisdiction to protect itself from charges of mismanagement, or from 
being billed at a later date for goods and services presented as “donations” at the time.  

TIPS for managing donations: 

 Involve the Public Information Officer to help inform the public about types of donations that 
are needed 

 Use NGOs to manage money donations. Designate someone to manage spontaneous 
goods donations 
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Alt text 
Volunteer Management 

 Establish clear agreements with volunteer organizations regarding qualifications and liability  

 Develop and implement an effective structure to manage affiliated and unaffiliated 

volunteers 

 Develop public information and media releases that provide direction for those who wish to 

volunteer 

Volunteers working at the community emergency tent. 

Key Points 

Knowing which volunteer agencies are active in your area, what resources they can provide, 
and how to activate and incorporate these resources effectively is critical to your resource 
analysis process. It is helpful to include these organizations in your planning process.  

Some jurisdictions have VOAD (Voluntary Organizations Active in Disaster) councils designed 
to coordinate with each other and with public-sector jurisdictions. Such councils can be an 
extremely useful tool in the planning and activation processes, especially if resource requests 
can be forwarded to the council for resolution.  

Volunteer groups such as amateur radio operators, search and rescue teams, Community 
Emergency Response Teams (CERTs), police and fire auxiliaries, and reserves are valued 
members of emergency management organizations in many jurisdictions. Such resources are 
known quantities that train and exercise to play specific roles in an incident. They have long-
standing formal relationships that are spelled out in written agreements and procedures. 
Individual members have credentials and identification issued by the volunteer organization 
itself and/or the emergency management organization with which it has the agreement.   

Spontaneous volunteers just show up. Knowing that they will is half the battle; making use of 
their energy and goodwill safely and effectively is the other half. 
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Some recommended best practices for managing volunteers include: 

 Make sure agreements with volunteer organizations clearly spell out required training, 
experience, and equipment, as well as liability and employment relationship to the 
jurisdiction 

 Develop and implement an effective management structure to receive, catalog skills of, 
provide on-the-job training to, deploy, and supervise unaffiliated volunteers, and to manage 
affiliated volunteers 

 Develop public information and media releases that provide direction for those who wish to 
volunteer 

 Pre-plan location and supplies to operate a volunteer reception center 
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Key Points 

Procedures and protocols should detail the specific actions to implement a plan or system. All 
emergency management/response personnel and their affiliated organizations should develop 
procedures and protocols that translate into specific, action-oriented checklists for use during 
incident operations. 

Just knowing who owns a resource is not sufficient. Additional questions need to be answered, 
such as:  

 How do you get that resource in the middle of the night on a weekend when the 
owner/supervisor is out of town? Do you have access to the necessary phone numbers and 
addresses?  

 Will you have to pay for the resource? If so, what is the rate? Are there additional costs 
associated with emergency use or after-hours activation?  

 Is purchasing authority delegated to the appropriate personnel in sufficient amounts to meet 
emergency needs?  

 What emergency declarations or legal frameworks must be activated or invoked?  

 How will the resource gain access to the incident scene?  

Be sure to have your legal counsel review your jurisdiction’s procedures before implementing 
them.  
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Alt text 
Step 5: Maintain Resource Inventory 

Resource inventories should: 

 Include the needed resource, its owner, location, and procurement procedures 

 Be available in different formats and stored at different locations 

 Be reviewed and updated regularly 

A man taking inventory. 

Key Points 

After you determine the resources needed, where to find them, and how to acquire them, the 
information needs to be organized, made accessible to those who need it, and maintained. Most 
organizations develop their own versions of the Yellow Pages, including the type of resource, its 
owner, location, and procurement procedures. 

Inventory accessibility. Accessibility is an important consideration. The most detailed 
inventory in the world is useless if staff can’t access it. Inventories should be available in 
different formats stored at different locations. If the primary inventory is electronic, it may be 
advisable to have paper copies available for key logistics and finance/administration workers, 
dispatchers, and EOC staff. 

Maintaining resource inventories is time-consuming work. It takes time and attention to detail to 
ensure that all information is up to date, but there are few things more frustrating than 
discovering you do not have an after-hours contact for hardware stores when you need plywood 
at 3:00 a.m. 

Stockpiling vs. just in time. Resources may be acquired in advance and stored in a 
warehouse (i.e., stockpiled) or supplied “just in time,” typically using a pre-incident contract. 
Planning and resource accounting procedures should accommodate both types of resource 
supply. 
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Shelf-life considerations. Another important part of the process is managing inventories with 
shelf-life or special maintenance considerations. Strict reliance on stockpiling raises issues 
concerning shelf-life and durability; however, strict reliance on “just in time” resources raises its 
own concerns related to timely delivery.   

Assets that are counted on for “just in time” need to be accurately accounted for to ensure that 
multiple jurisdictions or private-sector organizations are not relying solely on the same response 
asset, which can lead to shortages during a response. Those with resource management 
responsibilities should build sufficient funding into their budgets for periodic replenishments, 
preventive maintenance, and capital improvements.   
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Key Points 

Instructions:   
1. Review the scenario.   
2. Working as a team, answer the questions listed on the next page.  
3. Be ready to present your ideas in 15 minutes. 

Scenario: 
Your jurisdiction is planning a Fourth of July celebration that includes the following: 

• July 3 – July 5: The Fire Department’s annual three-day carnival will begin each day at 
10:00 a.m. and end each evening with a concert and fireworks. In conjunction with the 
carnival, the 4-H Club is sponsoring a craft fair and livestock show.  

• July 4: A parade honoring a returning war hero is scheduled to begin at 9:30 a.m., 
ending in a noon rally. The rally will include speeches from your U.S. Senator, the 
Governor, and Department of Defense officials. Press reports have indicated that the 
Senator is about to announce her intention to run for President in the fall primaries. 

The carnival and rally will be held on the County Fairgrounds. The mile-long parade route 
begins at the County Courthouse. The County is in the middle of a heat wave that is forecast to 
continue. Large crowds are projected. 

You are in the EOC one week prior to this event with a group of department heads. The Mayor 
has asked the group to develop plans for how the event will be managed 
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Questions: 
1. What resources do you anticipate needing in support of this event? 

2. What kinds of resources could you obtain from private partners? 

3. What kinds of resources could you get from NGOs? 

4. What kinds of State and Federal resources would be available? 

5. How do you get resources in your community/jurisdiction? 

6. Does your community/jurisdiction have a resource guide? If so, where do you get 
it? 

7. How does your community/jurisdiction handle resource typing? 



Unit 4. Resource Management  

 

Module 17: Mission Area: Response 
Page 17.4.36                             Student Manual – Virginia Edition                                    June 2017 

MANAGING RESOURCES DURING AN INCIDENT 

Visual 17.4.31 

 

Key Points 

During an incident, getting the right resources to the right place at the right time can be a matter 
of life and death. Resource management involves coordinating and overseeing the application 
of tools, processes, and systems that provide incident managers with timely and appropriate 
resources during an incident. 

Generally, resource coordination activities take place within the Emergency Operations Center 
(EOC). As incidents grow in size or complexity, other entities may be established to prioritize 
and coordinate resource allocation and distribution. 
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Key Points 

Resource management during an incident is a finite process, as shown in the figure on the 
visual, with a distinct beginning and ending specific to the needs of the particular incident. 
Resources (such as personnel, equipment, or supplies) are needed to support critical incident 
objectives. The flow of resources must be fluid and adaptable to the requirements of the 
incident.   

NIMS promotes the use of a standardized seven-step cycle for managing resources. 

It is important to remember that resource management activities must occur on a continual 
basis to ensure that resources are ready for mobilization. 

The remainder of this unit presents each of the resource management steps. 
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Key Points 

When an incident occurs, personnel who have resource management responsibilities should 
continually identify, refine, and validate resource requirements. This process includes 
identifying: 

 What and how much is needed 

 Where and when it is needed 

 Who will be receiving or using it 

Resource availability and requirements constantly change as the incident evolves. Coordination 
among all response partners should begin as early as possible, preferably prior to incident 
response activities. 
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Key Points 

Instructions: Working as a team . . . 

1. Read the scenario below.   
2. Identify the critical resource needs. 
3. Write your answers on chart paper. 
4. Select a spokesperson. Be prepared to share your answers with the group in 10 minutes. 

NOTE: SAVE YOUR LIST OF CRITICAL RESOURCES. YOU WILL NEED IT FOR THE NEXT 
ACTIVITY! 

Scenario: The jurisdiction has been experiencing continued flash flooding and severe weather 
during the past week. Major rivers are projected to crest above flood stage. There is increasing 
damage to homes, roads, and bridges. Concern about potential landslides is growing. 
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Alt text 
Step 2: Order and Acquire 

When resource requests cannot be fulfilled locally: 

 Standardized resource-ordering procedures are used 

 Requests are forwarded first to an adjacent locality or sub-State region and then to the State 

 Allocation decisions are based on protocol and possibly the resource demands of other 

incidents 

Key Points 

Typically, incidents will have an initial commitment of resources assigned. 

As incidents grow in size and/or complexity, more tactical resources may be required and the 
Incident Commander may augment existing resources with additional personnel and equipment. 

Dispatch organizations service incidents on a first-come, first-served basis with the emergency 
response resources in the dispatch pool. Ordinarily, dispatchers have the authority to activate 
first-tier mutual aid and assistance resources. 

Standardized resource-ordering procedures are used when requests for resources cannot be 
fulfilled locally. Typically, these requests are forwarded first to an adjacent locality or sub-State 
Region and then to the State. 

Decisions about resource allocation are based on organization or agency protocol and possibly 
the resource demands of other incidents. 

Mutual aid and assistance resources will be mobilized only with the consent of the jurisdiction 
that is being asked to provide the requested resources. Discrepancies between requested 
resources and those available for delivery must be communicated to the requestor. 
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Alt text 
Resource Ordering Responsibilities 

Command: Develops incident objectives and approves resource orders and demobilization 

leads to Incident Commander. Braches off to Operations: Identifies, assigns, and supervises 

resources to accomplish the incident objectives, Planning: Tracks resources and identifies 

resource shortages, Logistics: Orders resources, Finance/Admin: Procures and pays for the 

resources and reports cost 

Key Points 

Resource-ordering activities of the Incident Command organization include the following: 

 Command develops incident objectives and approves resource orders and demobilization. 

 Operations identifies, assigns, and supervises the resources needed to accomplish the 
incident objectives. 

 Planning tracks resources and identifies resource shortages. 

 Logistics orders resources. 

 Finance and Administration procures and pays for the resources and reports costs.   

Note: The Operations Section determines resource needs. Logistics first determines if the 
resource is available within the jurisdiction. If not, Logistics coordinates with Finance and 
Administration to procure the needed resource through mutual aid or to purchase it through a 
contract.  
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Key Points 

EOC resource management responsibilities may include: 

 Receiving resource requests 

 Prioritizing resource requests 

 Acquiring resources 

 Planning mobilization and demobilization of resources 

 Tracking resources 

 Documenting and accounting for costs 
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Alt text 
Resource Ordering: Small Incidents 

On smaller incidents, the resource order is typically: 

 Prepared at the incident  

 Approved by the Incident Commander 

 Transmitted from the incident to the jurisdiction or agency ordering point 

A man talking on a phone at an incident site. 

Key Points 

During less complex incidents, where only one jurisdiction or agency is primarily involved, the 
resource order is typically prepared at the incident, approved by the Incident Commander, and 
transmitted from the incident to the jurisdiction or agency ordering point.   
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Key Points 

Those responsible for managing resources, including public officials, should recognize that 
reaching around the official resource coordination process within the Multiagency Coordination 
System supporting the incident creates serious problems, including liability issues. 

In other words, even if you think it is helpful, never send resources to the scene that have not 
been requested through the established system. 

Requests from outside the established system for ordering resources can put responders at 
risk, and at best typically lead to inefficient use and/or lack of accounting of resources. 
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Key Points 

Mutual aid can be activated in one of three ways: 

 Notification through dispatch, in which the party requesting mutual aid contacts assisting 
parties directly 

 Notification through the Local or State emergency management agency (EMA), which then 
contacts assisting parties 

 Direct contact between authorized officials, either orally or in writing  

Self-dispatch is unacceptable. Unsolicited aid effectively violates the terms and conditions of a 
mutual aid and assistance agreement. 
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Key Points 

Often FEMA sends liaisons to the State EOC before, or just after, an incident. These liaisons 
provide any needed assistance in completing the declaration process. 

The declaration process consists of four steps: 

 A Preliminary Damage Assessment (PDA) is conducted to determine the extent of damage 
caused by the event. 

 If damage exceeds Local and State capabilities, the Governor sends a request for disaster 
assistance to FEMA. 

 FEMA addresses the request and recommends approval or denial of the Governor’s 
request. 

 The President issues a Presidential declaration for approved request. 

A Presidential disaster declaration makes Local, Tribal, and State governments eligible to 
receive disaster assistance. 

There are three types of disaster declarations: 

 Fire management assistance declarations 

 Emergency declarations 

 Major disaster declarations 

Refer to 44 CFR § 206.35 and § 206.36 for further information on the declaration process. 
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STEP 2: ORDER AND ACQUIRE 

Visual 17.4.41 (Continued) 

 

Requesting Federal Assistance 
 

Preliminary 
Damage 
Assessment (PDA) 

The Preliminary Damage Assessment is the first step in the declaration 
process. Teams include representatives from FEMA, other Federal 
agencies, and the State. The teams survey the impacted area soon after 
the event.  

The purpose of the Preliminary Damage Assessment is to document the 
event impact and estimate the cost of the initial damage. 

Measures such as numbers of deaths and injuries, infrastructure 
damaged and destroyed, and housing units damaged and destroyed are 
used to judge the magnitude of the event. Findings are cited in the 
Governor’s request, and are used by FEMA to analyze the request. 

Governor’s 
Request for 
Assistance 

After the Preliminary Damage Assessment provides documentation of 
the event impact, the Governor prepares a request for assistance. The 
request states that the Governor has taken appropriate action and 
directed execution of the State Emergency Operations Plan (EOP).  

The request must include the following elements: 

 Certification that State, Territorial, Tribal government, and Local 
resources are inadequate 

 Estimate of the damage 

 Type(s) of assistance requested. The request may include one or 
more of the three major disaster assistance programs 

FEMA 
Recommendation 

The next step in the declaration process is the FEMA recommendation 
to the President. 

The request is addressed to the President through the FEMA Regional 
Administrator. 

The Regional Office refers to preliminary damage estimates to analyze 
the request. Following the analysis, the Regional Administrator 
recommends either approval or denial of the request. 

FEMA Headquarters ensures that the request meets Stafford Act 
requirements, and the FEMA Administrator recommends a course of 
action to the President. 
 

Presidential 
Declaration 

The final step in the declaration process is the Presidential declaration. 

Assistance programs become available as of the date the declaration is 
issued and the FEMA-State Agreement is signed. 

A Federal Coordinating Officer (FCO) is designated by and reports to the 
Regional Administrator. 
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STEP 2: ORDER AND ACQUIRE 

Visual 17.4.42 

 

Key Points 

The diagram summarizes the resource request flow. Starting at the bottom:  

 The Incident Command/Unified Command determine resource requirements based on 
incident objectives, strategies, and tactics. If the on-scene resources are not adequate, the 
Incident Command/Unified Command may request additional resources.  

 The local EOC coordinates the activation and deployment of needed resources. 

 Mutual aid and assistance agreements are used to fulfill needs that exceed those resources 
available within the jurisdiction. If additional resources are still required, the local EOC may 
request additional assistance from the State EOC.   

 The State EOC fulfills the requests using State resources, or may activate additional levels 
of mutual aid and assistance agreements.   

 If additional or specialized resources or capabilities are needed, Governors may request 
Federal assistance; however, NIMS is based on the concept that local jurisdictions retain 
command, control, and authority over response activities for their jurisdictional areas. 
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STEP 2: ORDER AND ACQUIRE 

Visual 17.4.42 (Continued) 
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Alt text 
Summary: Resource Request Flow - 
A flow diagram: 
Starts at the top with Joint Field Office. Below this is Federal Agencies and Departments with three arrows pointing down to State EOC. These arrow represent 
Expertise, Funding, and Resource and Equipment.  Another arrow goes from State EOC to Local EOCs.  A box points to State EOC that says: Intrastate Mutual 
Aid, Interstate Mutual Aid, and Private Sector/NGOs.  Another box points to Local EOCs that says: Local-to-Local, Mutual Aid, and Private Sector/NGOs.  There is 
a dotted line after Local EOCs that represents Coordination on the top and Command on the bottom.  One last box points to Local EOCs that says: Incident 
Command/Unified Command.  On the left of the diagram is says Assistance with an arrow pointing down and Requests with an arrow pointing up.
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ACQUIRING CRITICAL RESOURCES   

Visual 17.4.43 

 

Key Points 

Instructions: Using the critical resource needs identified in the previous activity answer the 
following questions:  

Discussion Question: Identify sources for acquiring the resources. 

Discussion Question: What immediate actions should the Emergency Operations Center 
take to acquire the resources?  
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STEP 3: MOBILIZE 

Visual 17.4.44 

 

Key Points 

Incident resources mobilize as soon as they are notified through established channels. 
Mobilization notifications should include: 

 The date, time, and place of departure 

 Transportation to the incident 

 Estimated date and time of arrival 

 Reporting location (address, contact name, and phone number) 

 Anticipated incident assignment 

 Anticipated duration of deployment 

 Resource order number 

 Incident number 

 Applicable cost and funding codes 

When resources arrive on scene, they must be formally checked in. 



Unit 4. Resource Management 

 

Module 17: Mission Area: Response 
Page 17.4.53                              Student Manual – Virginia Edition June 2017 

STEP 3: MOBILIZE 

Visual 17.4.45 

 

Key Points 

Within 24 hours after the devastating January 2010 earthquake in Haiti, international search-
and-rescue teams began arriving on-site to assist in rescuing earthquake victims.  

More than 60 teams came from across the world, including the United States, Iceland, Spain, 
France, the United Kingdom, and Poland. These teams include search, rescue, and medical 
personnel, as well as support personnel, and are typically formed of 80 to 100 individuals. 

The teams operating in Haiti saved more than 130 people trapped beneath the rubble of 
collapsed houses, hotels, grocery stores, and other buildings. 
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STEP 3: MOBILIZE 

Visual 17.4.46 

 

Key Points 

Mobilization procedures should detail how staff should expect authorized notification, and 
designate who will physically perform the call-out. Procedures should also describe the 
agency’s policy concerning self-dispatching and freelancing. 

Backup procedures should be developed for incidents in which normal activation procedures 
could be disrupted by utility failures, such as an earthquake or hurricane. 

Mobilization procedures must be augmented with detailed checklists, appropriate equipment 
and supplies, and other job aids, such as phone trees or pyramid re-call lists so that activation 
can be completed quickly. As you observed in the video, teams must be deployed with sufficient 
resources and logistical support. 
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STEP 4: TRACK AND REPORT 

Visual 17.4.47 

 

Key Points 

Resource tracking is a standardized, integrated process conducted prior to, during, and after an 
incident to: 

 Provide a clear picture of where resources are located 

 Enable staff to prepare to receive resources 

 Protect the safety and security of personnel, equipment, and supplies 

 Enable resource coordination and movement 

Resources are tracked using established procedures continuously from mobilization through 
demobilization. 
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STEP 4: TRACK AND REPORT 

Visual 17.4.48 

 

Key Points 

As soon as the incident is discovered and reported, and often even before responders are 
dispatched, volunteers, victims, and spectators will converge at the scene. When responders 
arrive, they must separate first spectators and then volunteers from disaster survivors, and 
secure a perimeter around the incident. 

Securing a perimeter allows the incident response organization to: 

 Ensure safety of responders and the public 

 Establish resource accountability 

 Provide security and force protection 

It is important to have advance procedures in place for: 

 Establishing controlled points of access for authorized personnel 

 Distinguishing agency personnel who have been formally requested from those who self-
dispatched 

 Verifying the identity, qualifications, and deployment authorization of personnel with special 
badges 

 Establishing affiliation access procedures to permit critical infrastructure owners and 
operators to send in repair crews and other personnel to expedite the restoration of their 
facilities and services 
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STEP 4: TRACK AND REPORT 

Visual 17.4.49 

 

Key Points 

The Incident Command System uses a simple and effective resource check-in process to 
establish resource accountability at an incident. 

The Planning Section Resources Unit establishes and conducts the check-in function at 
designated incident locations. If the Resources Unit has not been activated, the responsibility for 
ensuring check-in will be with the Incident Commander or Planning Section Chief. Formal 
resource check-in may be done on an ICS Form 211 Check-In List. 

Information collected at check-in is used for tracking, resource assignment, and financial 
purposes, and includes: 

 Date and time of check-in 

 Name of resource 

 Home base 

 Departure point 

 Order number and resource filled 

 Resource Leader name and personnel manifest (if applicable) 

 Other qualifications 

 Travel method 

Depending on agency policy, the Planning Section Resources Unit may contact the dispatch 
organization to confirm the arrival of resources, personnel may contact their agency ordering 
point to confirm their arrival, or the system may assume on-time arrival unless specifically 
notified otherwise. 
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STEP 4: TRACK AND REPORT 

Visual 17.4.50 

 

Key Points 

There are many resource-tracking systems, ranging from simple status sheets to sophisticated 
computer-based systems. Regardless of the system used, it must: 

 Account for the overall status of resources at the incident 

 Track personnel into and out of the incident scene 

 Be able to handle day-to-day resource tracking, and also be flexible enough to track large 
numbers of multidisciplinary resources that may respond to a large, rapidly expanding 
incident 

 Have a backup mechanism in the event that on-scene tracking breaks down 

The more hazardous the tactics being implemented on the incident, the more important it is to 
maintain accurate resource status information. 

Types of resource status-keeping systems include: 

 Manual Recordkeeping on Forms. The following ICS forms can be used for resource 
tracking: the resources summary of the Incident Briefing (ICS Form 201), Check-In List (ICS 
Form 211), and Assignment List (ICS Form 204). 

 Card Systems. Several versions are available that allow for maintaining status of resources 
on cards. One of these systems has different-colored T-shaped cards for each kind of 
resource. The cards are formatted to record various kinds of information about the resource. 
The cards are filed in racks by current location. 

 Magnetic Symbols on Maps or Status Boards. Symbols can be prepared in different 
shapes, sizes, and colors with space to add a resource designator. The symbols are placed 
on maps or on boards indicating locations designated to match the incident. 

 Computer Systems. A laptop computer can be used with a simple file management or 
spreadsheet program to maintain information on resources. These systems can be used to 
compile check-in information and can then be maintained to reflect current resource status. 

Examples of computer-based systems will be discussed in the Technology module.
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ACTIVITY 17.9 - TRACKING AND REPORTING 

Visual 17.4.51 

 

Alt text 
Activity 17.9 – Tracking and Reporting 
Instructions:   

1. Read the updated scenario information 
2. Answer the following questions: 

 What are the new resource management challenges? 
 How will you track resources and report on their status? 
 What support do you anticipate providing to the incident? 

3. Summarize your responses on chart paper 
4. Be prepared to share with the class 

Key Points 

Instructions: Working as a team . . . 

1. Read the updated scenario information. 
2. Answer the questions below. 
3. Summarize your responses on chart paper. 
4. Select a team spokesperson and be prepared to share with the class in 10 minutes. 

Scenario: You are the EOC manager. The severe weather stalled over the region, bringing far 
more rainfall than predicted. Rapidly rising water levels in the Roaring River have caused dam 
failure at a hydroelectric power plant upstream from Central City. The resulting flood has caused 
potential loss of life and property damage. Communications with first responders in some areas 
have been lost. 
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ACTIVITY 17.9 - TRACKING AND REPORTING 

Visual 17.4.51 (Continued) 

Questions: 

 What are the new resource management challenges? 

 How will you track resources and report on their status? 

 What support do you anticipate providing to the incident? 
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STEP 5: RECOVER/DEMOBILIZE 

Visual 17.4.52 

 

Key Points 

The next phases of the resource management cycle include resource recovery, demobilization, 
and reimbursement.   

 Recovery involves the final disposition of all resources, including those located at the 
incident site and at fixed facilities. During this process, resources are rehabilitated, 
replenished, disposed of, and/or returned. 

 Demobilization is the orderly, safe, and efficient return of an incident resource to its original 
location and status. It can begin at any point during an incident, but should begin as soon as 
possible to facilitate accountability of the resources. The demobilization process should 
coordinate between incident(s) and multiagency coordination systems for the reassignment 
of resources if necessary, and in order to prioritize critical resource needs during 
demobilization. 
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STEP 5: RECOVER/DEMOBILIZE 

Visual 17.4.53 

 

Key Points 

Managers should plan and prepare for the demobilization process at the same time that they 
begin the resource mobilization process. Early planning for demobilization facilitates 
accountability and makes the transportation of resources as efficient as possible—in terms of 
costs and of time of delivery. Indicators that the incident may be ready to implement a 
demobilization plan include: 

 Fewer resource requests being received 

 More resources spending more time in staging 

 Excess resources identified during the planning process 

 Incident objectives having been accomplished 

After the incident is controlled and tactical resources are beginning to be released, the incident 
management organization should begin to monitor the number of support and management staff 
that are assigned. Below are some typical workload considerations to consider when planning 
for demobilization. 

 Public Information Officer  

Press interest may taper off toward the end of the incident, especially when tactics turn from 
life safety to cleanup. As the incident demobilizes, the need for interagency coordination of 
information may also decline. While it is important that the press continue to have a contact 
at the incident, it may be possible for the Public Information Officer to scale back operations. 

 Safety Officer  

As the number of tactical operations at an incident decreases, the demands on the Safety 
Officer will also decline. However, some incidents require post-incident debriefings that will 
require the input of the Safety Officer. While the workload may level out, it may remain 
significant until the end of the incident. 
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STEP 5: RECOVER/DEMOBILIZE 

Visual 17.4.53 (Continued) 

 Liaison Officer  

As cooperating and assisting agency resources are demobilized, the Liaison Officer’s job 
will become less complex. The Liaison Officer is likely to be involved in interagency post-
incident review activities that may require continued presence at the incident and 
involvement after final demobilization. 

 Operations Section  

The Operations Section Chief should be able to reduce support staff, such as Deputies and 
Staging Area Managers, as the Operations Section is demobilized. 

 Planning Section  

In the Planning Section, the later workload falls on the Demobilization and Documentation 
Units. The Demobilization Unit will develop the Demobilization Plan and monitor its 
implementation. The Documentation Unit will package all incident documentation for 
archiving with the responsible agency or jurisdiction. Both of these processes are finished 
late in the incident. 

 Logistics Section  

The Supply Unit and the Facilities Unit play major roles as the incident winds down. The 
Facilities Unit will need to demobilize the incident facilities, such as the Command Post and 
Incident Base. The Supply Unit must collect, inventory, and arrange to refurbish, rehabilitate, 
or replace resources depleted, lost, or damaged at the incident.  

 Finance and Administration Section  

Many of the activities of the Finance and Administration Section continue well after the rest 
of the organization has been demobilized. Much of the paperwork needed to document an 
incident is completed during or after demobilization. 
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STEP 5: RECOVER/DEMOBILIZE 

Visual 17.4.54 

 

Key Points 

When planning to demobilize resources, consideration must be given to: 

 Safety. Organizations should watch for “first in, last out” syndrome. Resources that were 
first on-scene should be considered for early release. Also, these resources should be 
evaluated for fatigue and for the distance they will need to travel to their home base prior to 
release. 

 Cost. Expensive resources should be monitored carefully to ensure that they are released 
as soon as they are no longer needed, or to see if their task can be accomplished in a more 
cost-effective manner. 
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STEP 5: RECOVER/DEMOBILIZE 

Visual 17.4.55 

 

Key Points 

Incident personnel are considered to be under incident management and responsibility until they 
reach their home base or new assignment. In some circumstances, this may also apply to 
contracted resources. For reasons of liability, it is important that the incident organization 
mitigate potential safety issues (such as fatigue) before letting resources depart for home. 

EOC personnel should ensure that demobilization plans address:  

 Transportation plans 

 Safety issues related to personnel fatigue 

 Medical and/or stress management debriefings 

 After-action review and identification of lessons learned 

 Equipment servicing and safety checks 
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STEP 6: REIMBURSE 

Visual 17.4.56 

 

Alt text 
Step 6: Reimburse 

 Reimbursement provides a mechanism to recoup funds  

 Processes for reimbursement play an important role in establishing and maintaining the 

readiness of resources 

Cycle Chart: with Incident at the top, Identify Requirements, Order & Acquire, Mobilize, Track & 
Report, Recover/Demobilize, Reimburse (highlighted) and Inventory  

Key Points 

Reimbursement provides a mechanism to recoup funds expended for incident-specific activities. 
Consideration should be given to reimbursement agreements prior to an incident. 

Processes for reimbursement play an important role in establishing and maintaining the 
readiness of resources. 
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STEP 6: REIMBURSE 

Visual 17.4.57 

 

Key Points 

Preparedness plans, mutual aid agreements, and assistance agreements should specify 
reimbursement terms and arrangements for: 

 Collecting bills and documentation 

 Validating costs against the scope of the work 

 Ensuring that proper authorities are secured 

 Using proper procedures/forms and accessing any reimbursement software programs 

Note: The Administration module provides additional information on financial management and 
recordkeeping. 
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STEP 7: INVENTORY 

Visual 17.4.58 

 

Key Points 

Following an incident, it is important to update resource inventories.   

Resource management uses various resource inventory systems to assess the availability of 
assets provided by jurisdictions. 

Note: Credentialing and resource typing were described earlier in this unit. 
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COMPLETING THE RESOURCE MANAGEMENT CYCLE 

Visual 17.4.59 

 

Key Points 

Instructions: Based on the scenario from the last activity (Visual 17.4.51) answer the following 
questions:  

Discussion Question: What criteria will you use for making resource demobilization 
decisions? 

Discussion Question: What steps will you take when demobilizing resources that were 
acquired through mutual aid?  
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UNIT SUMMARY 

Visual 17.4.60 

 

Alt text 
Managing Resources: Summary 

 Resources include personnel, teams, facilities, equipment, and supplies 

 Resource planning should include: 

 Identifying resource needs based on the threats and hazards 

 Developing alternative strategies to obtain needed resources 

 Well-developed resource management plans are the foundation for the successful flow of 
resources during an incident 

Key Points 

This unit presented an overview of the following resource management steps: 

 Identify Requirements 

 Order and Acquire 

 Mobilize 

 Track and Report  

 Recover/Demobilize 

 Reimburse 

 Inventory 

Resource management should be flexible and scalable in order to support any incident and be 
adaptable to changes. Efficient and effective deployment of resources requires that resource 
management concepts and principles be used in all phases of emergency management and 
incident response. 

The next unit covers issues related to managing complex incidents. 
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ACTIVITY 17.10 – MODULE 17 IAW 

Visual 17.4.61 

 

Key Points 

Instructions:  

1. In your IAW, complete the checklist to assess your current response preparedness. 
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FEEDBACK 

Visual 17.4.62 

 

Key Points 

Please provide your feedback on this module.  
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MODULE OVERVIEW 

Visual 18.1.1 

 

Key Points 

This module provides an overview of the Recovery mission area and the role of emergency 
management in disaster recovery operations. 
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MODULE OVERVIEW 

Visual 18.1.2 

 

Key Points 

This module is divided into the following four units. 

Unit Time 

Unit 1: Recovery Overview 

 Activity 18.1 – Disaster Recovery Planning (Visual 
18.1.16) 

30 minutes 

Unit 2: Disaster Recovery Operations 

 Activity 18.2 – Tornado Outbreak (Visual 18.2.13) 

45 minutes 

Unit 3: Recovery Programs 45 minutes 

Unit 4: Emotional Recovery 

 Activity 18.3 – Community Healing (Visual 18.4.12) 

 Activity 18.4 – Module 18 IAW (Visual 18.4.14) 

60 minutes 

Total Module Time 3 hours 
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MODULE OVERVIEW 

Visual 18.1.3 

 

Key Points 

The goal of this module is to enable you to describe key aspects of the Recovery mission area, 
including disaster recovery operations, Federal recovery programs, and emotional recovery 
strategies for the community. 

The objectives for individual units in this module are listed below. 

Unit 1:  

 Identify core principles for recovery. 

 Identify the steps in the disaster recovery process. 

 Describe the purpose of a pre-disaster recovery plan. 

Unit 2:  

 Identify and describe typical disaster recovery operations. 

Unit 3:  

 Identify Individual Assistance programs and the sequence of delivery. 

 Describe types of Public Assistance provided by FEMA, including general program eligibility 
factors. 

Unit 4: 

 Identify actions to promote emotional healing in the community after a disaster. 
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INTRODUCTION 

Visual 18.1.4 

 

Key Points 

This unit provides an overview of recovery. 

The term recovery refers to those capabilities necessary to assist communities affected by an 
incident to recover effectively, including, but not limited to: 

 Rebuilding infrastructure systems 

 Providing adequate interim and long-term housing for survivors 

 Restoring health, social, and community services 

 Promoting economic development 

 Restoring natural and cultural resources 
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JOPLIN CASE STUDY 

Visual 18.1.5 

 

Key Points 

When looking at past examples of disaster recovery, we need to remember several critical 
issues from this unit: the Critical Tasks for Recovery, the Recovery Core Principles, the 
Recovery Support Functions, and the roles each plays for a successful disaster recovery 
process. 

In this case study we will compare and contrast the May 22, 2011, Joplin, Missouri, tornado with 
various other disaster events. Rather than a direct comparison between Joplin’s successful 
recovery process and any one single event, we will list and potentially discuss multiple events, 
such as Katrina; Sandy; the 2008 flooding in Cedar Rapids, Iowa; the April 2011 tornados in 
Alabama; and the earthquake in Haiti. As a group, we may also discuss other events you are 
familiar with and have direct knowledge about that may not have had as successful a recovery 
process as Joplin, and then discuss how future events can follow the lesson learned from Joplin 
or these other events for successful recovery outcomes.  

Natural disasters can have a devastating effect on a community. A community’s ability to come 
together to rebuild and rebound will be directly related to its disaster recovery planning and 
processes. Disaster recovery is dependent upon the whole community coming together, as they 
did in Joplin, to reclaim their community from the disaster. If it takes too long to recover, either 
businesses or households may decide to relocate permanently.  

Situation:   

On May 22, 2011, a supercell thunderstorm led to an EF-5 tornado, which tore a path three-
quarters of a mile wide and 6 miles long through Joplin, Missouri, leaving 161 people deceased 
and causing nearly $3 billion in damage in its path. Buildings, including St. John’s Regional 
Medical Center, churches, and four schools—including the only high school—were severely 
damaged or destroyed. Buses, cars, and the helicopter from St. John’s were all picked up and 
thrown across the landscape, many into other structures. Parking blocks formerly embedded 
with steel rods into parking surfaces were ripped from the ground and hurled hundreds of yards.  
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JOPLIN CASE STUDY 

Visual 18.1.5 (Continued) 

The aftermath was described as a blank canvas, ready to be painted with a new town. Joplin 
had been through previous tornados and disasters, but nothing to the extent of this event.  

The tornado left an area of 20 square miles devastated, leaving 1.5 million cubic yards of debris 
behind. Between 5,000 and 7,000 homes were destroyed along with 525 businesses. 
Residents, businesses, community leaders, charitable organizations, and volunteers from 
around the world quickly began the process of rebuilding Joplin.   

Joplin residents immediately began debris removal. Local churches, who had experience with 
volunteer coordination, took the lead in coordinating the massive efforts. Neighbors from 
unaffected neighborhoods ascended on damaged neighborhoods to help with removal of debris.  
The Governor, by way of executive order, suspended many regulations to expedite the recovery 
process. The city accommodated the needs of its business community and residents by trying to 
relax processes. The city also created a Citizen Advisory Recovery Team as an advisory board 
for the rebuilding process. The private sector took ownership of the response and recovery for 
private projects and the government took responsibility for public sector projects.  Returning to a 
place of normalcy and routine as quickly as possible was the goal and was key in helping this 
recovery process. The tornado occurred just hours after the high school graduation on May 22. 
Quickly thereafter, the Superintendent announced that schools would open on time for the next 
school year. This set the tone for the community and schools reopened on time on August 17 in 
temporary locations, with 98 percent of the students returning to the school district. Coordination 
and collaboration throughout the whole community led to this successful recovery process. 
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WHAT IS RECOVERY? 

Visual 18.1.6 

 

Definition: Recovery 
Those capabilities necessary to assist communities affected by an incident in recovering 
effectively  
Recovery is focused on a timely restoration, strengthening, and revitalization of: 
 Infrastructure 
 Housing 
 Sustainable economy 
 Health, social, cultural, historic, and environmental fabric of communities affected by a 

catastrophic incident  
When does recovery start? 
How long does recovery take? 
covery take? 

Key Points 

The term recovery refers to those capabilities necessary to assist communities affected by an 
incident in recovering effectively.   

It focuses on a timely restoration, strengthening, and revitalization of the infrastructure, 
housing, and a sustainable economy and the health, social, cultural, historic, and 
environmental fabric of communities affected by a catastrophic incident. 

(Source: National Preparedness Goal) 

Discussion Questions: 

 When does recovery start? 

 How long does recovery take? 
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RECOVERY CONTINUUM 

Visual 18.1.7 

 

Key Points 

The recovery process is a sequence of interdependent and often concurrent activities that 
progressively advance a community toward a successful recovery. However, decisions made 
and priorities set early in the recovery process by a community will have a cascading effect on 
the nature and speed of the recovery progress. 

Four periods and their duration are shown in the graphic:   

 Preparedness (ongoing, before the disaster)  

 Short-term recovery (days) 

 Intermediate recovery (weeks to months) 

 Long-term recovery (months to years)  

The vertical dimension shows the size and scope of disaster and recovery efforts. 

Examples of activities that occur in each period are listed on the next page. 
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RECOVERY CONTINUUM 

Visual 18.1.7 (Continued) 

 

Recovery Continuum 

Pre-disaster Preparedness Short-Term Recovery Intermediate Recovery Long-Term Recovery 

Examples include: 

 Pre-disaster recovery 
planning 

 Mitigation planning and 
implementation 

 Community capacity and 
resilience building 

 Conducting disaster 
preparedness exercises 

 Partnership building 

 Articulating protocols in 
disaster plans for services to 
meet the emotional and 
health care needs of adults 
and children 

Examples include: 

 Mass care/sheltering: 
− Provide integrated mass care and 

emergency services 

 Debris: 
− Clear primary transportation routes 

 Business: 
− Establish temporary or interim 

infrastructure to support business 
re-openings 

− Reestablish cash flow 

 Emotional/psychological 
− Identify adults and children who 

would benefit from counseling or 
behavioral health services and 
begin treatment 

 Public health and health care: 
− Provide emergency and temporary 

medical care and establish 
appropriate surveillance protocols 

 Mitigation activities: 
− Assess and understand risks and 

vulnerabilities 

Examples include: 

 Housing: 
− Provide accessible interim 

housing solutions 

 Debris/infrastructure: 
− Initiate debris removal 
− Plan immediate infrastructure 

repair and restoration 

 Business: 
− Support reestablishment of 

businesses where appropriate 
− Support the establishment of 

business recovery one-stop 
centers 

 Emotional/psychological: 
− Engage support networks for 

ongoing care 

 Public health and health care: 
− Ensure continuity of care 

through temporary facilities 

 Mitigation activities: 
− Inform community members of 

opportunities to build back 
stronger 
 

Examples include: 

 Housing: 
− Develop permanent housing 

solutions 

 Infrastructure: 
− Rebuild infrastructure to 

meet future community 
needs 

 Business: 
− Implement economic 

revitalization strategies 
− Facilitate funding to business 

rebuilding 

 Emotional/ psychological: 
− Follow up for ongoing 

counseling, behavioral 
health, and case 
management services 

 Public health and health care: 
− Reestablishment of disrupted 

health care facilities 

 Mitigation activities 
− Implement mitigation 

strategies 
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RECOVERY FRAMEWORK 

Visual 18.1.8 

 

Alt text 
Recovery Framework 

 Core recovery principles  

 Roles and responsibilities of recovery coordinators and other stakeholders  

 Coordinating structure that facilitates communication and collaboration among all 

stakeholders  

 Guidance for pre-disaster and post-disaster recovery planning  

 Overall process by which communities can capitalize on opportunities to rebuild stronger, 

smarter, and safer 

National Disaster Recovery Framework Cover 

Key Points 

The National Disaster Recovery Framework (NDRF) is a guide to promote effective recovery, 
particularly for those incidents that are large scale or catastrophic.  

The NDRF provides guidance that enables effective recovery support to disaster-impacted 
States, Tribes, and Local jurisdictions. It provides a flexible structure that enables disaster 
recovery managers to operate in a unified and collaborative manner. It also focuses on how 
best to restore, redevelop, and revitalize the health, social, economic, natural, and 
environmental fabric of the community and build a more resilient Nation.  

The NDRF defines:  

 Recovery core principles  

 Roles and responsibilities of recovery coordinators and other stakeholders 

 A coordinating structure that facilitates communication and collaboration among all 
stakeholders 

 Guidance for pre-disaster and post-disaster recovery planning 

 The overall process by which communities can capitalize on opportunities to rebuild 
stronger, smarter, and safer 
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RECOVERY FRAMEWORK 

Visual 18.1.8 (continued) 

These elements improve recovery support and expedite recovery of disaster-impacted 
individuals, households, businesses, and communities. While the NDRF speaks to all who are 
impacted or otherwise involved in disaster recovery, it concentrates on support to individuals 
and communities. 

The NDRF: 

 Captures resources, capabilities, and best practices for recovering from a disaster  

 Recognizes that significant challenges confront all recovery efforts, from a relatively 
localized incident to a large-scale disaster that demands substantial resources 

 Addresses disasters of all kinds and sources, whether a major presidentially declared 
disaster or a non-presidentially declared incident 

 Seeks to establish an operational structure and to develop a common planning framework 

 Is a companion document to the National Response Framework (NRF), which was 
introduced in Module 1 and primarily addresses actions during disaster response 

 Replaces and expands upon the NRF Emergency Support Function #14 (ESF #14) – Long-
Term Community Recovery 
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RECOVERY FRAMEWORK 

Visual 18.1.9 

 

Alt text 
Core Capabilities for Recovery 
The National Preparedness Goal identifies preliminary targets in building recovery capabilities 
related to: 
 Planning 
 Public Information and Warning 
 Operational Coordination 
 Economic Recovery 
 Health and Social Services 
 Housing 
 Infrastructure Systems 
 Natural and Cultural Resources 

Key Points 

Review the Critical Tasks chart on the following pages. 
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RECOVERY FRAMEWORK 

Visual 18.1.9 (Continued) 

Critical Tasks for Recovery 

Core Capability Critical Tasks 

Planning  Convene the core of an inclusive planning team (identified pre-
disaster), which will oversee disaster recovery planning.  

 Complete an initial recovery plan that provides an overall strategy 
and timeline, addresses all core capabilities, and integrates 
socioeconomic, demographic, accessibility, and risk assessment 
considerations, which will be implemented in accordance with the 
timeline contained in the plan.  

 

Public Information 
and Warning 

 Reach all populations within the community with effective recovery-
related public information messaging and communications that are 
accessible to people with disabilities and people with limited English 
proficiency, protect the health and safety of the affected population, 
help manage expectations, and ensure stakeholders have a clear 
understanding of available assistance and their roles and 
responsibilities.  

 Support affected populations and stakeholders with a system that 
provides appropriate, current information about any continued 
assistance, steady State resources for long-term impacts, and 
monitoring programs in an effective and accessible manner.  

 

Operational 
Coordination 

 Establish tiered, integrated leadership and inclusive coordinating 
organizations that operate with a unity of effort and are supported by 
sufficient assessment and analysis to provide defined structure and 
decision-making processes for recovery activities.  

 Define the path and timeline for recovery leadership to achieve the 
jurisdiction’s objectives that effectively coordinate and use 
appropriate Federal, State, and Local assistance, as well as 
nongovernmental and private sector resources. This plan is to be 
implemented within the established timeline.  

 

Economic 
Recovery 

 Conduct a preliminary assessment of economic issues and identify 
potential inhibitors to fostering stabilization of the affected 
communities.  

 Ensure the community recovery and mitigation plan(s) incorporates 
economic revitalization and removes governmental inhibitors to post-
disaster economic sustainability while maintaining the civil rights of 
citizens.  

 Return affected areas to a sustainable economy within the specified 
time frame in the recovery plan.  
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RECOVERY FRAMEWORK 

Visual 18.1.9 (Continued) 

Critical Tasks for Recovery (Continued) 

Core Capability Critical Tasks 

Health and Social 
Services 

 Restore basic health and social services functions. Identify critical 
areas of need for health and social services, as well as key partners 
and at-risk individuals (such as children, those with disabilities, those 
who have access and functional needs, and populations with limited 
English proficiency) in short-term, intermediate, and long-term 
recovery.  

 Complete an assessment of community health and social services 
needs and develop a comprehensive recovery timeline.  

 Restore and improve the resilience and sustainability of the health 
and social services networks to meet the needs of and promote the 
independence and well-being of community members in accordance 
with the specified recovery timeline.  

Housing  Assess preliminary housing impacts and needs, identify currently 
available options for temporary housing, and plan for permanent 
housing.  

 Ensure community housing recovery plans continue to address 
interim housing needs, assess options for permanent housing, and 
define a timeline for achieving a resilient, accessible, and sustainable 
housing market.  

 Establish a resilient and sustainable housing market that meets the 
needs of the community, including the need for accessible housing 
within the specified time frame in the recovery plan. 

Infrastructure 
Systems 

 Restore and sustain essential services (public and private) to 
maintain community functionality.  

 Develop a plan with a specified timeline for redeveloping community 
infrastructures to contribute to resiliency, accessibility, and 
sustainability.  

 Provide systems that meet the community needs while minimizing 
service disruption during restoration within the specified timeline in 
the recovery plan.  

Natural and 
Cultural Resources 

 Implement measures to protect and stabilize records and culturally 
significant documents, objects, and structures.  

 Mitigate the impacts to and stabilize natural and cultural resources; 
conduct a preliminary assessment of the impacts that identifies 
protections that need to be in place during stabilization through 
recovery.  

 Complete an assessment of affected natural and cultural resources 
and develop a timeline for addressing these impacts in a sustainable 
and resilient manner.  

 Preserve natural and cultural resources as part of an overall 
community recovery that is achieved through the coordinated efforts 
of natural and cultural resource experts and the recovery team in 
accordance with the specified timeline in the recovery plan. 
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 RECOVERY CORE PRINCIPLES 

Visual 18.1.10 

 

Key Points 

The Recovery Core Principles serve as a guideline for all recovery activities and programs. The 
principles are briefly described as follows: 

 Individual and Family Empowerment—Individuals and households are encouraged to 
engage in their own recovery. 

 Leadership and Local Primacy—It is important to remember that all disasters are Local; 
therefore, Local governments must be partners in all recovery actions taken on their behalf. 

 Pre-disaster Recovery Planning—Individuals, households, and Local governments can 
enhance their recovery from disaster by taking preparedness measures such as developing 
a Pre-disaster Recovery Plan, using disaster-resistant building practices, and participating in 
or conducting training and exercise programs. 

 Partnerships and Inclusiveness—Successful recovery involves the support and 
involvement of all stakeholders within the community and with outside entities that are 
assisting in recovery operations. 

 Public Information—The public must be kept informed of the status of recovery operations 
if they are to support and participate in recovery activities. 

 Unity of Effort—The combined efforts of all stakeholders will help achieve an effective 
recovery. 

 Timeliness and Flexibility—There is no established time frame for recovery to be 
accomplished. It depends on the makeup of the community, the nature and complexity of 
the incident, and the combined efforts of all stakeholders. 
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RECOVERY CORE PRINCIPLES 

Visual 18.1.10 (Continued) 

 Resilience and Sustainability—Successful recovery incorporates mitigation actions and 
best practices to help ensure the future viability of the community. It also involves the ability 
to adapt to changing conditions and withstand and rapidly recover from disruption due to 
emergencies. 

 Psychological and Emotional Recovery—Disaster recovery isn’t just about restoring 
places and things. It also involves the actions to help individuals and households cope with 
stress, illness, and uncertainty resulting from the disaster. 
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COMMUNITY PARTNERSHIP 

Visual 18.1.11 

  

Key Points 

The responsibility of preparing for disaster recovery begins with the individual and builds to 
the larger responsibility of the community and Local government. Community planning 
efforts are supported by voluntary, faith-based, and community organizations; Federal, 
State, Local, and Tribal governments; and the private sector. 

The “whole community” approach to recovery encompasses two key concepts: 

 Ensuring that response and recovery actions are driven by the actual needs of the entire 
affected community and the conditions on the ground, including the population 
demographics and geographic location 

 Ensuring that we leverage and rely upon the resources of the entire emergency 
management team to the greatest extent possible in meeting these needs 
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RECOVERY COORDINATING STRUCTURE 

Visual 18.1.12 

 

Key Points 

State/Local/Tribal Leadership Roles:   

The NDRF recommends that State governors as well as Local government and Tribal leaders 
prepare as part of their disaster recovery plans to appoint Local Disaster Recovery Managers 
(LDRMs) and State/Tribal Disaster Recovery Coordinators (SDRCs/TDRCs) to lead disaster 
recovery activities for the jurisdiction.  

The role of these positions is to organize, coordinate, and advance the recovery at the State, 
Local, or Tribal level. The experience and skill sets of these individuals should include a strong 
basis in community development and good knowledge of the community’s demographics. Their 
primary role is to manage and coordinate the redevelopment and building of the community. 
The LDRMs and TDRCs serve as the jurisdiction’s primary point of contact with the SDRC.  

Federal Leadership Role: 

In large-scale disasters and catastrophic incidents where a Federal role may be necessary, the 
Federal Disaster Recovery Coordinator (FDRC) is a focal point for incorporating recovery and 
mitigation considerations into the early decision-making processes. The FDRC monitors the 
impacts and results of such decisions and evaluates the need for additional assistance and 
adjustments where necessary and feasible throughout the recovery. In these situations, the 
FDRC works as a deputy to the Federal Coordinating Officer (FCO) for all matters concerning 
disaster recovery.  

Additional detail about these positions is provided in the NDRF document. 

https://www.fema.gov/national-disaster-recovery-framework
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RECOVERY COORDINATING STRUCTURE 

Visual 18.1.13 

 

Key Points 

The Recovery Support Functions (RSFs) are six groupings of core recovery capabilities, 
described below, that provide a structure to facilitate problem solving, improve access to 
resources, and foster coordination among Federal and State agencies, nongovernmental 
partners, and stakeholders. 

RSF Mission 

Community 
Planning and 
Capacity Building  

To support and build recovery capacities and community planning 
resources of State, Local, and Tribal governments needed to effectively 
plan for, manage, and implement disaster recovery activities in large, 
unique, or catastrophic incidents 

Economic  To integrate the expertise of the Federal Government to help State, 
Local, and Tribal governments and the private sector sustain and/or 
rebuild businesses and employment and develop economic 
opportunities that result in sustainable and economically resilient 
communities after large-scale and catastrophic incidents 

Health and Social 
Services  

To provide Federal Government assistance to locally led recovery 
efforts in the restoration of public health, health care, and social 
services networks to promote the resilience, health, and well-being of 
affected individuals and communities 

Housing  To address pre-disaster and post-disaster housing issues and 
coordinate and facilitate the delivery of Federal resources and activities 
to assist State, Local,  and Tribal governments in the rehabilitation and 
reconstruction of destroyed and damaged housing, whenever feasible, 
and development of other new, accessible, permanent housing options 
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RECOVERY COORDINATING STRUCTURE 

Visual 18.1.13 (Continued) 

 

RSF Mission 

Infrastructure 
Systems  

To facilitate the integration of the capabilities of the Federal 
Government to support State, Local, and Tribal governments and other 
infrastructure owners and operators in their efforts to achieve recovery 
goals relating to the public engineering of the Nation’s infrastructure 
systems 

Natural and 
Cultural 
Resources  

To integrate Federal assets and capabilities to help State and Tribal 
governments and communities address long-term environmental and 
cultural resource recovery needs after large-scale and catastrophic 
incidents 

The RSFs bring together the core recovery capabilities of Federal departments and agencies 
and other supporting organizations—including those not active in emergency response—to 
focus on community recovery needs. The RSFs work closely with State, Local, and Tribal 
governments to identify underserved populations. 

Through the RSFs, relevant stakeholders and experts are brought together during steady State 
planning and when activated post-disaster to identify and resolve recovery challenges. 
Together, the RSFs help facilitate Local stakeholder participation and promote 
intergovernmental and public-private partnerships.  

The RSF coordinating structure is scalable and adaptable to meet different levels and types of 
needs, as well as specific recovery requirements of large to catastrophic incidents. Each RSF 
has a predesignated coordinating agency that works with the FDRC to promote communication 
and collaboration among its members.  

The NDRF provides more detailed descriptions of the RSFs and their roles and responsibilities.  
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DISASTER RECOVERY PLANNING 

Visual 18.1.14 

 

Alt text 

Pre-disaster Recovery Planning 

A pre-disaster recovery plan identifies activities, priorities, and roles and responsibilities 

required for the community to recover from disaster 

Checklist for Pre-disaster Recovery Planning in the IAW 

Residents are asked to fill out feedback forms at the Louisiana Recovery Planning Day event. 

Key Points 

Both pre-disaster and post-disaster recovery planning are critical for communities to develop 
resilience and for successful and timely recovery.  

Pre-disaster recovery planning involves a State or community articulating a process for how it 
organizes and manages its recovery, establishes relationships among stakeholders, and 
develops methods for prioritizing recovery decisions and land use considerations. Elements of a 
pre-disaster recovery planning and coordination system may include the following: 

 Assessment 

 Communication and outreach 

 Stakeholders 

 Partnerships 

 Guiding principles and recovery priorities 

 Organizational framework 

 Concept of operations 

 Process for post-disaster recovery planning 

 Exercise 

 Planning considerations 
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DISASTER RECOVERY PLANNING 

Visual 18.1.15 

 

Alt text 
Post-disaster Recovery Planning 

 Post-disaster community recovery planning puts complex decisions in the context of the disaster and 

forms the foundation for allocating resources  

 The planning process provides the benchmark to measure the community’s progress toward a 

successful outcome 

Checklist for Post-disaster Recovery Planning in the IAW 

Image of a map 

Key Points 

Post-disaster planning is a discrete process that produces a document or series of documents 
for the disaster at hand that results in integrated recovery and reconstruction programs, actions, 
and recovery. This post-disaster recovery plan is based on the strategy and process laid out in 
the pre-disaster plan. Post-disaster plans guide funding for a wide variety of public sector and 
nongovernmental investments.  

Elements of post-disaster planning include: 

 Assessment 

 Leadership 

 Support 

 Communication and outreach 

 Existing guidance documents 

 Building consensus 

 Recovery issues 

 Recovery vision and goals 

 Strategy 

 Plan writing 

 Implementation 

 Funding 

 Update 
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ACTIVITY 18.1 – DISASTER RECOVERY PLANNING 

Visual 18.1.16 

 

Key Points 

Instructions: 
1. In your IAW, complete the pre- and post-disaster recovery planning checklists. 
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WHAT IS SUCCESSFUL RECOVERY? 

Visual 18.1.17 

 

Key Points 

Discussion Question: What does successful community recovery look like? 
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WHAT IS SUCCESSFUL RECOVERY? 

Visual 18.1.17 (Continued) 

Discussion Question: What characteristics would indicate to you that a community has 
successfully recovered from a disaster? 

Discussion Question: Reviewing the Critical Tasks for Recovery from Visual 18.1.9 what 
critical tasks did the Joplin recovery process do well, and looking at other disasters you 
may be familiar with, how did these other municipalities come up short? 

Discussion Question: Reviewing the keys to Joplin’s success versus other disasters, 
how did Joplin effectively utilize the Recovery Core Principles from Visual 18.1.10? 
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WHAT IS SUCCESSFUL RECOVERY? 

Visual 18.1.17 (Continued) 

Discussion Question: How important were the Recovery Support Functions from Visual 
18.1.13 in the successful and timely recovery in Joplin?  

Keys to a successful recovery in Joplin: 
1. The community was resilient and immediately began to resolve their problems without 

waiting for assistance. 
2. The community expedited debris removal, and neighbors helped neighbors. 
3. A decision was made immediately to have schools reopen on time, 3 months after the 

tornado, allowing residents to get “back into their routine.”  
4. Government regulations that normally slow processes were waived by executive orders 

of the governor. 
5. A community recovery committee was organized to assist with the recovery planning. 
6. Government took the lead on public projects and allowed the charitable organizations 

and private sector to take the lead on response and recovery. 
7. Businesses and residents were quickly advised of the intention to rebuild in a timely 

fashion, thus keeping most of the population close and willing to return.  
8. Businesses used peer-to-peer connections to assist each other through shared space, 

shared resources, and employment opportunities for residents. 
9. Effective use of social media connected people with needs to volunteers and supplies to 

meet the needs. 
10. Insurance companies responded quickly and began writing checks to help displaced 

residents with basic sustainment. 
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WHAT IS SUCCESSFUL RECOVERY? 

Visual 18.1.17 (Continued) 

Comparison to Katrina in New Orleans and other recent disasters: 
1) The community was reliant on government, and the government promoted some of this 

reliance. 
2) Due to water remaining in many areas, debris removal was delayed. New Orleans was 

evacuated for a month. 
3) Many schools have never reopened; however, Tulane University did work with other 

universities to give opportunities to their students. 
4) Regulations in many cases impeded rebuilding by requiring people to build to the latest 

codes, which many times insurance would not cover. 
5) Planning was developed through government and the public sector. 
6) The government tried to oversee all processes. The private sector and charitable 

organizations were successful with their coordination, recovery, and rebuilding 
processes. 

7) Businesses and residents were caught in the middle of a waiting game. When and what 
would be rebuilt? Businesses did not want to rebuild if the residents were not returning; 
residents did not want to return until they knew there would be businesses to support 
their basic needs. 

8) Some businesses worked together and for the greater good, but there was a divide 
between the affected and the unaffected business community.  

9) Social media was not applicable to the extent it was in 2011. 
10) Insurance companies were slow to respond, and, in fact, many lawsuits were filed for 

failures by the insurance industry.  
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SUCCESS FACTORS 

Visual 18.1.18 

 

Key Points 

Experience shows that the presence of the following factors in a community can help ensure a 
successful recovery: 

 Effective decision making and coordination.  

 Integration of community recovery planning processes.  

 Well-managed recovery.  

 Proactive community engagement, public participation, and public awareness.  

 Well-administered financial acquisition.  

 Organizational flexibility.  

 Resilient rebuilding. 
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SUCCESS FACTORS 

Visual 18.1.18 (Continued) 

 

Factors in a Successful Recovery  

 

Effective 
Decision-Making 
and Coordination 

 Roles and responsibilities for all stakeholders defined by recovery 
leadership  

 A decision-making process that involves examining recovery 
alternatives, addressing conflicts, and making informed and timely 
decisions  

 Metrics established for tracking progress, ensuring accountability, 
and reinforcing realistic expectations among stakeholders  

 Involvement of governments and voluntary, faith-based, and 
community organizations in tracking progress, ensuring 
accountability, and making adjustments to ongoing assistance  

Integration of 
Community 
Recovery 
Planning 
Processes 

 Community engagement in pre-disaster recovery planning and 
other recovery preparedness, mitigation, and community resilience-
building work  

 Individual, business, and community preparation and resilience 
building that improve the speed and quality of post-disaster recovery 
decisions  

 A public-private partnership under the National Infrastructure 
Protection Plan (NIPP) that facilitates broad coordination and 
information sharing among all levels of government and private sector 
owners and operators of critical infrastructure  

 Processes and criteria for identifying and prioritizing key recovery 
actions and projects developed by the community  

 An organizational framework involving key sectors and stakeholders 
to manage and expedite recovery planning and coordination  

 Revision of existing State and Local emergency response 
contingencies to incorporate recovery planning best practices and 
other preparedness, mitigation, and community resilience-building 
work  
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SUCCESS FACTORS 

Visual 18.1.18 (Continued) 

 

Factors in a Successful Recovery  

 

Well-Managed 
Recovery 

 Well-established pre-disaster partnerships at the Federal, State, 
Local, and Tribal levels, including those with the private sector and 
nongovernmental organizations (NGOs)  

 Coordination of traditional public and NGO assistance 
programs to accelerate the recovery process and avoid duplication 
of efforts  

 Interface with outside sources of help, such as surrounding 
governments, foundations, universities, nonprofit organizations, and 
private sector entities  

 Readily available surge staffing and management structures, 
such as code enforcement, planning, communications, grant writing, 
and management, to support the increased workload during 
recovery 

 Guidance provided for the transition from response operations, to 
recovery, to a new normal state of community functioning, including 
the shift of roles and responsibilities  

 Compliance with architectural standards and programmatic 
accessibility during recovery 

Proactive 
Community 
Engagement, 
Public 
Participation, and 
Public 
Awareness 

 Collaboration among stakeholders to maximize the use of 
available resources to rebuild housing, infrastructure, schools, 
businesses, and the social-historical-cultural fabric of the impacted 
community in a resilient manner and to provide health care, access, 
and functional support services  

 Representation of all community perspectives in all phases of 
disaster and recovery planning, and transparency and accountability 
in the process  

Proactive 
Community 
Engagement, 
Public 
Participation, and 
Public 
Awareness 
(Continued) 

 Creation of post-disaster recovery plans that can be 
implemented quickly and incorporation of Local opinions so that 
community needs are met in a holistic manner 

 Accessible public information to keep everyone—including those 
with function needs or limited English proficiency—informed 
throughout the recovery process  

 Continuous and accessible public information campaigns to 
increase public confidence. Such campaigns should address the 
various recovery programs; the community’s commitment to short, 
intermediate, and long-term recovery; and the overall recovery 
progress 
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SUCCESS FACTORS 

Visual 18.1.18 (Continued) 

 

Factors in a Successful Recovery (Continued) 

 

Well-
Administered 
Financial 
Acquisition 

 Understanding of and access to broad and diverse funding 
sources to finance recovery efforts  

 Knowledge of and professional administration of external 
programs  

 Collaboration among funders and resource providers to provide 
program flexibility and implement financial planning  

 Development and maintenance of adequate financial monitoring 
and accounting systems for new and large levels of investment, 
including systems that detect and deter fraud, waste, and abuse  

 Maximum use of Local businesses in Federal recovery 
expenditures to promote Local economic development 

Organizational 
Flexibility 

 Scalable and flexible organizational structures for coordinating 
recovery assistance  

 Evolving and adaptive recovery structures at all government 
levels to address the changing landscape of post-disaster 
environments and facilitate the application of laws, regulations, and 
policies in the context of disaster 

 Functional and effective intergovernmental relations that 
contribute to the efficiency of the recovery process  

 Flexible staffing and management structures to enhance the 
adaptability of the governmental structure  

 Increased pre-disaster partnerships to reduce or avoid the 
challenges of establishing new partnerships in a post-disaster 
environment  

Resilient 
Rebuilding 

 Sustainable rebuilding that addresses ecological, economic, and 
Local capacity considerations  

 Rebuilding in a manner that reduces or eliminates risk from 
future disasters and avoids unintended negative environmental 
consequences  

 Adoption of stronger building codes and land-use ordinances.  
Vulnerable structures are retrofitted, elevated, or removed from 
harm.  

 Incorporation of risk-reduction strategies into governance and 
Local decision making 
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UNIT SUMMARY   

Visual 18.1.19 

 

Key Points 

This unit focused on the following key points:  

 Recovery may take a long time: start as soon as possible, even during response operations. 

 The whole community has important roles, responsibilities, and contributions in disaster 
recovery. 

 A disaster recovery plan will help guide the community through the recovery process. 

 Community leaders have a critical role in a community’s recovery.
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INTRODUCTION 

Visual 18.2.1 

 

Key Points 

This unit provides an overview of disaster recovery operations and the emergency management 
role in them. 
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DISASTER RECOVERY OPERATIONS 

Visual 18.2.2 

 

Key Points 

Disaster recovery operations will vary with the type, scope, and duration of the disaster.  
However, disaster recovery typically consists of the following activities: 

 Recovery management and coordination 

 Damage assessment 

 Care for survivors 

 Restoration of services, facilities, and infrastructure 

 Building inspection 

 Community redevelopment 

 Support for business recovery 

 Documentation of disaster operations and costs 
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RECOVERY MANAGEMENT AND COORDINATION 

Visual 18.2.3 

 

Key Points 

As described in Unit 1, many partners are involved in a community’s disaster recovery. Each 
partner contributes resources and capabilities and represents different stakeholders within the 
community.   

These resources and efforts have to be managed and coordinated in order to accomplish a 
speedy, efficient, and effective recovery. Community leaders are ultimately responsible for the 
recovery of their community; however, they rely on the emergency management team in 
general, and the Emergency Manager specifically, to manage and coordinate the disaster 
recovery effort. 
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Alt text 
RSF Coordination 

The RSF structure provides coordination for recovery operations. The structure is scalable and 

flexible. Functions are deployed based on demonstrated recovery needs. 

JFO - 
RSF: Economic 
RSF: Health and Social Services 
RSF: Housing 
RSF: Infrastructure Systems 
RSF: Natural and Cultural Resources 
RSF: Community Planning and Capacity Building 

Key Points 

The Recovery Support Function (RSF) coordinating structure described in the previous module 
is scalable and adaptable to meet different levels and types of needs, as well as specific 
recovery requirements of large to catastrophic incidents.   

Each RSF has a predesignated coordinating agency that works with the Federal Disaster 
Recovery Coordinator (FDRC) to promote communication and collaboration among its 
members. 

This tiered leadership structure helps to accommodate the rapid surge of Federal resources that 
may be needed to assist in large-scale or catastrophic incidents. Through the RSFs, Federal 
resources are organized into a number of field teams led by the most appropriate primary 
agencies to cover multiple localities.  

Each team is then adapted to comprise only the RSF functions (or the Federal department or 
agency) that have the authority, expertise, and resources appropriate to the locality assigned. 
Based on assessments and recovery management structures established by State and Local 
officials, only the RSFs that are needed deploy.   
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Unit 2: Disaster Recovery Operations 

 

Module 18: Mission Area: Recovery  
June 2017 Student Manual – Virginia Edition Page 18.2.6 

RECOVERY MANAGEMENT AND COORDINATION 

Visual 18.2.5 

 

Alt text 
Recovery Task Force 

 Elected/Appointed Officials 
 Public Information Officer 
 Attorney 
 Emergency Management 
 Public Safety Department 
 Public Works Department 
 Building Department 
 Finance Department 
 Planning/Community Development Department 
 Community Services  
 Health Care (Hospitals and Public Health) 
 Chamber of Commerce 
 Business Community 
 Voluntary Agencies 
 School Districts 
 Neighborhood/Citizens Groups 

Key Points 

Some jurisdictions establish a local Recovery Task Force to guide the community through 
recovery. The visual lists potential members of a Recovery Task Force.   

In many cases, the Emergency Manager leads the Recovery Task Force. If a community does 
not create a Recovery Task Force, the responsibility for managing and coordinating recovery 
resources and activities is still often accomplished by the Emergency Manager.  
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Visual 18.2.5 (Continued) 

In this capacity, the Emergency Manager is not directing or controlling the resources of other 
members of the emergency management team; rather, he/she is coordinating those resources 
to help ensure their efficient use. 

The disaster recovery plan provides guidance for recovery activities conducted by the entire 
community and helps ensure that the recovery effort is coordinated. 
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Key Points 

Damage assessment will occur at different stages of a disaster and may include the following: 

Preliminary Damage Assessment (PDA)  

This assessment, conducted jointly by FEMA, the State, and the Local jurisdiction, includes a 
description of damages according to categories established by the State and/or Local 
governments. The PDA is used to more specifically gauge the impact of the disaster and to 
determine whether a request for a presidential disaster declaration will be made. This 
assessment is conducted during response but may be modified or refined during recovery 
operations. 

Additional Assessments  

Regardless of a presidential disaster declaration, additional assessments and inspections will 
be conducted as the recovery progresses. Insurance agents, environmental health inspectors, 
housing inspectors, engineers, and other professionals will conduct a variety of assessments 
and inspections for various reasons. 

If a presidential disaster declaration is made, the additional assessments and inspections will 
help determine the funding levels of assistance programs and the eligibility for that funding. 

Emergency Managers may be involved in many of these assessments and need to be aware of 
the types and occurrences of other assessments and inspections that occur in their jurisdiction. 
Community leaders and the general public may want to know the location and purpose of these 
assessments and inspections.  
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Key Points 

The Health and Social Services RSF mission includes coordination of care for survivors. 

Disaster survivors may require a variety of care options including medical assistance and 
supplies, evacuation from damaged facilities, and other functional needs. 

Community partners may be able to provide some of these services. Emergency management 
should be aware of the status of disaster survivors and how their needs are being addressed. 
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Key Points 

The Infrastructure Systems RSF mission includes coordination of restoration of services, 
facilities, and infrastructure. 

Repair and restoration of utilities (electrical power, natural gas, telecommunications, water, 
and sewer) are usually managed or coordinated by a community’s public works department. In 
some communities, utilities are all publicly operated, whereas in others they are either quasi-
governmental or privately operated. The way in which public works plans and interacts with 
these entities will be key to efficient and rapid recovery. 

Drainage and flood control systems may be owned and/or operated by special districts. 
Repair and reconstruction of these facilities will require close cooperation and coordination with 
Federal, State, and Local entities.  

Roads and bridges have to be inspected for structural integrity and other safety concerns 
before they can be reopened.  

Recovery of transportation systems and lifelines is essential to ensure movement and 
communication to support the recovery process. The restoration of other services and activities 
in the community depends on transportation and communications.  

Restoration of community services such as schools, hospitals, daycare centers, gas stations, 
nursing homes, recreation departments, and libraries is an essential part of helping the 
community return to a sense of normalcy. 
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Key Points 

As previously mentioned, additional assessments and inspections will occur throughout the 
recovery process. Building inspection is an example of this. A detailed damage assessment 
provides estimates of actual repairs based upon previous experience and actual estimates from 
contractors or other sources.  

The control of access is an important consideration for safety of the general public. Basic 
sanitation and utility services must be present in order to prevent additional health and safety 
issues. There are also obvious concerns about leaking natural gas or propane lines and tanks, 
electrical lines partially energized, and hidden areas of damage caused by the incident. 

Some damaged housing units may be made habitable if temporary repairs are made, whereas 
others will require major repairs or reconstruction. Local governments will have to decide 
whether permits and/or fees will be required for temporary and permanent repairs and 
construction. It will greatly ease conflict with residents and contractors if they know in advance 
what actions the community will allow and under what conditions. In some situations, contractor 
licenses may be reviewed or issued as a condition for operating in the community.  

Following a disaster, Local authorities may have to review existing building codes to determine 
their adequacy for future disasters. 

Demolition of private and public structures may be required and the debris generated by such 
activity will have to be managed. 
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The building department is part of the emergency management team and contributes to the 
community’s recovery. Emergency Managers need to be aware of the status of building 
inspections and issues relating to damaged structures. Additional resources or mutual aid may 
be required to supplement the resources and staff of the building department, especially in 
instances where damage is widespread and Local building department staffs are overwhelmed.
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Key Points 

The Community Planning and Capacity Building RSF mission includes coordination of 
community redevelopment. 

Repair and replacement of damaged structures provide tangible evidence that recovery is taking 
place. The planning and community development department can compare development plans 
with hazard mapping, thereby identifying hazard reduction opportunities and requirements. 
Community development can also work closely with the business sector to facilitate economic 
recovery. These actions contribute to the resilience and sustainability of the community. 
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Alt text 
Support for Business Recovery 

 Play an important part in recovery 

 Face multiple post-disaster challenges—dependence on infrastructure, workforce 

availability, suppliers, customers, investors 

 Receive assistance from SBA 

A row of stores. Two woman talking at a booth for Loan Assistance. 

Key Points 

The Economic RSF mission includes coordinating support for business recovery. 

The unique characteristics of business and industry present both challenges and opportunities 
for disaster recovery. The business sector is a community stakeholder in recovery because 
businesses are an integral part of the community. Successful businesses participate in 
community events and coordinate with other businesses and organizations for the betterment of 
the community as a whole. Many businesses sponsor or support fundraisers for various 
purposes or band together in associations to promote various community projects. For example, 
businesses may form an association to improve a deteriorating business section of the 
community. Organizations, such as the local Chamber of Commerce, are usually active in 
supporting recovery goals and programs. 

Some of the challenges for the business sector include the following: 

 Dependence on infrastructure. The business sector depends on the community 
infrastructure for survival. If roads, bridges, electricity, garbage collection, and other utilities 
and services are disrupted, businesses suffer. Even if a business is only slightly damaged 
from an incident, if the infrastructure is not operable, the business cannot function. 
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 Dependence on workforce availability. The business sector depends on its workforce for 
survival. Like other sectors of the community, businesses can operate with a reduced 
workforce; however, business vitality will suffer and may eventually have to cease if the 
workforce cannot return.   

 Dependence on suppliers and customers. Businesses are dependent on suppliers and 
customers for their survival. If a business survives a disaster unscathed, yet its suppliers 
and/or customers are impacted, that business will suffer and may eventually close. 

 Decisions based on the bottom line. Most businesses have some sort of private 
ownership. Recovery decision-making is usually controlled by the small business owner, a 
group of investors, or a board of directors. As a community stakeholder, a business owner or 
board of directors will probably keep the community’s interests in mind. If, however, a 
business has been severely damaged and has a chance to survive only if it relocates, that 
may be the final decision regardless of a desire to stay at the pre-disaster site. 

 Needs that outstrip available assistance. Eligibility for Federal assistance programs 
differs for businesses. The Small Business Administration (SBA) is the principal provider for 
Federal assistance to businesses. SBA assistance may be available for small and large 
incidents, with or without a presidential disaster declaration. This will benefit many small 
businesses that rely on such assistance. However, as mentioned previously, even the 
availability of low-interest loans may not be sufficient to keep a business in operation after a 
disaster. 

The main opportunity for the business sector during recovery is its ability to form business 
alliances and professional organizations that can pool resources and solicit help for recovery 
both locally and nationally. In recent disasters, the business sector has become increasingly 
active in recovery operations by: 

 Providing resources to assist in recovery for other sectors of the community. 

 Forming business alliances and partnerships to assist those parts of the business 
community affected by the disaster. 

 Reaching out to regional and national business organizations to either request help or 
provide resources to others in need. 
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Key Points 

The documentation of activities and costs is both a legal and financial concern for communities 
during disaster recovery. 

 Disaster recovery activities should be documented to help protect the community from 
liability for damages or actions associated with disaster operations. 

 Disaster recovery costs should be tracked in order to support requests for reimbursement in 
the event of Federal or State disaster declarations. 

 Communities should develop their own documentation policies, procedures, and systems 
before disaster strikes and include them in their training and exercise programs.  
Documentation is also an important element in a community’s pre-disaster recovery plan, 
which was discussed in Unit 1. 

The Local emergency management office is an ideal coordination point for documentation and 
is often chosen for this task. Documentation policies, procedures, and formats may be 
developed by the administration or legal department, whereas implementation of the program is 
usually left to emergency management.  

Note: Documentation will be covered in more detail in the Administration module. 
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Key Points 

Purpose: This activity will give you an opportunity to apply recovery operations coordination 
examples in an exercise context. 

Instructions: 
1. Review the scenario on the next page.  
2. Working in your table groups, discuss the questions provided. 
3. Record your answers on an easel pad and be ready to present your findings in 10 minutes. 

Scenario: Tornado Outbreak 

In late spring, multiple supercell thunderstorms produced many large and damaging tornadoes 
in a Midwestern State during the late afternoon and evening hours.  

The tornadoes resulted in 4 fatalities and 275 injuries in the small rural counties and one Tribal 
community in the path of destruction. Emergency services and medical facilities were 
overwhelmed with casualties. Many homes and businesses were damaged or destroyed 
throughout the affected areas.  
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Damages:  

 Homes destroyed: 89 (in many cases, only the foundation remained), including 15 in the 
Tribal community 

 Homes damaged: 327, including 80 in the Tribal community. Approximately one-half of the 
homes needed temporary repairs in order to be habitable. 

 Businesses destroyed: 8, including 2 in the Tribal community 

 Businesses damaged: 42, including 3 in the Tribal community 

 Schools damaged: 2 

 Public buildings damaged: 4, including two fire stations, one of which was in the Tribal 
community 

Emergency/Disaster Declarations: 

State, Local, and Tribal organizations declared emergencies for this incident; however, there 
was no request for a presidential disaster declaration. 

Questions: 

 Who are the community partners involved in recovery operations for this disaster? 

 What capabilities can each partner provide to the recovery? 
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Key Points 

This unit focused on the following key points:  

 Partners in the community have capabilities that can be applied in recovery operations 

 The RSF structure laid out in the National Disaster Recovery Framework provides 
coordination for recovery operations 

 Emergency management has a key role in coordinating resources and activities during 
recovery operations 

 Documentation of disaster activities and costs is a legal and financial responsibility of Local 
government
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Key Points 

This unit provides an overview of recovery programs. 
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Key Points 

Discussion Question: How often do incidents result in a presidential disaster 
declaration? 

 Public Assistance (PA) declarations are established by structured processes and thresholds 
that are well established in the United States. 

 Individual Assistance (IA) declarations have traditionally been announced based on more 
subjective criteria. However, under the Sandy Recovery Improvement Act (SRIA), FEMA 
has been directed to provide more objective criteria in evaluating the need for assistance 
and to clarify thresholds for eligibility. This will also speed the process of receiving Federal 
assistance under IA.  
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Key Points 

Next, we will review two of FEMA’s recovery programs: IA and PA. Another recovery program, 
Hazard Mitigation, was covered in the Mitigation module.  
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Key Points 

The purpose of FEMA’s Individual Assistance (IA) programs is to help individual disaster 
survivors recover from a declared disaster.  

When people lose their homes and possessions because of a disaster, IA programs provide the 
funding and alternatives to help people return to a normal life.  

Two primary programs are the Individuals and Households Program (IHP) and Other Needs 
Assistance (ONA). Other programs include:  

 Crisis Counseling 

 Disaster Case Management (DCM) 

 Small Business Administration (SBA) and U.S. Department of Agriculture (USDA) programs 

 Disaster Unemployment Assistance (DUA) 

 Veterans Assistance 

 Disaster Legal Services (DLS) 

Refer to the job aid at the end of this unit for information about these programs. 

  



Unit 3: Recovery Programs 

 

Module 18: Mission Area: Recovery  
June 2017 Student Manual – Virginia Edition Page 18.3.5 

IA PROGRAMS 

Visual 18.3.5 

 

Alt text 
Sequence of Delivery (1 of 2) 
Flow chart, starting with Voluntary Agencies: Emergency Food, Shelter, Clothing, Medical 

Needs 

Arrow points to Insurance Homeowner, Renter, NFIP, etc. 

Arrow points to FEMA Housing Assistance (Not Income Dependent) 

 Temporary Housing Assistance 

 Repair Assistance 

 Replacement Assistance 

 Permanent or Semi-Permanent Construction 

Key Points 

Delivery of assistance to individuals and families follows a sequence:  

 Neighbors, volunteers, and volunteer agencies provide shelter, food, and necessities to 
people who are displaced or otherwise in need due to the disaster.  

 Insurance companies and the National Flood Insurance Program (NFIP) pay damage 
claims to insured survivors. Insurance is an extremely important means of recovery. 
Survivors will be asked about their insurance coverage when they apply for disaster 
assistance. 

 FEMA Housing Assistance (HA) under the IHP provides assistance to repair damaged 
housing and to provide displaced survivors with temporary housing. This assistance is not 
income dependent and is currently expanding to include more community-based options for 
temporary housing. Eligibility is based on a FEMA inspection conducted on the damaged 
property. 

Do you know what programs are available through your State? 
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Alt text 
Sequence of Delivery (2 of 2) 

FEMA/State Other Needs Assistance (ONA) Non-Income-Dependent Items Assistance for 

Medical, Dental, Funeral, and Other 

Arrow leads to SBA Income Evaluation (Repayment Capability) To determine if applicant can 

qualify for a low-interest SBA loan 

Arrow to SBA Referral: Real Property/Personal Property and to FEMA/State ONA: Personal 

Property, Transportation, Moving/Storage, Group Flood Policy 

Arrow leads to Unmet Needs – Voluntary Agencies 

Key Points 

Continuing the sequence of delivery . . . 

 FEMA and the States provide ONA. This program provides non-income-dependent 
assistance for disaster-related medical, dental, funeral, child care, and other miscellaneous 
expenses.  

 FEMA screens the applicant’s income to determine if the applicant can qualify for a low-
interest SBA loan.  

 Survivors above a given income level are referred to SBA for real property or personal 
property loans. Survivors below the income threshold may be eligible for grants from the 
ONA programs.  

 In some cases, individuals and families have unmet needs and need additional help to 
recover from a disaster. Local governments can help establish an Unmet Needs Committee 
to address this type of need. The committee is composed of voluntary agencies and service 
organizations that marshal their combined resources to help survivors. 



Unit 3: Recovery Programs 

 

Module 18: Mission Area: Recovery  
June 2017 Student Manual – Virginia Edition Page 18.3.7 

IA PROGRAMS 

Visual 18.3.7 

 

Key Points 

Individuals can apply for assistance online or by telephone. 

Applying Online 

DisasterAssistance.gov is an easy-to-use website that consolidates disaster information in 
one place. Currently, 17 U.S. Government agencies, which sponsor more than 50 forms of 
disaster assistance, contribute to the website.  

DisasterAssistance.gov is the result of Executive Order 13411, which requires the government 
to simplify the process of identifying and applying for disaster assistance. A link to this site is 
also available online.  

What’s available: Using DisasterAssistance.gov, individuals can:  

 Apply for many forms of assistance with a single, online application. It is also possible to 
register via a mobile telephone application.  

 Learn about potential assistance.  

 Check the progress of their application online.  

Required information: When applying for assistance, applicants must provide the following 
information:  

 Social Security number  

 Pre-disaster address  

 Current contact information (mailing address and telephone number(s) where the applicant 
can be reached)  

 Insurance information  

 Total household annual income  

 A description of the losses that were caused by the disaster  

http://www.fema.gov/


Unit 3: Recovery Programs 

 

Module 18: Mission Area: Recovery  
Page 18.3.8 Student Manual – Virginia Edition June 2017 

IA PROGRAMS 

Visual 18.3.7 (Continued) 

After completing an application for assistance, the individual will receive a FEMA application 
number. 

Teleregistration 

After a disaster, people are encouraged to call the toll-free application number or apply online. 
Disaster Recovery Centers (DRCs) in affected areas provide information and assist applicants 
with teleregistration. A TTY number is available for people with speech or hearing disabilities. 
Operators are available at certain times to translate various languages. 

When an application for disaster assistance is taken over the telephone, it is processed into the 
computer system. The National Processing Service Center (NPSC) is able to take calls from 
anywhere in the continental United States within disaster-specific operating hours. Temporary 
centers may be set up to help with taking and processing the overflow of applications. 
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Key Points 

FEMA facilities and staff you may encounter in the field include the following: 

 Joint Field Office (JFO)—Location from which FEMA, other Federal agencies, and the 
State conduct response and recovery operations. The Federal Coordinating Officer (FCO), 
State Coordinating Officer (SCO), and others are part of the Unified Coordination Group that 
provides leadership at the JFO. 

 DRC—A facility established in the disaster area to provide survivors with information about 
their application for IA. Survivors may also be able to acquire information on other Federal, 
State, and Local recovery programs. The locations of DRCs are identified by Local 
governments in coordination with the State and FEMA. 

 Intergovernmental Affairs/Liaison—FEMA staff assigned to work with Local government 
officials and Tribal leaders and assist them with questions about disaster assistance 
programs and procedures. 

 Inspectors—FEMA teams or contractors will be in the field to inspect damaged facilities and 
housing and other facilities that may be receiving disaster assistance for repair or 
reconstruction. Multiple visits may be needed in order to establish the recovery assistance 
that will be received and the status of repairs or reconstruction during the recovery process. 

 Disaster Survivor Assistance (DSA)—DSA, previously known as Community Relations, 
contains FEMA teams assigned to provide the general public with information on disaster 
recovery programs and procedures for applying. In some cases, State teams may 
accompany the FEMA teams in the field.  
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Alt text 
Things to Remember: IA 

 Pre-identify where you might establish DRCs 

 Once the disaster is declared, encourage your citizens to register and visit a DRC 

 Trust that the Federal delivery of disaster services is proven and effective 

 Be prepared to help provide staff to assist State and FEMA teams at various points along 

the process 

Emergency responders in the field. 

Key Points 

As a partner in disaster recovery, Local government can help survivors and assist other partners 
in providing assistance to survivors by: 

 Pre-identifying where you might establish DRCs 

 Once the disaster is declared, encouraging citizens to register and visit a DRC 

 Trusting that the Federal delivery of disaster services is proven and effective 

 Being prepared to help provide staff to assist State and FEMA teams at various points along 
the process 

 Actively involving emergency management personnel to enhance the delivery of IA 
programs 
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Key Points 

The next section of this unit will discuss the Public Assistance (PA) program.  

Remember:  

 IA helps persons recover.  

 PA helps communities recover.  

 Emergency management has an important role to play in delivery of these programs. 

Refer to the job aid at the end of this unit for additional information about disaster 
assistance programs. 
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Key Points 

The purpose of the PA program is to help State, Local, and Tribal governments and certain 
private nonprofit (PNP) organizations recover from a declared disaster. 

The major forms of assistance are: 

 Debris removal 

 Permanent restoration of public buildings, roads, bridges, and other infrastructure 

 Certain emergency protective measures 
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Key Points 

Four criteria are involved in general PA program eligibility: applicant, facility, work, and cost. In 
this section we will review how these factors might impact emergency management. 

The process and procedure for making eligibility determinations under the PA program are 
beyond the scope of this training.  

However, it is important to note that State and FEMA PA program personnel will be involved in 
administering the PA program in disasters. Eligibility determinations will be made by the 
appropriate parties in these disasters. 
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Key Points 

The following entities are examples of eligible applicants: 

 State and Local governments/agencies: 
o Counties 
o Cities, towns, villages, townships 
o Districts and regional authorities 
o State departments (e.g., transportation) 

 Indian tribes, Tribal organizations, Alaska Native villages or organizations 

 Certain private nonprofit (PNP) entities, which may include: 
o Medical 
o Custodial care 
o Fire/emergency 
o Utilities 
o Certain irrigation facilities 
o Other essential government services 

Emergency management may be a program, department, or office in these entities. 
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Alt text 
Applicant’s Responsibilities 

 Appoint an Applicant’s Agent to serve as point of contact 

 Attend Applicants Briefing conducted by the State 

 Submit a Request for Public Assistance 

 Prepare a list of damages 

 Identify projects in coordination with the State and FEMA 

 Coordinate activities with the State and FEMA 

 Document all work and costs 

FEMA personel working in the field. 

Key Points 

The applicant must appoint a representative, called the Applicant’s Agent, to serve as a point of 
contact for State and FEMA PA personnel. In performing his/her duties, the Applicant’s Agent 
must: 

 Attend the Applicants Briefing conducted by the State. 

 Submit a Request for PA. 

 Prepare a list of damages. 

 Identify projects in coordination with the State and FEMA. 

 Coordinate all other PA activities with State and FEMA PA personnel. 

 Document all work and costs. 

Remember: An Emergency Manager may be appointed to serve as the Applicant’s Agent for 
his/her jurisdiction but should in any case be aware of the status and progress of PA activities. 
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Alt text 
Facilities 

 Be the legal responsibility of an eligible applicant  

 Have been in active use at the time of the disaster  

 Be damaged as a result of the declared disaster 

 Be located in the designated disaster area 

Front view of a building, Navigation icon with the Facility element highlighted.Work and Cost 
elements remain. 

Key Points 

To be eligible, a facility must: 

 Be the legal responsibility of an eligible applicant. 

 Have been in active use at the time of the disaster. 

 Be damaged as a result of the declared disaster. 

 Be located in the designated disaster area. 
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Key Points 

There are two categories of work: 

 Emergency work: Must be performed to reduce or eliminate an immediate threat to life, 
protect public health and safety, or protect improved property that is threatened in a 
significant way as a result of a disaster 

 Permanent work: Required to restore a damaged facility, through repair or restoration, to its 
pre-disaster design, function, and capacity in accordance with applicable codes or standards 
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Key Points 

There are several categories of emergency work. 

Debris Removal (Category A) must be necessary to: 

 Eliminate threat to lives, public health, and safety 

 Eliminate threat to improved property 

 Ensure economic recovery of a community 

 Mitigate risk by removing substantially damaged structures 

Not all debris is necessarily eligible. Eligible debris may include: 

 Trees and woody debris 

 Building components or contents 

 Sand, mud, silt, or gravel 

SRIA made substantial changes to the debris management programs under PA.  

With a FEMA-approved pre-disaster debris management plan, applicants may qualify for: 

 More advantageous cost-share incentives 

 Incentives based on speedier debris removal (e.g., sliding scale reimbursement) 

 Reimbursement for Force Account labor for execution of debris removal 
  

https://www.fema.gov/media-library-data/cdb664c08781a038ee3f877f0b99b212/PA_Alternative_Procedures.pdf
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Visual 18.3.17 (Continued) 

Examples of Eligible Emergency Protective Measures (Category B) include: 

 Warning of risks and hazards  

 Search and rescue  

 Security forces (police and guards) in the disaster area  

 Construction of temporary levees  

 Provision of shelters and emergency mass care  

 Provision of emergency medical care  

 Sandbagging  

 Bracing/shoring damaged structures  

 Provision of food, water, ice, and other essential needs at distribution points for use by the 
Local population  

 Emergency repairs  

 Emergency demolition  

 Removal of health and safety hazards  

 Cost-effective measures by a State, Local, or Tribal government to prevent damage to a 
public or private facility, or by an eligible PNP organization to prevent damage to eligible 
facilities for which it is responsible 
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Visual 18.3.18 

 

Key Points 

Debris is the single largest cost associated with most disasters. The development of a debris 
management plan is an important preparedness activity for any community. 

The components of a comprehensive debris management plan include: 

 An established debris management structure 

 Assessment of the situation and assumptions 

 A well-defined debris collection plan 

 Identification of debris management sites 

 Procedures for contracted services 

 A process for demolition and debris removal from private property 

 A process for disseminating information 

 Safety 

References for debris management are included in your Action Planning Booklet. 



Unit 3: Recovery Programs 

 

Module 18: Mission Area: Recovery  
June 2017 Student Manual – Virginia Edition Page 18.3.21 

PA PROGRAM 

Visual 18.3.19 

 

Key Points 

Permanent work categories include the following: 

 Category C: Roads and Bridges 

 Category D: Water Control Facilities 

 Category E: Buildings and Equipment 

 Category F: Utilities 

 Category G: Parks, Recreational, and Other 
  



Unit 3: Recovery Programs 

 

Module 18: Mission Area: Recovery  
Page 18.3.22 Student Manual – Virginia Edition June 2017 

PA PROGRAM 
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Key Points 

To be eligible for reimbursement, costs must: 

 Be reasonable and necessary to accomplish eligible work. 

 Comply with Federal, State, and Local laws and regulations. 

 Include deductions of insurance proceeds, salvage value, and purchase discounts. 
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PA PROGRAM 

Visual 18.3.21 

  

Key Points 

Special considerations are issues other than program eligibility that affect the scope of work and 
funding for a PA project. These issues include: 

 Insurance 

 Hazard mitigation 

 Environmental compliance 

 Floodplain management 

 Historic preservation 

 Pre-disaster FEMA-approved plan (e.g., debris management) 
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Alt text 
Things to Remember: PA 

 You are not expected to be an expert, but you should be aware of this important program 

 Emergency Manager may be appointed as an Applicant’s Agent 

 If you are not the Applicant’s Agent, get acquainted with him/her and with FEMA and State 

PA contacts 

 Pre-disaster planning can assist you in expedited funding, repair, and recovery following a 

disaster 

Key Points 

An Emergency Manager is not expected to become an expert in the PA program and policies; 
however, it is important to be aware of the PA program and how it may involve Local/Tribal 
organizations. 

The Emergency Manager may be appointed as an Applicant’s Agent. If this occurs, familiarize 
yourself with the role and responsibilities associated with this assignment. 

Even if you are not the Applicant’s Agent, get acquainted with that person and with FEMA and 
State PA contacts. You may need to facilitate the identification of the agent and maintain 
contact with all parties. 

Pre-disaster planning can assist you in expedited funding, repair, and recovery following a 
disaster. 

Additional references on the PA program are included in your Action Planning Booklet.  
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Key Points 

Purpose: This activity will provide an opportunity to describe and apply recovery operations 
coordination examples in an exercise context.  

Instructions: 
1. Review the scenario. 
2. Answer the discussion questions.  

Scenario: Tornado Outbreak Update 

In late spring, multiple supercell thunderstorms produced many large and damaging tornadoes 
in a Midwestern State during the late afternoon and evening hours.  

The State requested a presidential disaster declaration. Based on additional damage 
information, the declaration was made 3 days later. The following updated information was 
provided: 

 The tornadoes resulted in 14 fatalities and 575 injuries in the small rural counties and one 
Tribal community in the path of destruction.  

 Homes destroyed: 289 (in many cases, only the foundation remained), including 55 in the 
Tribal community 

 Homes damaged: 527, including 180 in the Tribal community. Approximately half of the 
homes needed temporary repairs in order to be habitable. 

 Businesses destroyed: 48, including 6 in the Tribal community 

 Businesses damaged: 142, including 13 in the Tribal community 

 Schools damaged: 2 (1 with major damage) 

 Public buildings damaged: 14, including 2 fire stations, 1 of which was in the Tribal 
community 

 Debris: Scattered throughout the area; quantities have not been established 
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Discussion Question: What capabilities can FEMA and other Federal agencies provide 
for the recovery? 

Discussion Question: What Local emergency management capabilities could be provided 
for the recovery? 
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Alt text 
Unit Summary 

 FEMA’s recovery programs are IA and PA 

 Emergency management can have a vital role in delivery of these programs by being aware 

of: 

 The general guidelines and procedures of these programs 

 Local activities involving these programs 

 State and FEMA points of contact 

Job Aid: Recovery Programs 

Key Points 

This unit focused on the following key points:  

 When a presidential disaster declaration is made, FEMA provides assistance through the IA 
and PA programs. 

 Emergency management can play a vital role in delivery of these programs by being aware 
of: 

o General guidelines and procedures of these programs 

o Local activities involving these programs 

o State and FEMA points of contact for the programs 

Refer to the job aid on the following pages for a summary of recovery program information. 
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Recovery Programs 

 

Stafford Act Program Summaries 
 

IA  The IA program serves families and businesses that have been 
affected by disasters. Some of these services include: 

 Emergency 
Needs 

Voluntary agencies attend to essential needs that must be met 
immediately. Emergency needs include food, shelter, 
transportation, and medical care. 

 IHP  

  Temporary 
Housing 
Assistance 

If qualifications are met, FEMA provides temporary HA: 
financial (rental assistance or short-term lodging expenses) or 
direct assistance (manufactured housing or recreational 
vehicle) with temporary housing needs. 

  Repairs Funding to make home repairs, to return homes to a safe and 
sanitary living or functioning condition. The SBA disaster loan 
program may provide additional repair assistance. 

  Replacement Assistance to purchase a replacement home 

  Permanent 
Housing 
Construction 

Assistance to construct a permanent home in island areas or 
other remote locations outside the continental United States 
when other housing forms are unavailable or infeasible. Note: 
Permanent housing construction is rarely implemented. 

 ONA ONA may be provided to help with related medical, dental, 
funeral, child care, and other expenses. This type of assistance 
is not income dependent. ONA also can provide assistance for 
personal property such as furniture, appliances, transportation, 
clothing, and moving/storage. 

 SBA  

  SBA Loans SBA provides Home and Personal Property Disaster Loans: 
low-interest loans for restoring or replacing uninsured or 
underinsured disaster-damaged real estate and personal 
property. These loans are limited to the amount of uninsured 
SBA-verified losses. 

  Business 
Physical 
Loss 
Disaster 
Loans 

Low-interest loans to businesses for repair and replacement of 
destroyed or damaged facilities, inventory, machinery, or 
equipment 

  Economic 
Injury 
Disaster 
Loans 

Loans for working capital to small businesses that cannot pay 
bills or meet expenses as a result of the disaster. 

There is money available for mitigation. 
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Recovery Programs (Continued) 

 

Stafford Act Program Summaries (Continued) 

 

IA 
(Continued) 

Consumer 
Services 

The State Attorney General’s Office provides counseling on 
consumer problems including product shortages, price 
gouging, and disreputable business practices. 

 DUA Eligibility: Those not qualified for regular unemployment 
insurance (self-employed). 

Unemployment benefits at the State’s rate from date of 
incident up to 26 weeks after the incident. 

 Crisis 
Counseling 

Assistance for short-term counseling, public education. 
FEMA funds Health and Human Services (HHS) Center for 
Mental Health Services; grants in turn to State mental health 
departments and Local providers. 

 DLS Provided through the Young Lawyers Division of the 
American Bar Association, DLA provides assistance for 
disaster-related legal needs such as assistance with 
insurance claims, will replacement, landlord disputes, etc. 

 DCM FEMA provides grants to States to implement DCM. A 
disaster case manager assists households in assessing their 
disaster-caused unmet needs and helps them develop a 
goal-oriented recovery plan. 

 Emergency 
Farm 
Assistance 

USDA provides emergency farm loans through the Farm 
Service Agency (FSA). This program provides assistance to 
family farmers who suffer disaster-related damage or a loss 
related to their farming operations. The loans are intended to 
return the farm operation to a productive basis as soon as 
possible. 

 

PA The PA program provides assistance to municipalities and certain PNP groups 
for:  

 Removal of debris 

 Repairs to public buildings, roads, bridges, and other infrastructure 

 Certain emergency protective measures 

FEMA can task (“mission assign”) another Federal agency to help in the 
provision of PA support or reimburse Local governments for completing the 
needed work. 
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Recovery Programs (Continued) 

 

Stafford Act Program Summaries (Continued) 

 

Hazard 
Mitigation 

Mitigation is any action of a long-term, permanent nature that reduces the 
actual or potential risk of loss of life or property from a hazardous event. 

Mitigation means providing individuals and communities with resources and 
technical assistance to rebuild in ways that will reduce the possibility of future 
losses. Mitigation may involve simple measures such as strapping a water 
heater to a wall to prevent earthquake damage and elevating heating and air 
conditioning units to avoid flood damage. Mitigation can also include more 
complex efforts such as reengineering bridges or relocating communities. 

Mitigation requires that individuals look at the future, not at just short-term 
rebuilding efforts. 

 

General Program Information 

 

What to Do if 
People Ask 
About the 
Programs 

Never give advice about an individual’s eligibility. This may raise false 
expectations and add to their suffering, confusion, or disappointment. 

If people ask you about the disaster assistance programs and whether they 
may be eligible, it is important to encourage them to apply for assistance. 
Remind individuals about the teleregistration number: 1-800-621-3362 
(FEMA). Assistance programs and eligibility needs are complex, so it is 
important for everyone to complete an application. Completing an application 
is the only way to make sure individuals get all the assistance they are entitled 
to receive. 

Disaster 
Assistance 
Information 

Following a presidential declaration of a disaster, FEMA initiates a coordinated 
effort to publicize information on how to apply for disaster assistance. It 
includes Public Service Announcements, community workers, media 
announcements, and many other methods and procedures. 
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Recovery Programs (Continued) 

 

General Program Information (Continued) 
 

The 
Registration 
Process 

The NPSC is a permanent FEMA facility that houses the National 
Teleregistration Center, a nationwide toll-free telephone bank. When an 
application for disaster assistance is taken over the telephone, it is 
processed into the computer system. 

 

 If people ask you how or where to apply, encourage 
them to call the toll-free application number. 

Teleregistration 
 

1-800-621-3362 
TTY  

1-800-462-7585 

 The NPSC is able to take calls from anywhere in the 
continental United States during operating hours 
(disaster specific). Temporary centers may be set 
up to help with taking and processing the overflow 
of applications. Operators are available at certain 
times to translate various languages.  

 

The Helpline The Helpline is a toll-free number set up for 
individuals who have already applied for disaster 
assistance to call when they need additional help or 
have questions. The Helpline is an effective way to 
find out about: 

 The status of an application 

 Additional services 

 Where to go for specific services 

Helpline 
1-800-621-3362 

TTY  
1-800-462-7585 

 

Learn More 
About 
Assistance 
Programs 

A lot of additional information is available about assistance programs. 
Three things you can do to learn more are: 

 Visit the FEMA website to see Grants and Assistance Programs for 
Individuals.  

 Take additional training  
Talk to program experts  

 
  

https://www.fema.gov/grants-assistance-programs-individuals
https://www.fema.gov/grants-assistance-programs-individuals
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Key Points 

This unit discusses the emotional component of a community’s recovery. 

A successful recovery process addresses the full range of psychological and emotional needs of 
the community as it recovers from the disaster through the provision of support, counseling, 
screening, and treatment when needed.  

These needs range from helping individuals handle the shock and stress associated with the 
disaster’s impact and recovery challenges, to addressing the potential for and consequences of 
individuals harming themselves or others through substance, physical, and emotional abuses.  

Successful recovery acknowledges the linkages between the recovery of individuals, 
households, and communities. 

In this unit you will learn about: 

 Emotional response to disasters 

 Emotional recovery 

 Actions to promote emotional healing in the community  
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Key Points 

Review the survivor stories on the next page.  

Discussion Question: How do their situations differ?  

Discussion Question: What do they have in common? 
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Survivor Stories 

Grace 

 
 

In the fire that engulfed her community, everything Grace owned 
—home, furniture, belongings, clothing, pictures, memorabilia, 
legal records—was reduced to ashes. The sense of loss is 
overwhelming, and she doesn’t know where she will live or what 
to do next. 
 

Sylvia 

 
 

Ever since the earthquake, Sylvia has been working with search 
teams, trying to locate trapped victims. She has been at it for 
days on end and is exhausted. She’s had emotional highs and 
lows, but now a feeling of despair has taken hold.  
 

Paul 

 
 

It’s been months since the tornado hit. Paul was “lucky”—his 
house was spared. But the event was so frightening that he’s 
still having nightmares and problems concentrating.  

And every day he looks out at the wreckage of his neighbors’ 
homes, and he feels a deep sense of guilt. 
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Key Points 

Disasters are traumatic events that take a huge toll on the entire community. Disasters can 
shatter people’s sense of security and make them feel helpless and vulnerable. No one is 
immune to the impact of such events. 

Everyone—whether directly or indirectly impacted—feels the impact of disasters, including: 

 Disaster survivors 

 Response personnel 

 Volunteers 

 Anyone in the community whose life or loved ones are touched by the event  
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Key Points 

Each person experiences trauma in his or her own way, and the symptoms of emotional trauma 
vary widely. Symptoms may be emotional, cognitive, physical, and social. Examples of 
symptoms are shown in the following table. While some symptoms become apparent quickly 
and are readily detectable, others may surface gradually over time and may persist.  

Types of 
Symptoms 

 
Examples 

Emotional Shock, denial, anger, disbelief, helplessness, fear, hopelessness, sadness, 
shame, guilt, confusion, terror, depression, frustration, humiliation, grief, 
sorrow, moodiness, suicidal thoughts 

Cognitive Confusion, worry, short attention span, self-blame, nightmares, 
hypervigilance, paranoia, phobic reaction, flashbacks, anxiety 

Physical Edginess, fatigue, body aches, decreased energy, difficulty sleeping, 
eating disturbance, muscle tremors or “tics,” startle responses, profuse 
sweating, heart palpitations, nausea, diarrhea 

Social Withdrawal, isolation, antisocial behavior, irresponsibility, delinquency or 
absenteeism, substance abuse, strained interpersonal relations 
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Key Points 

Emotional response during and after a disaster goes through several phases. The graphic on 
the visual shows one conceptualization of these phases, including: 

 Heroic: From impact or preimpact to about 1 week after the disaster. All emotions are 
strong and direct at this time. Individuals are likely to use their energy for survival, rescuing 
others, promoting safety, and protecting property. 

 Honeymoon: From 1 week to 2 or 3 months after the disaster. There is a strong sense of 
having shared a catastrophe and survived. People expect extensive assistance from 
government agencies. Buoyed by the expectations of help, they clear debris and remove 
wreckage. 

 Disillusionment: From 2 months to 1 or 2 years after the event. Emotions include a sense 
of anger and disappointment, as well as resentment and bitterness, if there are delays in 
assistance or unfulfilled expectations of aid. Individuals concentrate on rebuilding their own 
lives and solving their own problems. The feeling of strong community is lost. 

 Reconstruction: For several years after the disaster. People realize they must solve any 
problems in rebuilding their lives. Visible progress reaffirms belief in self and community. If 
recovery efforts are delayed, serious and intense emotional problems may result. 

Source: Zunin, L.M., and Myers, D. (2000). Training manual for human service workers in major 
disasters (2nd ed., DHHS Publication No. ADM 90-538). Washington, DC: U.S. Department of 
Health and Human Services, Substance Abuse and Mental Health Services Administration, 
Center for Mental Health Services.  
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Alt text 
Emotional Recovery 

 A community’s recovery process is not just material rebuilding and economic recovery 

 Recovery involves rebuilding emotional resilience and the individual and collective spirit of 

the community 

 Emergency management can take steps that help facilitate the emotional healing process 

People gathered, holding American flags. 

Key Points 

When we think about disaster recovery, we tend to think of rebuilding homes and businesses, 
repairing infrastructure, enforcing building codes, paying for new construction, and rebuilding 
the tax base.  

But communities are made up of people, and a community’s recovery process is not just 
material rebuilding and economic recovery. Recovery involves rebuilding emotional resilience 
and the individual and collective spirit of the community. 

Emergency management can take steps that help facilitate the emotional healing process. 
Some of these steps are described on the following visuals.  
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Alt text 
Pre-Disaster Actions 
Work with NGOs and local organizations to: 

 Educate about the emotional impact of disasters and emotional healing 

 Ensure that the community understands what kinds of emotional response are “normal” in 
the wake of a disaster 

 Promote psychological resilience through healthy lifestyles, stress reduction, and 
preparedness 

Helping Children Cope with Disaster Cover 

Key Points 

Preparedness activities can be designed to strengthen community resiliency and make people 
better able to cope if a disaster does occur. Activities can be deliberately interwoven into all 
aspects of emergency preparedness training and educational programs.  

Pre-disaster actions apply to the whole community: the general public, disaster professionals, 
and trained volunteers. The pre-disaster time period is a good time for emergency management 
to work with nongovernmental organizations (NGOs) and local groups to ensure that an 
educational program is in place to: 

 Educate the community about the emotional impact of disasters and emotional healing. 

 Make sure that people understand what kinds of emotional response are “normal” in the 
wake of a disaster so they can recognize if their symptoms are “crossing the line” into 
something more serious.  

 Promote psychological resilience through healthy lifestyles such as exercise, hydration, 
talking with coworkers, and meditation—all of which can reduce stress. 
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Alt text 

Disaster and Post-Disaster Actions (1 of 2) 

 Rotate response personnel and enforce rest schedules 

 Ensure that qualified personnel are in place to: 

 Provide “psychological first aid” to trauma survivors and workers  

 Normalize post-disaster emotions   

 Affirm the strength and resilience of the human psyche 

 Attend to your own emotional health 

A little boy points to a drawing. 

Key Points 

When disaster strikes, and in the immediate aftermath, take steps to prevent emotional trauma 
and handle it when it occurs. For example: 

 Take preventive measures with response personnel, such as rotating personnel and 
enforcing rest schedules. 

 Provide qualified personnel (e.g., crisis management teams, NGOs) to provide 
“psychological first aid” to trauma survivors and workers. This may include: 

o Listening to concerns, conveying compassion, assessing needs, ensuring that basic 
physical needs are met, and protecting the individual from further harm. The key is 
listening; those who do not wish to talk should not be compelled to talk. 

o Normalizing post-disaster emotions and conveying what recovery looks like. People 
need to understand that troubling emotions may be quite normal for the situation. They 
also need to recognize signs of unhealthy responses in themselves and others. 

o Affirming the strength and resilience of the human psyche. Hope is a great healer. 

 Attend to your own emotional health. Get rest, eat properly, and seek out an empathetic ear 
when needed. Be attuned to signs of stress in yourself. 
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Alt text 
Disaster and Post-Disaster Actions (2 of 2) 

 Discuss healthy and unhealthy approaches to stress reduction  

 Encourage emotional healing by taking charge of physical recovery, planning for personal 

safety, staying informed, and using a support network 

 Clarify where to get help with physical, financial, and emotional recovery 

Woman going over information. 

Key Points 

 Encourage individual stress reduction. Discuss healthy and unhealthy approaches to 
reducing stress.  

 Encourage people to engage in their own emotional healing by taking charge of physical 
recovery, planning for personal safety, staying informed, and using a support network. 

 Provide information about where to get help with physical, financial, and emotional recovery. 
Getting control of one’s physical and financial situation goes a long way toward reducing 
anxiety. Inform people where they can obtain emotional help if their emotional symptoms 
persist. 
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Alt text 

Anniversaries 

 Prepare the community for resurfacing of traumatic emotions 

 Prepare switchboard and intake workers for an increase in disaster-related calls 

 Assist community groups in planning appropriate commemorative programs or activities 

A man writing on a chart. 

Key Points 

Disaster anniversaries can be a two-edged sword. For some people, they evoke memories of 
the event, a heightened sense of anxiety, and reawakening of feelings associated with the 
event. On the other hand, anniversaries can also provide an opportunity for emotional healing. 

It is beneficial to prepare people for what they may experience emotionally as the anniversary 
approaches. Many communities also use the anniversary as an opportunity to promote 
emotional healing through commemorative events and activities. Examples include: 

 Preparing the community for resurfacing of traumatic emotions: 

o Let people know that anniversaries often trigger the return of traumatic emotions so they 
are not caught unaware.  

o Develop and distribute fliers and brochures about normal anniversary reactions and 
ways to cope. 

o Provide materials, consultation, and/or training to organizations providing services to 
disaster survivors, such as schools, faith-based organizations, medical clinics, and 
senior centers. 

o Encourage crisis counselors and support group leaders to be proactive in providing 
guidance and appropriate anniversary-related interventions with clients. 

 Working with the appropriate organizations to ensure that switchboard and intake workers 
are ready for an increase in disaster-related calls in the weeks preceding and immediately 
following the anniversary. 

 Assisting community groups in planning appropriate commemorative programs or activities.  
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Key Points 

This activity provides an opportunity to brainstorm actions that could contribute to a community’s 
emotional recovery. 

Video Transcript: Oakville, Iowa’s Recovery 

Benita Grooms, Mayor of Oakville: The levee actually had topped where they had 
sandbagged and it had started to move the bags and therefore it washed it on away, and then it 
broke. I was at city hall and the fire chief came by on a four-wheeler and yelled, “Get out, get 
out, everyone out,” and I said, “Oh, is it breaking?” and he said, “Get out now!” And it came in 
fast then. We had actually about an hour and a half to two hours since, you know, from the time 
that we were notified to get out, until the water actually came in town. 

We had really a deep division among people who wanted the FEMA buyout. They thought they 
would have money in hand and be gone and start life someplace else. And then we had the 
deep commitment of the ones who wanted to stay. And so that got to be quite a divisive fight 
between us. The long-term recovery team came in and they did not choose sides. I tried to get 
them to, but they wouldn't, tried to get them to choose sides and my side, of course. They 
wouldn’t do that, but what they did they brought the two sides together. 
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We started working together and the whole thing was, what about Oakville? What do we do with 
Oakville? We chose a core area of the town that had to be brought back up in housing and have 
the majority of the houses in it to sustain the community. It’s only been through the volunteers 
and the effort that the volunteers are putting into the town that we are able to go in and say now 
this house is structurally sound and they are going in and doing insulation; top-of-the-line 
wiring. Everything has to be up to code. It gives it more of a positive picture you see  

that instead of the ones that are still torn apart or going to be demolished. Instead of seeing 
those you see the possibility of a new housing that is being developed with the old houses. 

I think this town will be around. Yeah. It’s going to be tough for about three years, like I say. We 
take, uh, next year we will have a very, very low tax rating, and then it will pick up again. 
Because of the housing being rehabbed it would pick up that gap. Hopefully, yeah, we’re going 
to hang on. 
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Key Points 

Instructions:  

In your table group: 

1. Imagine that it has been close to a year since the disaster described in the video. 
2. Brainstorm ways emergency management could promote continued emotional healing in the 

community. 
3. Be ready to share your ideas in 10 minutes. 
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Key Points 

This unit focused on the following key points: 

 Disasters are traumatic events that take a huge toll on the entire community. 

 A community’s recovery process involves rebuilding emotional resilience and the individual 
and collective spirit of the community. 

 Emergency management can take steps that help facilitate the emotional healing process 
before, during, and after a disaster. 
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ACTIVITY 18.4 – MODULE 18 IAW 

Visual 18.4.14 

 

Key Points 

Instructions:   

1. Answer the questions in the IAW.  
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FEEDBACK 

Visual 18.4.15 

 

Notes 

Please provide your feedback on this module. 
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MODULE OVERVIEW 

Visual 19.1.1 

 

Key Points 

This module provides an overview of communications in emergency management.  



Module 19: Communications in Emergency Management 

 

Module 19: Communications in Emergency Management 
Page 19.1.2 Student Manual – Virginia Edition June 2017 

MODULE OVERVIEW 

Visual 19.1.2 

 

Key Points 

This module is divided into the following two units: 

Unit Time 

Unit 1: Communications in Emergency Management 30 minutes 

Unit 2: Incident Communications and Planning 

 Activity 19.1 – Reviewing Plan Documents (Visual 19.2.22) 

1 hour 

Total Module Time: 1 hour, 30 minutes 
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MODULE OVERVIEW 

Visual 19.1.3 

 

Key Points 

The goal of this module is to enable you to describe communications in emergency 
management, including communications technologies and incident communications and 
planning. 

The objectives for the individual units in this module are listed below. 

Unit 1: 

 Explain the relationship between communications and emergency management. 

 Explain how technology contributes to emergency management communications. 

Unit 2: 

 Identify characteristics of interoperable systems. 

 Identify steps for improving interoperability. 

 Describe key elements of communications plans. 

 Describe strategies for ensuring readiness of communications plans. 

 Identify examples of the use of technology in emergency management for establishing a 
common operating picture.  
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INTRODUCTION 

Visual 19.1.4 

 

Key Points 

Key topics covered in this unit include: 

 Use and impact of technology in emergency management 

 Communications systems that may be used in all phases of emergency management  

 Importance of communications in emergency management 
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COMMUNICATIONS 

Visual 19.1.5 

 

Key Points 

Discussion Question: What is communications, and what does it include? 
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COMMUNICATIONS 

Visual 19.1.6 

 

Key Points 

Communications and Information Management is one of the five key components of the 
National Incident Management System. 
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COMMUNICATIONS 

Visual 19.1.7 

 

Key Points 

Video Transcript: Communications Interoperability: When You Can’t Communicate: 
Lessons From Katrina 

Narrator: Effective emergency response depends on communication—the ability to maintain a 
common operating picture through the constant flow of information. During and after Hurricane 
Katrina, communications systems failed, severely hampering information flow and lifesaving 
operations.  

In New Orleans, most of the city was flooded. The combined effects of wind, rain, storm surge, 
breached levees, and flooding knocked out virtually the entire infrastructure—electrical power … 
roads … water supply and sewage … and communications systems.  

Thomas Stone: We lost our communications system, and when you are not able to 
communicate, you can’t coordinate your response. You never ever think in your career that you 
will lose your entire infrastructure. 

Charles Parent: It wasn’t only the 9-1-1 Center, it is just that the whole telephone system went 
down. We did receive some calls to the EOC. We relayed them by radio to the different 
companies. Quite simply, we could not get to everybody as quickly as we wanted to. 

Thomas Stone: Well one of the lessons we have learned for critical infrastructure is that your 
communications centers have to be built off of ground level. You have to protect that equipment 
and have it operating as long as possible. 
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COMMUNICATIONS 

Visual 19.1.7 (Continued) 

Pete Caruso: We had five national mutual aid channels. We didn’t figure on everybody’s radio 
system crashing. And all of us were now trying to work off of five conventional mutual aid 
channels and it got overloaded.  

The problem with our radio system was that some debris had punched a hole in the radiator of 
our emergency generator on the 40th floor of a downtown building. After the coolant ran out, 
and then eventually the UPS batteries died, then the system crashed. 

Narrator: And when the unexpected happens, and redundant technology and backup plans are 
not enough, you may just have to be creative. 

Thomas Stone: Our VHF antennas were knocked off the buildings, so—we had what is called 
“simplex,” kind of like line-to-sight radios—so we had to actually put people on rooftops of the 
different buildings that we were staged in with our task forces and relay messages. 

We had 9-1-1 calls that were routed to the State Police in Baton Rouge and then were hand-
delivered here in St. Bernard Parish. And then we would coordinate through our search and 
rescue efforts to go out and try to find these people that called in through 9-1-1. 

Thomas Stone: Our cell phones would work at about 3 a.m., and only if you called an 
exchange outside of this area. Text messaging—that worked well. We got a lot of messages by 
text messaging; couldn’t return them, but you could receive them, and the Internet helped a lot. 

Narrator: What lessons from Hurricane Katrina can be applied to planning for interoperable 
communications? 

 Have a governance structure in place. Get buy-in from decision makers and work together 
on a framework for interoperable communications. 

 Identify technological solutions that are reliable, scalable, portable, and resilient. Build in 
redundancy so that losing primary systems doesn’t create a communications blackout. 
Locate communications centers in safe areas. Include emergency repairs in your plans. 

 Have plans and procedures in place, practice using them, and update them as needed.  

 Include interagency and interjurisdictional communications in training and exercises. 

 And finally, incorporate regular use of interoperable systems in routine activities. 

Charles Parent: We suffered a lot in the city, but the scenarios that were run before this—they 
predicted everything that would happen. We were able to mitigate a lot of that. 

Pete Caruso: We practiced using our manual system all the time, so there wasn’t any problem 
using the manual system.  

Charles Parent: Your plan has to be updated every year, after every event. Every hurricane— 
we went through it—we saw what worked, what didn’t work, we adjusted it, we changed it, and it 
is a growing plan. But it has to be a plan that everyone can understand from the firefighter on 
up, and everyone can buy into it—and they have to believe in the plan. And if they are part of 
the plan before, in the planning stage, in the implementation, in the practice, then it will work. 
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COMMUNICATIONS 

Visual 19.1.8 

 

Key Points 

Effective communications support each period within the emergency management lifecycle: 

 Pre-incident 

 Incident 

 Post-incident 

We will look at each phase in the following visuals 

.
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PRE-INCIDENT COMMUNICATION 

Visual 19.1.9 

 

Key Points 

Information sharing: 

 Enables ongoing contingency planning 

 Informs choices about potential future responses  

 Supports documentation of protocols and procedures 

 Helps the public prepare for emergencies 

For example: 

 Predictive situation status information enables planners to position resources and make 
other preparations.  

 Existing resource inventories enable them to anticipate resource shortfalls. 
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INCIDENT COMMUNICATION 

Visual 19.1.10 

 

Alt text 
Incident Communication 

The ability of personnel from different disciplines, jurisdictions, organizations, and agencies to 

work together during an incident depends on their being able to communicate with each other 

and maintain a common operating picture 

Effectively communicated information can help save lives!  

Image of a news truck 

Key Points 

The ability of personnel from different disciplines, jurisdictions, organizations, and agencies to 
work together during an incident depends on their being able to communicate with each other 
and maintain a common operating picture. 
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INCIDENT COMMUNICATION 

Visual 19.1.11 

 

Key Points 

Discussion Question: What is the common operating picture? 

Discussion Question: Why is it important? 

Hint: Think about the cartoon—What if a team of brain surgeons failed to have a common 
operating picture? 
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INCIDENT COMMUNICATION 

Visual 19.1.12 

 

Key Points 

A common operating picture is a single set of relevant, usable information that is shared across 
response organizations at all levels. 

A common operating picture is established and maintained by gathering, collating, synthesizing, 
and disseminating incident information to all appropriate parties. 

Establishing and maintaining a common operating picture during an incident: 

 Improves incident safety 

 Provides the basis for informed predictions and proactive response 

 Allows effective, consistent, and timely tactical and strategic decisions 

 Supports a coordinated response among all response participants 

 Helps ensure consistency of messages shared with the agency leaders, the media, the 
public, all levels of government, and others 
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SITUATION AWARENESS 

Visual 19.1.13 

 

Key Points 

Having a common operating picture during an incident helps to ensure consistency for all 
emergency management and response personnel engaged in an incident. The common 
operating picture is maintained by continually monitoring and updating the picture.  

Situation awareness is pulling together information into an understanding of the larger picture. 

Situation awareness is a key element of a common operating picture. Situation awareness 
answers the questions: 

 What is happening? 

 Why is it happening? 

 What does it mean? 

 What will happen next? 

Situation awareness also provides the basis for prediction—using one’s understanding of the 
factors within the incident environment to predict how the situation is likely to unfold.  

By regularly monitoring conditions and events, Emergency Managers compile new data with 
which to update the picture and adjust predictions. 
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SITUATION AWARENESS 

Visual 19.1.14 

 

Key Points 

To better understand common operating picture and situation awareness, imagine the picture as 
a TV or computer image. Early in the incident, there is little information—not many pixels—so 
the image is fuzzy.  
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SITUATION AWARENESS 

Visual 19.1.15 

 

Key Points 

As you dial in the focus, you add more information to the common operating picture—more 
pixels, more definition. The picture’s resolution becomes more precise over time.  

Eventually you have a high-definition picture with a lot of detail. You can see the picture on a 
large scale, and you can also zoom in and take a closer look at the details. 
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SITUATION AWARENESS 

Visual 19.1.16 

 

Key Points 

Discussion Question: What are the common barriers to maintaining situation 
awareness? 
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SITUATION AWARENESS 

Visual 19.1.17 

 

Key Points 

 A common problem with information being reported about an incident is when a snapshot of 
the same situation is taken at different times or with different references and biases. This 
situation leads to: 
o The perception that the government’s facts are inconsistent or false 
o Executives and others making statements or decisions on old information  

 Example: Consider the following headline: Farmer Bill Dies in House 
o Actual meaning: A proposed law has failed to survive the legislative process in the 

House of Representatives.  
o Alternative interpretation: A farmer named Bill died in his house. 

Often in an incident there is little time to verify facts. However, when there is conflicting 
information from a credible source, it may be important to take the time to verify facts before 
acting.  

It is important to draw accurate conclusions and make inferences based on the facts in 
evidence and prior knowledge of the incident or situation.  

 Information Overload: Unfiltered data and un-prioritized information leads to too much 
information to digest in the emergency environment. 
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POST-INCIDENT COMMUNICATION 

Visual 19.1.18 

 

Key Points 

Types of post-incident communication include: 

 After-Action Reporting 

 Lessons Learned 

 Corrective Action Plans 
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TECHNOLOGY 

Visual 19.1.19 

 

Key Points 

Discussion Question: How does technology contribute to emergency management 
communications? 
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UNIT SUMMARY 

Visual 19.1.20 

 

Key Points 

This unit focused on the following key points: 

 The ability to work together during an incident depends on being able to communicate and 
maintain a common operating picture. 

 Technology supports: 
o Communication 
o Maintenance of a common operating picture 
o Timely decision making 

 Technology is a force multiplier, and it enables you to do more with existing resources.
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INTRODUCTION 

Visual 19.2.1 

 

Key Points 

This unit discusses the following: 

 The nature and importance of interoperability of emergency management communications 
systems 

 Elements of a communications plan 

 Establishing and maintaining a communications plan 
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WHO NEEDS TO COMMUNICATE? 

Visual 19.2.2 

 

Key Points 

Scenario: 

Your fire department responds to a report of a fire in the administrative office of a local chemical 
plant. There is no indication that the fire has spread, but the offices adjoin a warehouse 
containing hazardous materials. 

Discussion Question: Who needs to communicate? 
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WHO NEEDS TO COMMUNICATE? 

Visual 19.2.3 

 

Alt text 
Scenario (Phase 2) 

 The fire spreads to the warehouse   

 The Incident Commander requests help from the Regional Hazmat Team and two adjacent 

fire and police departments 

 The Hazmat Team advises letting the hazardous material burn. Fire departments withdraw. 

 Evacuation is ordered in the immediate area and for one mile downwind, and EOCs are 

activated 

Who needs to communicate?  

Image of a Warehouse fire. 

Key Points 

Scenario: 

The fire spreads to the warehouse. The Incident Commander requests help from the Regional 
Hazmat Team and two adjacent fire and police departments. The Hazmat Team advises letting 
the hazardous material burn. Fire departments withdraw. Evacuation is ordered in the 
immediate area and for one mile downwind, and Emergency Operations Centers (EOCs) are 
activated. 

Discussion Question: Who needs to communicate? 
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WHO NEEDS TO COMMUNICATE? 

Visual 19.2.4 

 

Alt text 
Scenario (Phase 3) 

 Three hours later, the warehouse continues to burn   

 Three thousand people are affected by the evacuation order and must be sheltered outside 

the area   

 Rush hour has begun, and traffic is affected throughout the area 

Who needs to communicate?  

Image of People evacuating. 

Key Points 

Scenario: 

Three hours later, the warehouse continues to burn. Approximately 3,000 people are affected by 
the evacuation order and must be sheltered outside the area. Rush hour has begun, and traffic 
is affected throughout the area. 

Discussion Question: Who needs to communicate? 
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INTEROPERABILITY 

Visual 19.2.5 

 

Key Points 

Interoperability is the ability of systems, personnel, and equipment to provide and receive 
functionality, data, information, and services to and from other systems, personnel, and 
equipment, between both public and private agencies, departments, and other organizations, in 
a manner enabling them to operate effectively together.  

Interoperability allows emergency management and response personnel—as well as their 
affiliated organizations—to communicate within and across agencies and jurisdictions via voice, 
data, or video—on demand, in real time, when needed, and when authorized. (Source: National 
Incident Management System [NIMS]) 
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INTEROPERABILITY 

Visual 19.2.6 

 

Key Points 

Interoperability does not refer only to wireless radios. Interoperability encompasses: 

 Person-to-person communications 

 Communications systems and equipment (radio systems and equipment, computer 
equipment, etc.) 
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INTEROPERABILITY 

Visual 19.2.7 

 

Key Points 

Interoperability in person-to-person communication involves the manner in which individuals talk 
to one another. 

Person-to-person communication may include: 

 Radio and telephone communications 

 Meetings: 
o Briefings and coordination meetings (in person, teleconference, and video conference) 
o Town meetings 
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INTEROPERABILITY 

Visual 19.2.8 

 

Key Points 

Use of plain language and common terminology is an important part of interoperability because 
it fosters more effective communication among agencies and organizations responding together 
to an incident. 

All communications between organizational elements during an incident, whether oral or written, 
should be in plain language; this ensures that information dissemination is timely, clear, 
acknowledged, and understood by all intended recipients.  
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INTEROPERABILITY 

Visual 19.2.9 

 

Alt text 
Interoperable Communications Systems 

Reliable. Able to function in any type of incident, regardless of cause, size, location, or 

complexity 

Scalable. Suitable for use on a small or large scale, allowing for an increasing number of users  

Portable. Built on standardized radio technologies, protocols, and frequencies that allow 

deployment to different locations and seamless integration with other systems  

Key Points 

To achieve interoperability, communications and information systems should be designed to be: 

 Reliable: Able to function in any type of incident, regardless of cause, size, location, or 
complexity 

 Scalable: Suitable for use on a small or large scale, allowing for an increasing number of 
users 

 Portable: Built on standardized radio technologies, protocols, and frequencies that allow 
deployment to different locations and seamless integration with other systems  
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INTEROPERABILITY 

Visual 19.2.10 

 

Key Points 

They should also be: 

 Resilient: Able to withstand and continue to perform after damage or loss of infrastructure 

 Redundant: Able to provide continued service through duplicate services or alternative 
methods when standard capabilities suffer damage 

Effective communications systems: 

 Support routine communications within the agency or jurisdiction  

 Support interoperable communications with other entities during multidiscipline or 
multijurisdictional incidents  
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INTEROPERABILITY CHALLENGES 

Visual 19.2.11 

 

Key Points 

Discussion Question: What are some examples of communications system problems 
from recent experience? 
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INTEROPERABILITY CHALLENGES 

Visual 19.2.12 

 

Key Points 

Discussion Question: What kinds of things get in the way of a jurisdiction or regional 
area resolving interoperability problems? 
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INTEROPERABILITY CHALLENGES 

Visual 19.2.13 

 

Alt text 
Technology Differences 

 Technology differences among agencies and jurisdictions are the root of the problem  

 Communications technology is complex and evolving rapidly 

 Technology solutions are expensive, and multiple solutions may be needed 

Emergency responder on a handheld radio. 

Key Points 

Incompatible communications technology can create barriers in the flow of critical information, 
and system modification or replacement can take significant time and money—often several 
budget cycles. 

Problems may stem from: 

 Different radio system architectures—e.g., conventional (simplex, half-duplex, or duplex); 
trunked; or hybrid 

 Incompatible frequencies 

 Equipment differences 

Potential solutions range from simple and inexpensive to complex and costly. 
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INTEROPERABILITY IMPROVEMENT 

Visual 19.2.14 

 

Key Points 

Jurisdictions and agencies can improve interoperability by completing the following steps. 

Improving Interoperability 
 

Step 1: 
Conduct a gap 
analysis 

Determine: 

 What are the current capabilities?  

 Who needs to communicate with whom, under what conditions?  

 What and where are the shortfalls?  

 What are the priorities?  

 An interoperability self-assessment tool can be obtained from SAFECOM. 

Step 2: Identify 
systems and 
equipment 
options 

Identify options to fill the gaps.  

 Research the technology options that would enable your organization to 
bridge the shortfalls identified in the gap analysis.  

 Each option has advantages and disadvantages. Options should be 
thoroughly examined as part of joint planning with potential stakeholders. 

 Take advantage of the NIMS Supporting Technology Evaluation Program 
(NIMS STEP). 

 

https://www.dhs.gov/safecom
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INTEROPERABILITY IMPROVEMENT 

Visual 19.2.14 (Continued) 

 

Step 3: Select 
and 
implement 
solutions 

In selecting solutions: 

 Focus on user needs. Prioritize. Distinguish between “must have” and 
“nice to have.”  

 Take advantage of existing infrastructure, technology, and methods 
where possible.  

 Seek economies of scale across the region and State.  

 Consider methods of protecting sensitive information.  

 Look for solutions that are standards-driven, are scalable; allow for 
incremental development; and provide clear return on investment. 

 Build in redundancy and backup plans. How you will communicate when 
you lose systems? 
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INTEROPERABILITY IMPROVEMENT 

Visual 19.2.15 

 

Alt text 
Interoperability: Best Practice 

The Georgia Interoperability Network (GIN): 

 Is a flexible and scalable interoperable communications system 

 Uses a radio gateway unit to connect any number of radios to the statewide IP backbone  

An image of a man working on a communication system. 

Key Points 

The Georgia Interoperability Network (GIN) is a flexible and scalable interoperable 
communications system that uses radio gateway units to connect any number of radios to the 
statewide Internet protocol (IP) backbone.  

GIN allows participating Local public safety agencies to communicate with other responders by 
radio, regardless of the kind of communication equipment each party uses. These installations 
consist of a public safety answering point (PSAP) system placed at a single 9-1-1 dispatch 
location in a county or at a State agency. 

The PSAPs allow dispatchers to see incoming calls represented as icons on their computer 
screens. They are able to connect callers by dragging one of these icons on top of the other. 

The system provides: 

 Interoperable communications for first responders  

 Interoperability with neighboring jurisdictions  

 Dispatch backup capability with other agencies for continuity of operations  

 Dispatch conferencing with other departments and agencies  

 Interoperable communications statewide in major incidents 
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INTEROPERABILITY IMPROVEMENT 

Visual 19.2.15 (Continued) 

The project has been implemented in four phases, providing coverage for approximately 95 
percent of the State’s population. Mobile communications units will serve other, more isolated 
parts of Georgia. With the help of the Department of Homeland Security’s grant funding, the 
State is providing the GIN network “backbone” and maintaining network costs of the 
interoperable communication infrastructure.  

More information is available online.  

http://gainterop.com/index.htm
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NATIONAL COMMUNICATIONS SYSTEM PROGRAMS 

Visual 19.2.16 

 

Alt text 
National Communications System Programs 

 Government Emergency Telecommunication System (GETS):  Mechanism to complete calls 
during network congestion 

 Wireless Priority Services (WPS): NS/EP telecommunications via selected commercial 
wireless carriers  

 Telecommunications Service Priority (TSP): Priority treatment of NS/EP telecommunications 
services 

 SHARES:  Interagency emergency message handling using HF radio resources of Federal, 
State, and industry organizations when normal communications are destroyed or 
unavailable 

Job Aid:  National Communications System Programs 
National Communications System logo 

Key Points 

The National Communications System (NCS), in its role of planning and preparing for national 
security and emergency preparedness (NS/EP), has undertaken a number of initiatives to 
provide communications to support all-hazards situations, including: 

 Government Emergency Telecommunication System (GETS) 

 Wireless Priority Services (WPS) 

 Telecommunications Service Priority (TSP) 

 SHAred RESources (SHARES) High-Frequency (HF) Radio Program 

Information about these initiatives is provided in the job aid that follows. 
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NATIONAL COMMUNICATIONS SYSTEM PROGRAMS 

Visual 19.2.16 (Continued) 

 

National Communications System Programs 

 

Government Emergency Telecommunication System (GETS) 

The GETS program is a White House-directed emergency telecommunications service 
managed by NCS. GETS supports more than 274,000 Federal, State, Local, and Tribal 
government, industry, and nongovernmental organization personnel in performing their NS/EP 
communications missions by providing a robust mechanism to complete calls during network 
congestion from anywhere in the United States. Specifically, GETS provides 90 percent or more 
call completion rates when network call volume is up to eight times greater than normal 
capacity. For example, approximately 10,000 GETS calls were made with a 95 percent success 
rate during the 9/11 attacks, and 1,231 GETS calls were made with a 90 percent or more 
success rate during the 2003 Blackout. 

GETS FAQ link. 

Wireless Priority Services (WPS) 

WPS is a nationwide program that provides priority NS/EP telecommunications via selected 
commercial wireless carriers. This program enhances the ability of 108,000 NS/EP subscribers 
to complete calls through a degraded public switched telephone network during a crisis or 
emergency situation. WPS calls receive the next available radio channel during times of 
wireless congestion and helps to ensure that key NS/EP personnel can complete critical calls by 
providing priority access for key leaders and supporting first responders. WPS service provides 
authorized cellular users with the ability to have priority within the public switched telephone 
network, as well as access to priority channels. 

WPS link.  

Telecommunications Service Priority (TSP) 

The TSP Program authorizes and provides priority treatment of NS/EP telecommunications 
services. The TSP Program provides service providers with a Federal Communications 
Commission (FCC) mandate for prioritizing service requests by identifying those services critical 
to NS/EP. For example, a telecommunications service with a TSP assignment will receive 
priority by the service vendor before a non-TSP service.  

The TSP Program has two components: restoration and provisioning. A restoration priority 
applies to telecommunications services to ensure restoration before any other services. A 
provisioning priority is obtained to facilitate priority installation of new telecommunications 
services in response to an emergency. In addition to daily operations, TSP Program Office 
personnel are notified of Presidentially declared disasters; activation of the National Response 
Framework, ESF-2; and Continuity of Operations and Continuity of Government plans. TSP 
Program Office personnel are on-call 24/7. TSP can save days to weeks on the time required to 
return wireline voice and data services, and there are more than 200,000 active TSP circuit 
assignments in support of NS/EP communications. 

TSP link.  

https://www.dhs.gov/gets-faq
https://www.dhs.gov/wireless-priority-service-wps
https://www.dhs.gov/telecommunications-service-priority-tsp
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National Communications System Programs 

 

SHAred RESources (SHARES) High-Frequency (HF) Radio Program 

The purpose of SHARES is to provide a single, interagency emergency message handling 
system by bringing together existing HF radio resources of Federal, State and industry 
organizations when normal communications are destroyed or unavailable for transmitting NS/EP 
information. A large number of HF radio stations representing Federal, State, and industry 
entities are resource contributors to the SHARES HF Radio Program. SHARES stations are in 
every State and at 20 overseas locations. Emergency planning and response personnel also 
participate in SHARES. SHARES provides the Federal community with a forum for addressing 
issues affecting HF radio interoperability. 

SHARES link.  

  

http://www.ncs.gov/shares/resource_contributors.html
https://www.dhs.gov/shares
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Alt text 
Communications Planning 

 Describe how the jurisdiction manages communications before, during, and after an 
emergency   

 Identify how communications among on- and off-scene personnel and agencies will be 
managed to maintain a common operating picture 

 May be part of the basic EOP, an annex to the EOP, or separate documents that are 
referenced in the EOP   

Key Points 

The communications plan describes how the jurisdiction manages communications before, 
during, and after an emergency. It identifies how communications among on- and off-scene 
personnel and agencies will be managed to maintain a common operating picture. 

Communications plans may be structured and formatted in a variety of ways. The 
communications plan may be: 

 Part of the basic Emergency Operations Plan (EOP) 

 An annex to the EOP 

 A separate plan that is referenced in the EOP 

Typically, identification of communications hardware or specific communications procedures is 
covered in communications standard operating procedures (SOPs), standard operating 
guidelines (SOGs), and field guides.  
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Alt text 
Reviewing Plan Documents 
Be sure communications needs are addressed in your plan documents, including: 

 Emergency Plan and Communications Annex: How will you communicate in an emergency?  

 Continuity Plan: How will you communicate if the planned technology fails? 

 SOPs: Who, what, where, when, and how? 

 Mutual Aid and Assistance Agreements: How will response partners integrate 
communications? 

Job Aid: Checklist for Reviewing Plan Documents 

Key Points 

Your jurisdiction very likely has an existing emergency plan and continuity plan. These 
documents should be reviewed to ensure that they adequately address communications issues. 

Plan documents should provide a framework for managing communications and information 
sharing within and across jurisdictional and organizational boundaries. They should identify how 
the various entities will communicate and share information. 

Be sure communications needs are addressed in your plan documents. 

 The Emergency Plan and Communications Annex should indicate how you will 
communicate in an emergency.  

 The Continuity Plan should clarify how you will communicate if the planned technology 
fails. 

 The SOPs should provide the details: Who, what, where, when, and how communication will 
be carried out. 

 The Mutual Aid and Assistance Agreements should specify how response partners will 
integrate communications. 

Make sure your plans, procedures, and agreements promote day-to-day usage of 
communications systems.  
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Checklist for Reviewing Plan Documents 

 

Communications Annex  

Does the communications annex address the following? 

 Who is responsible for managing communications systems at each level (e.g., County EOC 
or  State Emergency Management Agency)  

 Communications linkages with other Local EOCs; State EOCs; Federal agencies; and 
mutual-aid and assistance partners, including interoperable networks and talk-group 
assignments 

 Radio frequency assignments for command and tactical operations 
 Decision criteria for allocating frequencies and for prioritizing their use when call volume is 

high  
 Information-sharing network standards  
 Alert and dispatch capabilities 
 Measures for protecting the integrity and confidentiality of sensitive information  
 

Continuity Plan  

Does the continuity plan specify how communications and information management capabilities 
will be maintained in extraordinary circumstances, including the following?  

 Interoperability with existing field infrastructures 
 Communications capability commensurate with the agency’s essential functions  
 Ability to communicate with essential personnel, agencies, and organizations  
 Communications systems for use in situations with and without warning  
 Ability to support continuity plan operational requirements  
 Ability to operate at the alternate facility on short notice for an extended period  
 Access to essential information sources, processing, and storage 
 

Standard Operating Procedures  

Do the SOPs address the following? 

 Current emergency notification phone lists 
 Resource identifiers that radio users can use to contact specific units  
 Radio protocols that support interoperable communications, such as using plain language 

wherever possible and message confirmation (message – repeat – confirm – clarify)  
 Procedures for collecting current, accurate, and complete information 
 Procedures for verifying, handling, and analyzing information  
 Procedures for information storage, retrieval, and reporting or dissemination 
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Checklist for Reviewing Plan Documents (Continued) 

 

Mutual Aid and Assistance Agreements 

Do the agreements specify the following? 

 How resources will be notified and dispatched, and how they will communicate with the 
organization once they arrive  

 Equipment standards 
 Radio usage procedures and frequency assignments  
 Agreed-upon communications protocols, such as:  

 Use of plain language, tactical language, and encryption  
 Information security  
 Predesignated organizational structures and responsibilities  
 Common typing for communications resources to reflect specific capabilities  
 Common identifier titles for personnel, facilities, and operational locations used to 

support incident operations 
 Other agreement topics related to communications and information management, such as: 

 Shared use and maintenance of equipment such as gateways, repeaters, or cell sites. 
Sharing investment and maintenance costs is one way to make interoperable 
communications more affordable. 

 Provision of additional communications support by jurisdictions or private-sector vendors 
during a disaster 

 Shared 9-1-1 and dispatch center services 
 The role of Local Amateur Radio Emergency Services/Radio Amateur Civil Emergency 

Service (ARES/RACES) in supporting emergency operations  
 Use of the communications system for planned events, training and exercises, or other 

nonemergency usage 
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Alt text 
What the Plans Should Cover (1 of 2) 

 Communications actions, roles, and responsibilities of participating organizations 

 Protocols for: 

 Communication among all involved parties 

 Overcoming communications shortfalls 

 Operating 9-1-1 and dispatch centers 

 Protecting and restoring emergency circuits 

 Interoperable communications and compatible frequencies 

 Maintaining 24-hour communications 

Key Points 

The communications plan should describe actions that will be taken: 

 To manage communications between the on-scene personnel and agencies (e.g., radio 
frequencies/tactical channels, cell phones, data links, command post liaisons, and 
communications vehicle/van) to establish and maintain a common operating picture of the 
incident  

 To manage communications between the on-scene and off-site personnel and agencies 
(e.g., shelters, hospitals, and emergency management agency) 

 To identify and overcome communications shortfalls (e.g., personnel with incompatible 
equipment) with the use of alternative methods (e.g., ARES/RACES at the command post 
and off-site locations, CB radios) 

 By 9-1-1 and dispatch centers to support and coordinate communications for the on-scene 
personnel/agencies, including alternate methods of service (e.g., resource mobilization, 
documentation, and backup) 

 To protect emergency circuits with TSP for prompt restoration and provisioning 
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 To carry out interoperable communications, including compatible frequencies used by 
agencies during a response (e.g., who can talk to whom, including contiguous jurisdictions 
and private agencies) 

 To provide and maintain 24-hour communications 
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Alt text 
What the Plans Should Cover (2 of 2) 
Protocols for: 

 Alerting, notifying, recalling, and dispatching emergency response personnel 

 Notifying neighboring jurisdictions 

 Warning residents 

 Ensuring communications access for individuals with access and functional needs 

Key Points 

The communications plan should describe provisions for: 

 Conducting alert, notification, recall, and dispatch of emergency response personnel 

 Notifying neighboring jurisdictions when an incident occurs 

 Warning residents of emergency situations 

 Ensuring that communications are made accessible to individuals with access and functional 
needs working in emergency operations, in accordance with the Americans with Disabilities 
Act 

An example of a communications annex is provided at the end of this unit. 
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Key Points 

Ensuring plan readiness involves: 

 Keeping information such as phone numbers and frequencies up to date 

 Maintaining systems and equipment 

 Providing ongoing training 

 Exercising the plan 

 Learning from experience 

These strategies are described in the job aid that follows. 
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Ensuring Plan Readiness 
 

Keep 
Information 
Up to Date 

Keep information such as phone numbers and frequencies up to date. 

Maintain 
Systems 
and 
Equipment 

The need for system readiness applies to: 

 Wireless radio systems  

 Telephone and video technology  

 Hardware and software for information sharing 

 Networks for online access 

 Websites, databases, and other online resources  

Ensure that required systems and tools are available, ready, and in good working 
condition when needed. Activities to keep radio, telecommunications, and 
computer systems ready should include replenishment, repair, and replacement; 
maintenance and updating; and equipment testing. 

Maintain 
Systems 
and 
Equipment 
(continued) 

Replenishment, Repair, and Replacement  

 Replenish disposable items used for communications and information 
sharing (e.g., message forms and logs).  

 Repair or replace any equipment (e.g., radios) that malfunctioned during the 
incident.  

 Recharge radio batteries and have a methodology for keeping them charged.  

Maintain 
Systems 
and 
Equipment 
(continued) 

Maintenance and Updating  

 Perform regular maintenance on telecommunications equipment and 
computer systems.  

 Perform website maintenance. Make sure someone has responsibility for 
keeping websites current and functioning.  

 Perform other online maintenance (e.g., updating databases, email 
addresses, email groups, and accounts access).  

 Update information management software as needed.  

 Review and update plans and procedures on a regular basis.  

 Give special attention to keeping contact lists current.  

Maintain 
Systems 
and 
Equipment 
(continued) 

Equipment Testing  

 Regularly test alert and warning systems (e.g., sirens, email, and pager 
notification).  

 Test backup systems, including generators and communications systems. 
Make sure they can handle the expected load.  
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Ensuring Plan Readiness (Continued) 
 

Provide 
Ongoing 
Training 

Equipment used for interoperable communications is often complex, and the 
need for user and technician training may be underestimated.  

 Ensure that trained staff are available to maintain and repair the systems. 

 Ensure that personnel are ready to use the systems.  

 If equipment is updated or replaced, make sure personnel are trained in its 
use and have opportunities to practice using it during routine activities.  

 Make sure new staff and newly promoted staff receive needed training 
promptly so they are ready to perform in the event of an emergency. 

Training should be provided regularly—especially when: 

 New technology is procured 

 Systems are upgraded 

 New workers are hired or supervisors are promoted 

 SOPs for multijurisdictional communications and information sharing are 
implemented 

Exercise 
the Plan 

Communications and information management should be a part of a 
comprehensive exercise program. Exercises should include strategies designed 
to: 

 Verify that communications facilities, systems, and equipment perform as 
designed 

 Verify that personnel know how to use the equipment 

 Test assumptions about interagency coordination and information sharing  

 Ensure that information flows to the right people at the right time 

Participating in joint exercises also allows jurisdictions to reinforce mutual aid 
agreements and assistance agreements. The shared experience will make it 
easier for personnel to cooperate during a joint response. 

Remember—you can’t surge relationships.  
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Ensuring Plan Readiness (Continued) 
 

Learn From 
Experience 

Encourage use of plans and procedures during routine activities where feasible. 

 Whenever plans and procedures are used, collect feedback. 

 Learn from implementation: Identify best practices and document lessons 
learned. 

During after-action reviews, specifically address communications issues, such 
as: 

 Communications linkages:  
o Were frequencies and channels used to the best advantage?  
o Were personnel at the incident site, at the EOC, and at other venues able 

to communicate as needed with the setup that was used?  

 Computer hardware and software: Did they adequately support the sharing 
of information?  

 Information systems: 
o Availability: Did decision makers have information they needed to take 

effective action?  
o Quality and timeliness: Was information accurate and available when 

needed?  
o Processing: Was information analyzed and organized to convey the “big 

picture”?  
o Form and format: Did information form and format contribute to easy 

storage and retrieval?  
o Public information: Did the public receive a clear and coordinated 

message about the incident?  
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Alt text 
Activity 19.1 – Reviewing Plan Documents 
Instructions:   
1. Review the sample communications annex in the Student Manual 
2. Be prepared to discuss the following questions: 

 Would a communications plan or annex for your jurisdiction need to include any 
additional items? 

 Is there anything in the plan annex that would not apply to your jurisdiction? 
Sample Communications Annex 

Key Points 

Instructions:  
1. Review the sample communications annex in the Student Manual. 
2. Answer the questions below, and be prepared to discuss your answers with the class. 

Questions:  

1. Would a communications plan or annex for your jurisdiction need to include any additional 
items? 

2. Is there anything in the plan annex that would not apply to your jurisdiction? 
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SAMPLE COMMUNICATIONS ANNEX 

I. PURPOSE  

This annex provides information on establishing, using, maintaining, augmenting, and 
providing backup for all the types of communications needed during emergency response 
operations.  

II. SITUATION AND ASSUMPTIONS  

The communications and warning centers for Localburg County are located in the 
communications rooms at the Localburg City Police Department and the Localburg County 
Sheriff’s Department. They are staffed on a 24-hour basis by dispatch personnel assigned 
to the Localburg City Police Department and the Localburg County Sheriff’s Department. 
These centers are equipped with enhanced 9-1-1 electronic mapping. All dispatchers are 
well-trained to operate and distribute response information to emergency agencies. The 
backup 9-1-1 center is from city to county, and vice versa. The EMA Communications 
Center is equipped with a 9-1-1 800-megahertz (MHz) radio. The EMA Communications 
Center does have limited dispatch capabilities. The EMA Communications Center is in the 
EMA building with an EMA office, conference room, training room, lounge, resource 
information, and restrooms.  

A. Situation  

1. In the event of a large-scale disaster, the normally used ETSB 9-1-1 800-MHz, 
four-channel radio system may be overloaded by emergency response group radio 
usage. The use of private and public frequencies and radio systems may be 
necessary to maintain viable communications. Emergency response groups may 
need to rely on their own radio frequencies and utilize amateur radio and other 
communications systems to effectively respond to the disaster.  

B. Assumptions  

1. Recognition of the fact that large-scale emergency operations usually require a 
communications capability beyond the normal capacities of the equipment of a 
Local government; therefore, the type required and sources (from the public and 
private sector) for the additional equipment needed to support response operations 
should be identified as a fundamental activity associated with developing this 
annex of the plan.  

2. Augmentation of Local capability by higher levels of government may be 
necessary. 

3. Designation of specific response organizations to maintain operational control of 
their own communications systems, while coordinating with the Emergency 
Operations Center (EOC) during emergency operations, may be necessary.  

4. The spontaneous voluntary support of Ham Radio operators, radio clubs, and 
private organizations with sophisticated communications equipment will be readily 
available.  

5. Communications between emergency responders is essential for effective 
operations.  
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SAMPLE COMMUNICATIONS ANNEX (Continued) 

6. Radio frequencies have been established for the various emergency services 
(police, fire, rescue, Emergency Medical Services [EMS], etc.), including Illinois 
Terrorism Task Force (ITTF) VHF interoperability frequencies and Starcom 21.  

7. The Localburg County Sheriff’s Department operates and maintains the county’s 
Communications Center at the County Office Building in Localburg. The Localburg 
City Police Department provides communications service for the various City of 
Localburg departments from the City Police Station.  

8. Localburg County Emergency Telephone Systems Board (ETSB) provides and 
maintains all necessary 9-1-1 enhanced equipment for both communications 
centers.  

9. All emergency services vehicles in the county are radio equipped with their 
assigned frequency.  

10. Sufficient communications exist for most emergency situations.  
11. During a large-scale disaster, communications may need to be augmented.  
12. A large-scale disaster will require additional communications support from the 

public or private sector.  
13. Communications support will be available in a reasonable timeframe.  

III. CONCEPT OF OPERATIONS  

A. Communications  

1.  The Localburg County Sheriff’s Department coordinates countywide day-to-day 
emergency operations activities from the Localburg County Sheriff’s Department 
radio room using Localburg County’s Emergency Telephone System (9-1-1) 800-
MHz communications equipment. The Localburg City Police Department 
coordinates the same activities for the City of Localburg out of the City Police 
Department Building using Localburg County’s Emergency Telephone System (9-
1-1) 800-MHz communications equipment.  

2.  During a disaster, communications may fail, requiring a need to expand 
communications capabilities. The Localburg County Office Building is the primary 
communications center. If it should fail, the backup 9-1-1 center shall be used. 
Expansion of communications can be accomplished by installing additional 
telephone lines; utilizing Ham Radio and CB radio; and using fax machines, 
portable phones, etc. Also, many emergency service mobile radios are 
programmed with other emergency service frequencies—other than their own—to 
all interagency communication.  

3.  There are Ham Radio and CB operators in Localburg County who can be 
contacted to provide additional communications support. Requests for 
communications assistance should be directed to the EMA who maintains a listing 
of Local Ham Radio operators.  

4.  The primary method of communication between emergency service units at the 
disaster site—and to the EOC—will be by radio. Backup methods would be by 
Ham Radio or CB radio, telephone, and messengers.  
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SAMPLE COMMUNICATIONS ANNEX (Continued) 

5.  The EOC has radio capabilities on all Local public service 800-MHz, UHF, VHF, 
and HF frequencies, as well as full Ham Radio frequency capabilities.  

6.  The private sector and voluntary organizations’ primary method of communication 
would be by telephone with backup methods provided by Ham Radio or CB radio, 
and messengers. Some also carry handheld radios.  

7.  EOC to the control centers will be by radio on the emergency response group 
frequency or Ham Radio frequencies or telephone/cell phone.  

8.  EOC to shelter/lodging/mass feeding facilities would communicate by telephone, 
with backup methods provided by Ham Radio or CB radio and messengers.  

9.  EOC to adjacent jurisdictions will be primarily by telephone/cell phone with fax 
being an alternate method.  

10. Some agencies have the capability to communicate with other jurisdictions on 
mutual aid frequencies. These frequencies should be utilized to the fullest. The 
EOC also has Illinois Emergency Management Agency (IEMA) low-band 45.44 and 
EMA 155.025 in operation. Those having the same could communicate to the EOC 
by radio. 

11. EOC to ambulance shall be through the 800 MHz or telephone/cell phone or on 
155.22 MHz or 155.34 MHz.  

12. The primary EOC communications system source will be the radio room at the 
EOC with Ham Radio serving as backup.  

13. The EOC manager will train all EMA volunteers in radio communications and 
operations.  

14. All emergency response groups shall maintain their radio equipment including 800 
MHz as well as their own radio equipment at the command post, their control 
centers, and their vehicles.  

15. All other emergency communications facilities are responsible for ensuring 
continuous 24-hour manning of communications systems during emergency 
operations.  

16. All responding emergency response groups and organizations shall provide one 
person for EOC duty to ensure communications capability to the incident.  

IV. ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES  

A. The Chief Elected Official will:  

1. Require the Communications Coordinator/EOC Manager to report to the EOC 
when notified of an emergency situation.  

B. Communications Coordinator/EOC Manager will:  
1.  Activate the communications section in the EOC.  
2.  Implement emergency communications procedures.  
3.  Ensure the communications section of the EOC has the capability to sustain 

operations around the clock.  
4.  When notified of an emergency situation, report to the EOC.  
5.  Manage the emergency communications section in the EOC and supervise the 

personnel (radio, telephone, repair crews, runners, etc.) assigned to it.  
6.  Support media center communications operations, as needed.  
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SAMPLE COMMUNICATIONS ANNEX (Continued) 

C. Telecommunication Operators (EMA Volunteers, Ham Radio Operators) will:  
1.  When notified, report to the EOC, staff the communications section, and operate 

assigned communications equipment.  
2.  Follow established procedures and radio protocol for voice transmissions and 

message handling.  
3.  Screen and log information when appropriate, and route incoming calls to the 

appropriate section in the EOC.  

D. Illinois National Guard will:  
1.  Provide communications support to include personnel and equipment (as directed 

by the Governor).  

E. Sheriff’s Department will:  
1.  Test, maintain, and repair communications and alerting equipment in the Sheriff’s 

Department Communications Center.  
2.  Negotiate, coordinate, and prepare mutual aid and other agreements, as 

necessary to support law enforcement operations.  
3.  Update the communications annex, as needed, based on experience in 

emergencies, deficiencies identified through drills and exercises, and changes in 
government structure and emergency organizations.  

4.  Assist in coordinating all police agencies to help when requested in notifying 
citizens of any emergency or disaster by whatever means most appropriate when 
requested to do so.  

F. National Trail Amateur Radio Club will:  
1. Provide Ham Radio communications support.  

G. All Tasked Organizations will:  
1.  Maintain their existing equipment and follow established procedures for 

communicating with their organization personnel performing field operations. All 
organizations should keep the EOC informed of their operations at all times and 
maintain a communications link with the EOC.  

2.  Provide backup communications capabilities for the EOC.  
3.  Provide a backup communications link between the EOC and mass care facilities, 

as needed, through use of mobile and portable radio units.  
4.  Activate backup or alternate communications systems, as necessary.  
5.  When practical, protect equipment against lightning strikes and electromagnetic 

pulse (EMP) effects.  
6.  Phase down operations, as appropriate.  
7.  Clean, repair, and perform maintenance on all equipment before returning it to 

normal operations or to storage.  

H. All emergency response groups, both public and private, shall submit a list of their 
representatives who will report to the EOC when activated.  

I.  The Public Information Officer will assign one of his or her staff to the EOC if activated.  
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V. ADMINISTRATION AND LOGISTICS  

A. Administration  
1.  A listing of reports and record forms are found in the Resource Manual.  
2.  IC/UC shall give hourly progress reports and immediate reports of significant 

events to the EOC.  
3.  Reports and records from the field shall be retained indefinitely.  
4.  Emergency response groups shall submit communication expenditure statements 

to the appropriate authorities (County Treasurer and EMA) for reimbursement.  
5.  A current phone list and radio frequencies used in Localburg County by 

government, emergency response groups, and volunteer organizations are found 
in the Resource Manual.  

B. Logistics  
1.  Presently, the only communication agreement with private communications is the 

9-1-1 contract with Motorola for maintenance of the two 9-1-1 PSAPs. No other 
communications agreements are known of at this time.  

2.  All mutual aid agreements are available at the EOC.  
3.  All emergency response groups shall be responsible for the repair and/or 

replacement of their communications equipment.  

VI. DEVELOPMENT AND MAINTENANCE OF COMMUNICATIONS ANNEX  

A.  The responsibility for revisions, keeping attachments current, and developing 
necessary documents for the annex belongs to EMA.  

B.  The responsibility for revisions and maintaining SOGs belongs to the emergency 
response groups.  

VII. AUTHORITIES AND REFERENCES  

A.  The Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended 42 
U.S.C. 5121 et seq.  

B.  The Illinois Emergency Management Act (20 ILCS 3305).  

C.  County Ordinance relating to Emergency Management as adopted by the Localburg 
County Board on January 18, 2009.  

D.  Developing and Maintaining Emergency Operations Plans: Comprehensive 
Preparedness Guide (CPG-101); FEMA November 2010.  

VIII. APPENDICES  

A.  Pre-Emergency Operations Checklist  
B.  Response Operations Checklist  
C.  Recovery Operations Checklist  
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APPENDIX A. PRE-EMERGENCY OPERATIONS CHECKLIST 

1. Analyze communications needs. 

2. Train assigned communications staff and volunteer augmentees to perform emergency 
functions. 

3. Test, maintain, and repair communications equipment. 

4. Identify public, private, and voluntary organizations that can augment. 

5. Develop procedures to warn areas not covered by fixed warning systems. 

6. Identify special locations (schools, hospitals, nursing homes, major industries, places of 
public assembly, etc.) that need your warning information. 

7. Review and update the government officials alert list. 

8. Update the communications annex, as necessary. 

9. Negotiate, coordinate, and prepare mutual aid and assistance agreements, as 
necessary. 
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SAMPLE COMMUNICATIONS ANNEX (Continued) 

APPENDIX B. RESPONSE OPERATIONS CHECKLIST 

1. Initiate EOC online procedures. 
2. Alert emergency service units to the emergency. 
3. Alert key government officials to the emergency. 
4. Work with the Public Information Officer to disseminate pertinent information to the public 

and  
5. Provide information to special locations (schools, hospitals, nursing homes, major industries, 

and places of public assembly). 
6. Provide information for people with hearing impairments, if applicable. 
7. Request communications assistance from amateur radio operators. 
8. Request assistance from State and Federal Government, if necessary. 
9. Consult the public information annex for more information. 
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SAMPLE COMMUNICATIONS ANNEX (Continued) 

APPENDIX C. RECOVERY OPERATIONS CHECKLIST 

1. Maintain emergency communications operations as long as necessary. 
2. Repair/maintain equipment. 
3. Release unneeded personnel. 
4. Support cleanup and recovery operations during disaster events. 
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Key Points 

This unit focused on the following key points: 

 Interoperable communications systems are reliable, scalable, portable, resilient, and 
redundant.  

 Using plain language and common terminology is an important part of interoperability. 

 Improving interoperability involves conducting a gap analysis, identifying options, and 
selecting and implementing solutions. 

 Communications needs should be addressed in the EOP, communications annex, continuity 
plan, SOPs, and mutual aid agreements.
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FEEDBACK 
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Key Points 

Please provide your feedback on this module. 
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MODULE OVERVIEW 

Visual 20.1.1 

 

Key Points 

This module provides an overview of Technology in Support of Emergency Management 
including technologies for communicating with the public.  
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MODULE OVERVIEW 

Visual 20.1.2 

 

Key Points 

This module is divided into the following two units: 

Unit Time 

Unit 1: Technologies for Enhancing Emergency Management  

 Activity 20.1 – Technology in Emergency Management 
(Visual 20.1.20) 

1 hour 

Unit 2: Technologies for Communicating with the Public 

 Activity 20.2 – Best Practices (Visual 20.2.13) 

 Activity 20.3 – Module 20 IAW (Visual 20.2.25) 

1 hour 

Total Module Time: 2 hours 
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MODULE OVERVIEW 
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Key Points 

The goal of this module is to enable you to describe the use of technology in support of 
emergency management, including technologies for enhancing emergency management and 
technologies for communicating with the public. 

The objectives for the individual units in this module are listed below. 

Unit 1: 

 Identify examples of technologies for enhancing emergency management, including: 
o Database and incident/crisis management tools 
o Information tools 
o Geographic Information Systems (GIS) and mapping technologies 
o Modeling and predictive tools 

Unit 2: 

 Identify technological tools for delivering alerts and warnings to the public. 

 Describe the role of social media in communicating with the public. 



 

 

 

This page intentionally left blank. 
  



 

 

 

 
UNIT 1: TECHNOLOGIES FOR ENHANCING  

EMERGENCY MANAGEMENT 
 

  



 

 

 

This page intentionally left blank. 



Unit 1: Technologies for Enhancing Emergency Management 

 

Module 20: Technology in Support of Emergency Management 
June 2017 Student Manual – Virginia Edition Page 20.1.7 

INTRODUCTION 

Visual 20.1.4 

 

Key Points 

In this unit you will learn about technologies for enhancing emergency management, including: 

 Databases and incident or crisis management tools 

 Information tools 

 GIS and mapping technologies 

 Modeling and predictive tools 
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TECHNOLOGY AS A TOOL 
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Key Points 

Using technology: 

 Minimizes the burden of recordkeeping, information gathering, data handling, and general 
office work 

 Can eliminate: 
o Unproductive uses of time and unnecessary paper 
o Variations in procedures and systems 
o Unnecessary delays in updating information  
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TECHNOLOGICAL TOOLS 
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Key Points 

The following four main types of technological tools for emergency management will be 
discussed in this unit: 

1. Database and incident or crisis management tools 
2. Information tools 
3. GIS and mapping technologies 
4. Modeling and predictive tools 
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DATABASE AND INCIDENT/CRISIS MANAGEMENT TOOLS 

Visual 20.1.7 

 

Alt text 
Database and Incident/Crisis Management Tools 

Homeland Security Information Network (HSIN) 

Secure national platform for: 

 Information sharing and collaboration 

 Communication among decision makers 

 Reporting and dissemination 

 Requests 

Job Aid: HSIN 

A man using Incident/Crisis Management Tools. HSIN Web page 

Key Points 

The Homeland Security Information Network (HSIN) provides a national secure and trusted 
platform for information sharing and collaboration between Federal, State, Local, Tribal, 
Territorial, private-sector, and international partners. 

The Department of Homeland Security (DHS) uses HSIN to: 

 Conduct information-sharing and collaboration activities 

 Communicate with key senior-level decision makers 

 Assemble reporting from homeland security partners 

 Prepare and disseminate national-level reports and plans 

 Process requests for information 

Review the information about HSIN provided on the next page. 
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Homeland Security Information Network (HSIN) 
 

Mission The mission of HSIN is to provide a national secure and trusted platform for 
information sharing and collaboration between Federal, State, Local, Tribal, 
Territorial, private-sector, and international partners engaged in preventing, 
protecting against, responding to, and recovering from all threats, hazards, and 
incidents within DHS authority. Through its common, interoperable information 
technology (IT) architecture, HSIN enables these homeland security partners to 
gather, fuse, analyze, and report information about threats, hazards, and 
incidents. These activities ultimately provide homeland security partners with 
the best possible information to plan, coordinate, and conduct operations 
during the entire spectrum of homeland security activities. 

Communities 
of Interest 

DHS uses HSIN as its primary information-sharing and collaboration platform. 
To conduct the necessary information-sharing and collaboration activities, DHS 
has established six primary national-level communities of interest (COIs):  

1. Federal Operations 
2. Emergency Management 
3. Law Enforcement 
4. Intelligence  
5. International 
6. Critical Sectors 

Through these national-level COIs, DHS assembles reporting from homeland 
security partners, prepares and disseminates national-level reports and plans, 
processes requests for information, communicates key senior-level decisions, 
and conducts other information-sharing and collaboration activities necessary 
for executing its mission.  

Next-
Generation 
Development 

DHS is currently engaged in developing a next-generation HSIN (HSIN-
NextGen) platform that will replace the current HSIN implementation. The 
vision of this HSIN-NextGen is as a national information-sharing and 
collaboration platform that: 

 Serves as a conduit to unclassified data and analysis regarding people, 
places, things, events, resources, and activities 

 Is lawfully owned and maintained by DHS and other domestic and 
international users in a mission partnership with DHS 

 Is shared in a multidirectional, trusted, and secure environment 

 Serves the purpose of supporting missions to prevent, protect against, 
respond to, and recover from all threats, hazards, and incidents included 
within the official scope of DHS authority 



Unit 1: Technologies for Enhancing Emergency Management 

 

Module 20: Technology in Support of Emergency Management 
Page 20.1.12 Student Manual – Virginia Edition June 2017 

DATABASE AND INCIDENT/CRISIS MANAGEMENT TOOLS 
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Key Points 

The Emergency Management and Response – Information Sharing and Analysis Center (EMR-
ISAC) collects, analyzes, and disseminates Critical Infrastructure Protection (CIP) information to 
the emergency services sector. EMR-ISAC: 

 Publishes the CIP Process job aid and the Homeland Security Advisory System Guide  

 Uses its CIP portal to make info-grams and CIP bulletins available  

 Distributes DHS CIP Information “For Official Use Only packets to key personnel in the 
emergency services sector 

 Offers free CIP consultations 

The center can be found online.  

  

https://www.usfa.fema.gov/operations/ops_cip.html
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DATABASE AND INCIDENT/CRISIS MANAGEMENT TOOLS 
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Alt text 
Incident/Crisis Management Tools (1 of 2) 

 Support real-time sharing of data and situational awareness among field personnel and 

Emergency Operations Centers (EOCs), across all levels of response management 

 May include: 

 Interactive mapping 

 Real-time weather forecasts 

 Messaging 

 Situation status documentation 

 Exchange of logistics information 

 Community notification systems (e.g., Reverse 911) 

Image of the Incident management tool in use at FEMA 

Key Points 

Incident/crisis management tools are designed to enable dynamic collaboration while 
simultaneously documenting the response to an incident. For example, such tools enable 
operators to simultaneously do the following: 

 View the incident map and make markups on map layers to understand the operating 
picture. 

 Express needs. 

 Mark up layers over the base map to coordinate planned actions.  

 Use messaging tools to discuss the operating picture, specific needs, and planned actions. 
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DATABASE AND INCIDENT/CRISIS MANAGEMENT TOOLS 
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Alt text 
Incident/Crisis Management Tools (2 of 2) 

Nonproprietary and Proprietary Systems: 

 Operational interoperability backbone 

 Web services that enable interoperable sharing among third-party systems and applications 

 Single access points for collecting and disseminating event-related information 

Image of People using incident management tools. 

Key Points 

Nonproprietary Systems: Disaster Management Open Platform for Emergency Networks (DM-
OPEN) was created to establish information exchange and collaboration between existing 
emergency preparedness information systems. DM-OPEN is an operational interoperability 
backbone that provides a set of nonproprietary “level playing field” web services designed to 
enable disparate third-party applications, systems, networks, and devices to share information 
using open interoperability standards. As Federal infrastructure, DM-OPEN is designed to 
support the delivery of real-time data and situational awareness to public emergency 
responders in the field, at operations centers, and across all levels of response management. 

Proprietary Systems: WebEOC, E-Sponder, and Situational Awareness Systems are 
examples of proprietary emergency management information systems. Such systems provide a 
single access point for collecting and disseminating emergency or event-related information. 
They can also be used for day-to-day nonemergency operations. 

Emergency management information systems provide access to real-time information to enable 
the response community to maintain a common operating picture during an event. They assist 
response teams and decision makers in staying connected. 
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DATABASE AND INCIDENT/CRISIS MANAGEMENT TOOLS 
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Key Points 

Inadequate information security may result in the release of information that:  

 Places responders and community members in danger 

 Increases the spread of rumors and inaccurate information  

 Disrupts the critical flow of proper information  

 Wastes resources and valuable time correcting misperceptions  

 Jeopardizes national security, ongoing investigations, or public health 
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DATABASE AND INCIDENT/CRISIS MANAGEMENT TOOLS 
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Alt text 
Information Security 

Establish procedures and protocols to ensure: 

 Security of the technology 

 Security of computer-based information 

 Security of transmitted communications (e.g., encryption when needed)  

Sign-in screen requiring entry of user name, password, and domain for system access. Local 
responder using radio 

Key Points 

With any technology, procedures and protocols need to be established to ensure the security of 
the technology and the information. Examples of security strategies include: 

 Identification of sensitive information 

 Encryption 

 Use of antivirus software and security patches 

 Firewalls 

 Password protection (computers and handheld devices) 

 Establishment of disclosure protocols 

 Staff security training 

 Sanitization of computers after temporary use (e.g., field-issued laptops) 

Some operational information must be protected from widespread dissemination. This 
information should be communicated only by a secure method. 

When considering means of communication, remember that the media and the general public 
often listen to police scanners to get information about what is happening at incident scenes.  
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INFORMATION TOOLS 
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Key Points  

National Oceanic and Atmospheric Administration (NOAA) Weather contains a wealth of 
weather-related information for emergency management personnel. Information can be viewed 
by region, State, or country. A variety of interactive maps are available, including warnings and 
forecasts, graphical forecasts, national maps, radar, water, air quality, satellite, and climate. 
These maps can be zoomed in to a Local level of detail. NOAA Weather presents such 
information as: 

 Warnings 

 Observations 

 Forecasts 

 Text bulletins 

 Forecast models 

 Information center 

http://www.weather.gov/
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INFORMATION TOOLS 
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Key Points 

DisasterAssistance.gov provides information on how individuals might be able to get help from 
the U.S. Government before, during, and after a disaster.  

This site helps individuals do the following:  

 Learn what help they might be able to apply for from 17 government agencies in Spanish 
and English. 

 Reduce the number of forms to be filled out. 

 Shorten the time it takes to apply for aid. 

 Check the progress of applications online. 

 Find Federal disaster recovery centers near an address. 

 Search a list of housing available for rent. 

DisasterAssistance.gov also provides information to help your community prepare for, respond 
to, and recover from disasters. Community members can:  

 Get the latest news on declared disasters 

 Find preparedness information about:  
o Evacuating 
o Finding shelter 
o Getting food and water 
o Getting medical services 
o Locating loved ones 
o Recovering and rebuilding the areas of their lives that were affected by the disaster  
o Locating community resources that can help them move forward 
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Key Points 

Envirofacts:  

Envirofacts is an Environmental Protection Agency (EPA) information system that allows public 
access to sets of related databases. The system: 

 Integrates records from a wide range of environmental databases, including the Toxics 
Release Inventory 

 Allows the user to select records by topics (air, water, waste, toxics, radiation, facility, 
compliance, other); by geographic area; by EPA program; or by chemical 

 Allows the user to place the results on a map of a specific community  

Natural Hazards Center:  

The Natural Hazards Center includes a searchable online database (HazLit) that contains 
information on natural hazards and is updated weekly. 

  

https://www3.epa.gov/enviro/
https://hazards.colorado.edu/
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GIS AND MAPPING TECHNOLOGIES 
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Key Points 

A GIS is a computer-based system to capture, store, retrieve, manipulate, analyze, and display 
spatial information and its associated attributes. It combines spatial and tabular information to 
produce maps and perform spatial analyses. 

Spatial data include the geographic information or boundaries that make up a map. These data 
are tied to real-world coordinates, which allows overlaying of spatial data from different layers 
for proper display and analysis. Tabular data provide details about the characteristics of 
features on the map, such as addresses, populations, elevations, etc.  

A GIS helps you answer questions and solve problems by looking at your data in a way that is 
quickly understood and easily shared. 

GIS can be used to do the following: 

 Display and analyze spatial data that are tied to databases. Examples include flood 
mapping, vulnerable populations, evacuation routes, critical infrastructure locations, and 
community tax assessment data tied to map locations. 

 Depict disaster boundaries and estimate impacts.  

 Identify categories of key facilities located in or around a damaged area.  

 Synthesize many kinds and sources of data and imagery. 

GIS software allows users to link photos and other graphics to spatial data. 

Get to know your Local GIS technician! Ask for a demonstration. 
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GIS AND MAPPING TECHNOLOGIES 
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Key Points 

Disaster maps, damage assessment data, and Digital Flood Insurance Rate Maps (DFIRMs) 
are examples of GIS products.  

DFIRMs locate hazardous areas for most communities that experience repeated flood losses. 

GIS is not just used for mapping. It has a variety of other applications, including tracking. 
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MODELING AND PREDICTIVE TOOLS 
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Key Points 

Programs are available that analyze potential losses (physical, economic, and social) from 
specific types of hazards and allow users to run a variety of what-if scenarios. 

Examples of modeling programs are provided on the next page. 
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MODELING AND PREDICTIVE TOOLS 
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Alt text 

Examples of Modeling Programs 

 HAZUS-MH: Analyzes potential losses from floods, hurricane winds, and earthquakes 

 CAMEO and ALOHA: Predicts airborne plumes from fire; HAZMAT; and biological, chemical, or 

radiological release 

 Spread Projections: Predicts the spread of infestations, communicable diseases, and other hazards 

 GTAS: Estimates the affected area  

during a HAZMAT incident using  

current weather conditions (under development) 

Job Aid: Modeling Programs 

Wildfire spread projection 

Key Points 

 HAZUS-MH: The Hazards U.S. Multi-Hazard (HAZUS-MH) is FEMA’s risk assessment 
software program for analyzing potential losses from floods, hurricane winds, and 
earthquakes. It combines current scientific and engineering knowledge with the latest GIS 
technology to produce estimates of hazard-related damage before or after a disaster occurs.  

 CAMEO and ALOHA: The Computer-Aided Management of Emergency Operations 
(CAMEO) suite includes the Areal Locations of Hazardous Atmospheres (ALOHA) program 
and other programs. ALOHA is a plume or elliptical modeling program that can be used to 
predict airborne plumes for incident scenarios, including fire; hazardous material (HAZMAT); 
and biological, chemical, or radiological release. These tools are mostly used for planning.  

 Spread Projections: Spread projections are predictions for the spread of communicable 
diseases, infestations, fire, or other hazards over time and distance following an incident. 
Wildfire spread projections relate the rate of spread to weather conditions. An example of 
this type of program is the Centers for Disease Control and Prevention’s (CDC) 
CommunityFlu.  
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Visual 20.1.19 (Continued) 

 GTAS: The Geo-Targeted Alerting System (GTAS) is under development as a system for 
plume modeling and collaboration. It will enable the user to estimate the affected area 
during a HAZMAT incident using current weather conditions and create a Common Alerting 
Protocol (CAP) message for public alerting.  

More detailed information about these programs is provided in the job aid that follows. 
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Modeling Programs 

 

HAZUS-MH  

Description The HAZUS-MH is a GIS software package that uses census data and 
other existing databases to estimate damage and losses from earthquakes, 
hurricane winds, and floods.  

HAZUS-MH contains an extensive inventory of data for every community in 
the United States that can help you conduct your loss estimation in a 
timely, cost-efficient manner. HAZUS-MH also allows users to update and 
add location-specific data, as well as overlay information about other 
hazards on the maps.  

Use HAZUS-MH has evolved into a powerful tool for mitigation and recovery 
planning and analysis. An increasing number of States, localities, and 
Tribes are using HAZUS-MH in the preparation of risk assessments and 
mitigation plans under the Disaster Mitigation Act of 2000. HAZUS-MH is 
also being used to support post-disaster planning for recovery from 
hurricanes, earthquakes, and floods.  

HAZUS-MH can be used by individuals and organizations with limited 
knowledge of hazard analysis, as well as by those with extensive expertise 
in the earth, building, and GIS sciences, due to its diverse range of options.  

HAZUS-MH is used for mitigation and recovery as well as preparedness 
and response. Government planners, GIS specialists, and Emergency 
Managers use HAZUS-MH to determine losses and the most beneficial 
mitigation approaches to take to minimize them. HAZUS-MH can be used 
in the assessment step in the mitigation planning process, which is the 
foundation for a community’s long-term strategy to reduce disaster losses 
and break the cycle of disaster damage, reconstruction, and repeated 
damage. Being ready will aid in recovery after a natural disaster. 

Obtaining 
HAZUS 

Federal, State, Local, and Tribal agencies and the private sector can order 
the latest version of HAZUS free of charge online by visiting the FEMA Map 
Service Center (MSC) Web Store. 

  

http://msc.fema.gov/portal
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Modeling Programs (Continued) 

 

CAMEO 

CAMEO is a suite of software applications used widely to plan for and respond to chemical 
emergencies. It is one of the tools developed by the EPA and NOAA to assist front-line chemical 
emergency planners and responders. They can use CAMEO to access, store, and evaluate 
information critical for developing emergency plans.  

In addition, CAMEO supports regulatory compliance by helping users meet the chemical 
inventory reporting requirements of the Emergency Planning and Community Right-to-Know Act 
(EPCRA, also known as SARA Title III).  

The CAMEO suite includes: 

 CAMEO—A database application that includes several modules (such as Contacts, 
Facilities, and Resources) to assist with data management requirements under EPCRA. 

 CAMEO Chemicals—Allows users to search for chemicals in the CAMEO chemical 
database, print customized reports with response recommendations, and find out how 
chemicals would react if they mixed. 

 MARPLOT—A mapping application that people can use to quickly create, view, and modify 
maps. Users can create their own objects in Mapping Applications for Response, Planning, 
and Local Operational Tasks (MARPLOT) (e.g., facilities, schools, response assets) and 
display them on top of a base map. 

 ALOHA—Described on the next page. 

CAMEO also can be used with a separate software application called LandView to display EPA 
environmental databases and demographic or economic information to support analysis of 
environmental justice issues. 

More information is available online.  
 

https://www.epa.gov/cameo
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Modeling Programs (Continued) 

 

ALOHA 

ALOHA is a modeling program that estimates threat zones associated with hazardous chemical 
releases, including toxic gas clouds, fires, and explosions. A threat zone is an area where a 
hazard (such as toxicity, flammability, thermal radiation, or damaging overpressure) has 
exceeded a user-specified Level of Concern (LOC). 

 

An ALOHA threat zone plot displayed on a MARPLOT map. The red, orange, and yellow zones 
indicate areas where specific LOC thresholds were exceeded. 

ALOHA was developed jointly by NOAA and EPA, and it runs on both Windows and Mac 
computers. 

Key Program Features 

 Generates a variety of scenario-specific output, including threat zone plots, threat at specific 
locations, and source strength graphs  

 Calculates the rate of release for chemicals escaping from tanks, puddles (on both land and 
water), and gas pipelines and predicts how that release rate changes over time 

 Models many release scenarios: toxic gas clouds, BLEVEs (Boiling Liquid Expanding Vapor 
Explosions), jet fires, vapor cloud explosions, and pool fires 

 Evaluates different types of hazards (depending on the release scenario): toxicity, 
flammability, thermal radiation, and overpressure  

 Displays threat zones on MARPLOT maps (and on ArcView and ArcMap with the Arc Tool 
extensions) 

 Works seamlessly with companion programs CAMEO and MARPLOT; it can also be used 
as a stand-alone program 

ALOHA can be obtained online.   

  

https://www.epa.gov/cameo/aloha-software
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Modeling Programs (Continued) 

 

CommunityFlu 

CommunityFlu is a software program developed by the CDC that simulates the spread of 
influenza through a model community, and the impact of a variety of potential interventions 
(e.g., vaccinations, school closings, wearing of face masks, and patient and household isolation 
or self-quarantine).  

CommunityFlu also calculates the cost, in terms of workdays lost, of influenza and the 
associated interventions. 

CommunityFlu is available online.  
 

GTAS 

NOAA is developing the GTAS in partnership with Integrated Public Alert and Warning System 
(IPAWS) for plume modeling and collaboration.  

GTAS will quickly estimate the affected area during a HAZMAT incident using current weather 
conditions and allow for the rapid creation of a CAP message for public alerting. It will also 
provide collaboration tools for Emergency Managers to leverage the expertise of their 
supporting National Weather Service (NWS) Weather Forecast Office (WFO). 

GTAS will enable Emergency Managers (from their desktops) to do the following:  

 Run and view dispersion of toxic plume information.  

 View hazardous weather information.  

 Coordinate and collaborate with NWS WFO meteorologists.  

 Assess societal impacts due to toxic chemical releases and severe weather conditions.  

 Disseminate societal impact information.  

 Coordinate and collaborate with other State and Local EOCs.  

GTAS will build upon established relationships between Local NWS WFOs and Local EOCs by 
providing shared situational awareness of vital data, so that Emergency Managers can quickly 
determine the impact and provide mitigation and response plans to the public and other Local 
and State EOCs. 

  

http://www.cdc.gov/flu/pandemic-resources/tools/index.htm
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Key Points 

Instructions: Working in table groups: 

1. List as many different types of technology used in emergency management as you can. 
(Think beyond communications!) 

2. Identify how each is used. 
3. Answer the questions provided. 
4. Select a spokesperson and be prepared to share your answers with the class. 
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Questions: 

1. Types of Technology and how it is used in emergency management: 

2. What database and incident/crisis management tools does your jurisdiction use? 

a. What challenges have you encountered in this area? 

3. What automated information resources does your jurisdiction use? 

b. What challenges have you encountered in this area? 

4. What are some examples of ways Local Emergency Managers can use GIS technology? 
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Visual 20.1.20 (Continued) 

5. What GIS technology is used in your jurisdiction? 

6. How are modeling and predictive tools used in your jurisdiction? 

7. What are the challenges with this type of technology? 
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Key Points 

This unit focused on the following key points: 

 Many technological tools are available to enhance emergency management. 

 Four main types of technological tools are:  
o Databases and incident management tools such as HSIN, EMR-ISAC, DM-OPEN, and 

WebEOC 
o Information tools such as NOAA Weather, DisasterAssistance.gov, Envirofacts, and HazLit 
o GIS and mapping technologies such as disaster maps, damage assessment data, and 

DFIRMs 
o Modeling and predictive tools such as HAZUS-MH, CAMEO, ALOHA, spread projections, 

and GTAS 
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Key Points 

This unit discusses technologies for communicating with the public before and during an 
incident, including: 

 Technologies for warning and notification 

 Information exchange technologies, including: 
o Internet 
o Social media 
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Key Points 

Discussion Question: In your communities, how do people get information? 

Discussion Question: How are these practices changing? 
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Key Points 

Discussion Question:  What types of warning systems are currently used in your 
communities? 
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Visual 20.2.4 

 

Alt text 
Types of Warning Systems 
Type: Description 
Sirens: Outdoor alert 
Emergency Alert System: Radio/TV real-time alerts 
National Oceanic and Atmospheric Administration (NOAA) All-Hazards Radio: 24-hour 
broadcasting 
Public signage: Similar to AMBER alerts 
Telephone systems: Recorded messages, manual or automatic 
Personal mobile devices: Short text messages 
Email: Messages to Local email lists 

Key Points 

Several types of warning systems are listed on this visual.  

Can you think of others? 
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Visual 20.2.5 

 

Key Points 

Transcript:  

When disasters strike, whether they are natural, accidental, or man-made, it has always been 
vital that they be reported accurately and in a timely fashion to those who may be in danger. It is 
the policy of the United States to have an effective, reliable, integrated, flexible, and 
comprehensive system to alert and warn the American people. 

The Integrated Public Alert and Warning System, or IPAWS, is the solution for effective public 
alerts and warnings. IPAWS allows alerting authorities to write their own message using open 
standards. The message is then authenticated by the IPAWS Open Platform for Emergency 
Networks -- or OPEN-- to be delivered simultaneously through multiple pathways.  Reaching as 
many people as possible to save lives and protect property. 

IPAWS must ensure the President can reach the American people, but it recognizes that most 
alerts and warnings are issued at a state and local level. IPAWS alerts and warnings are 
location specific and therefore more relevant to those receiving the alert, and through the use of 
open standards such as Common Alert Protocol, IPAWS allows for growth and integration with 
future consumer technologies. 

How do alerting authorities send an alert or warning to IPAWS OPEN? 

In addition to the President, alerting authorities include State, local, territorial, and tribal public 
safety officials who are designated within their level of government as an authority responsible 
for communicating emergency alerts and warnings to the public. After completing FEMA-
sponsored training, alerting authorities will be authenticated for access to IPAWS. They will then  
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VIDEO - INTEGRATED PUBLIC ALERTS AND WARNING 

Visual 20.2.5 (Continued) 

be able to use Common Alerting Protocol compliant emergency and incident management tools 
to create location specific alerts that are scaled to cover areas as big as their entire jurisdiction 
or a much smaller area within their jurisdiction.  Once created, the alert will then be sent to 
IPAWS OPEN. 

How is an alert routed by IPAWS OPEN? 

Once the alert is received from the alerting authorities, IPAWS OPEN authenticates the source, 
and validates that the alert input conforms to the Common Alerting Protocol standard and 
IPAWS profile. This provides a standard for everyone across all levels of government as well as 
the private sector. While older systems relied on audio and text-only systems, IPAWS OPEN 
makes picture and video feeds possible, and allows for the seamless incorporation of emerging 
technologies. 

Once the alert message has been authenticated by IPAWS OPEN, the message is 
simultaneously delivered to all IPAWS-compliant public alerting systems. 

Emergency alerts will be delivered across multiple pathways to the American people. 

Alerts will be delivered by the Emergency Alert System, using AM, FM, and satellite radio as 
well as broadcast, cable, and satellite TV. 

The Commercial Mobile Alert System will send alerts to cell phones and other commercial 
mobile network devices, based on their location, even if cellular networks are overloaded and 
can no longer support calls, text, and emails. 

The National Oceanic and Atmospheric Administration will deliver alerts through the National 
Weather Service all hazards radio. 

Alerts will be available on the internet through web based applications, such as Email, Instant 
Messaging and RSS feeds in any web browser. 

State, local, territorial, and tribal alerting systems such as emergency telephone networks, giant 
voice sirens, and digital road signs may also receive alerts from IPAWS OPEN, and future 
alerting technologies and systems can easily be integrated into IPAWS. 

When disaster strikes, IPAWS allows emergency managers and alerting authorities at all levels 
to send one message across multiple pathways, to save lives and protect property. 

No matter where you are.  At home, at school, at work, or even on vacation, you can get life-
saving alerts. 

IPAWS......Emergency Alerts at the Speed of Life. 

Get alerts...stay alive. 
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WARNING SYSTEMS 

Visual 20.2.6 

 

Key Points 

The Integrated Public Alert and Warning System (IPAWS) is a public alert and warning system 
that is under joint development by FEMA, Federal Communications Commission (FCC), and the 
National Oceanic and Atmospheric Administration (NOAA). 
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WARNING SYSTEMS 

Visual 20.2.7 

 

Alt text 
IPAWS (2 of 2) 

Capabilities: 

 Allow the President to address the public during emergencies 

 Enable emergency officials to access multiple communication paths 

 Diversify and modernize the EAS; integrate with NOAA networks 

 Create an interoperability framework 

 Enable communication with those who have functional needs 

Job Aid: IPAWS 

U.S. Department of Homeland Security Logo, FCC Logo, NOAA Logo 

Key Points 

Capabilities for IPAWS include: 

 Allowing the President to address the public during emergencies 

 Enabling emergency officials to access multiple communication paths 

 Diversifying and modernizing the Emergency Alert System (EAS) 

 Enabling seamless integration of message transmission through national networks 

 Creating an interoperability framework 

 Enabling communication with those who have functional needs 

More information about IPAWS is provided in the following job aid and online.  

  

https://www.fema.gov/integrated-public-alert-warning-system
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Visual 20.2.7 (Continued) 

 

Integrated Public Alert and Warning System (IPAWS) 
 

What Is 
IPAWS? 

Executive Order 13407 established as policy the requirement for the United 
States to have an effective, reliable, integrated, flexible, and comprehensive 
system to alert and warn the American people. FEMA is designated within the 
Department of Homeland Security (DHS) to implement the policy of the United 
States for a public alert and warning system as outlined in Executive Order 
13407, and has established a program office to implement IPAWS. FEMA and 
its Federal partners—the FCC, the NOAA’s National Weather Service (NWS), 
and the DHS Science and Technology Directorate—are working together to 
transform the national alert and warning system to enable rapid dissemination 
of authenticated alert information over as many communications channels as 
possible. 

Vision Timely alert and warning to American people in the preservation of life and 
property. 

Mission Provide integrated services and capabilities to Local, Tribal, State, and Federal 
authorities that enable them to alert and warn their respective communities via 
multiple communications methods. 

Strategic 
Goals 

 Goal 1 – Create and maintain an integrated interoperable environment for 
alert and warning. 

 Goal 2 – Make the alert and warning more effective. 

 Goal 3 – Strengthen the resilience of the IPAWS infrastructure. 

What IPAWS 
Will Do 

 Allow the President of the United States to speak to the American people 
under all emergency circumstances, including situations of war, terrorist 
attack, natural disaster, or other hazards.  

 Build and maintain an effective, reliable, integrated, flexible, and 
comprehensive alert and warning system.  

 Enable Federal, State, Territorial, Tribal, and Local alert and warning 
emergency communication officials to access multiple broadcast and other 
communications pathways for the purpose of creating and activating alert 
and warning messages related to any hazard impacting public safety and 
well-being.  

 Reach the American public before, during, and after a disaster through as 
many means as possible.  

 Diversify and modernize the EAS.  

 Create an interoperability framework by establishing or adopting standards 
such as the Common Alerting Protocol (CAP).  

 Enable alert and warning to those with disabilities and to those without an 
understanding of the English language.  

 Partner with NOAA to enable seamless integration of message 
transmission through national networks. 
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Alt text 
Commercial Mobile Alert System 

 Under development as part of IPAWS 

 Will allow Federal, State, Territorial, Tribal, and Local government officials to send 90-

character, geographically targeted text alerts to the public 

 Will handle: 

 Presidential Alerts 

 Imminent Threat Alerts  

 AMBER Alerts 

Image of a Cell phone 

Key Points 

The Commercial Mobile Alert System is under development as part of IPAWS. It will allow 
Federal, State, Territorial, Tribal, and Local government officials to send 90-character, 
geographically targeted text alerts to the public. Marketed as the Personalized Localized 
Alerting Network, this system will be able to handle: 

 Presidential alerts 

 Imminent threat alerts 

 AMBER alerts 

More information is available online.

https://www.fema.gov/frequently-asked-questions-wireless-emergency-alerts
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Visual 20.2.9 

 

Alt text 
Standardizing Warning Messages 

Common Alerting Protocol (CAP): 

 Defines a single digital message format for exchanging emergency alerts 

 Allows the sender to activate multiple warning systems with a single input 

 Designed to be compatible with all kinds of information systems and public alerting systems 

 Will be used in IPAWS 

Job Aid: Common Alerting Protocol (CAP) 

Key Points 

The CAP is a digital format for exchanging emergency alerts that will allow a consistent alert 
message to be disseminated simultaneously over many different communications systems.  

FEMA has worked with the Organization for the Advancement of Structured Information 
Standards (OASIS) to develop a profile to the standard that defines a specific way of using the 
standard for IPAWS purposes.  

The CAP provides a standard around which our Nation’s alert and warning capabilities can be 
integrated.  

More information is available in the following job aid and online. 

http://www.oasis-emergency.org/
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Visual 20.2.9 (Continued) 

 

Common Alerting Protocol (CAP) 
 

The CAP is a standard from the Emergency Management Technical Committee of the 
international OASIS standards development organization. 
 

Single- 
Message 
Format 

CAP defines a single-message format with the essential features to handle 
existing and emerging alert systems and sensor technologies. This standard 
format can replace a range of single-purpose interfaces among warning 
sources and disseminations channels. CAP addresses the concerns about 
compatibility and operational complexity that have been stifling development. 
CAP is a breakthrough standard that opens the door to new alerting systems 
and technical innovation. For example, location-aware receiving devices can 
use the standardized geospatial information in a CAP alert message to 
determine whether that particular message is relevant based on the current 
location of the device.  

Single Input CAP allows the sender to activate multiple warning systems with a single input, 
which reduces the cost and complexity of notifying many warning systems. A 
single-input message also provides consistency in the information delivered 
over multiple systems. People receive exact corroboration of the warning 
through multiple channels. This is very important because research has found 
that people do not typically act on the first warning signal, but begin looking for 
confirmation. Only when convinced that the warning is not a false alarm, do 
they act on it.  

Compatibility CAP is designed to be compatible with all kinds of information systems and 
public alerting systems, including broadcast radio and television as well as 
public and private data networks. Rather than being defined for one particular 
communications technology, CAP is essentially a “content standard”—a digital 
message format that can be applied to all types of alerts and notifications. In 
this way, CAP is compatible with emerging technologies such as Internet web 
services, and with existing formats such as the EAS and the Specific Area 
Message Encoding (SAME) used for NOAA Weather Radio in the United 
States. CAP is also compatible with alerting systems designed for multilingual 
populations and individuals with functional needs. By reducing the barriers of 
technical incompatibility, CAP creates the foundation for a technology-
independent national and international “warning Internet.” 

Format CAP allows standardized warnings from various sources to be compiled in 
tabular or graphical form as an aid to situational awareness and pattern 
detection. When CAP is applied extensively, managers will be able to 
monitor—at any one time—the whole picture of Local, regional, and national 
warnings of all types. CAP alert messages can also be used with sensor 
systems as a format for direct reporting of relevant events to centers for 
collection and analysis.  



Unit 2. Technologies for Communicating With the Public 

 

Module 20: Technology in Support of Emergency Management 
June 2017 Student Manual – Virginia Edition Page 20.2.13 

WARNING SYSTEMS 

Visual 20.2.10 

 

Key Points 

HazCollect, the NWS’s All-Hazards Emergency Message Collection System, is a 
comprehensive national solution for the centralized collection and efficient distribution of Non-
Weather Emergency Messages (NWEMs).  

NWEMs created by government officials with public warning authority are distributed through 
the NWS dissemination infrastructure, NOAA all-hazards alert radios, other national systems, 
and to the EAS. 

More information is available online.  

http://www.nws.noaa.gov/os/hazcollect/
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Alt text 
National Terrorism Advisory System 

 Replaces the color-coded Homeland Security Advisory System  

 Alerts the public when there is credible threat information 

 Indicates if the threat is elevated (no specific information about timing or location) or 

imminent (specific impending threat) 

 Available through Internet and social media 

Department of Homeland Security Seal: National Terrorism Advisory System, NTAS Web page 

Key Points 

As of April 2011, the National Terrorism Advisory System, or NTAS, replaced the color-coded 
Homeland Security Advisory System. This new system more effectively communicates 
information about terrorist threats by providing timely and detailed information to the public, 
government agencies, first responders, airports and other transportation hubs, and the private 
sector. 

It recognizes that Americans all share responsibility for the Nation’s security and should always 
be aware of the heightened risk of terrorist attacks in the United States and what they should 
do. 

When there is credible information about a threat, an NTAS Alert will be shared with the 
American public. It may include specific information, if available, about the nature of the threat, 
including the geographic region, mode of transportation, or critical infrastructure potentially 
affected by the threat, as well as steps that individuals and communities can take to protect 
themselves and help prevent, mitigate, or respond to the threat. The advisory will clearly 
indicate whether the threat is Elevated, if no specific information is available about the timing or 
location, or Imminent, if it is believed the threat is impending or very soon. 

More information is available online.  

https://www.dhs.gov/national-terrorism-advisory-system
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Visual 20.2.12 

 

Key Points 

The combination of warning systems and strategies should be designed to reach the whole 
community, including: 

 People with access and functional needs, such as those who are deaf, hearing impaired, 
blind, or visually impaired 

 People with limited English proficiency 

 People in offices, schools, hospitals, nursing homes, college campuses, or other group 
settings 
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Visual 20.2.13 

 

Key Points 

Instructions:  

1. Each group will be assigned one of five best practice descriptions. 
2. Read and discuss the best practice.  
3. Answer the questions provided. 

Questions: 

 What is the alert strategy? 

 What portion of the population does it serve? 

 Who would not be reached by this method? 

 Could the strategy be adapted or augmented for greater coverage?  
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Best Practice 1 
Enabling Residents to Hear and Heed 

Severe Weather Warnings 

PORTAGE COUNTY, WI – Portage County, WI, has a population of approximately 70,000 
residents living in an area that is 62 percent urban and 38 percent rural (agricultural areas that 
are geographically separated). With 11.9 percent of the population 65 years old or older, there 
was concern that some residents might not be able to hear the county’s warning system 
regarding impending severe weather. Recognizing the deficiency in the ability to warn the 
elderly and individuals living in rural areas, the county’s Emergency Management Coordinator 
came up with the idea of purchasing weather radios. 

“We have a lot of residents living in mobile homes in rural areas and we have a substantial 
number of elderly residents. These individuals are significantly at risk,” said Sandy Curtiss, 
Emergency Management Coordinator. “They don’t always hear the warnings.” 

To remedy the problem, the county applied to Wisconsin Emergency Management for a grant 
under FEMA’s Hazard Mitigation Grant Program (HMGP) to purchase 150 NOAA all-hazards 
weather radios. The project was initiated following a 2002 Presidential declaration for a 
windstorm event, and the total project cost was $6,951.50. The HMGP grant totaled $5,200. The 
non-Federal share was $1,700. (The State and Local governments paid $850 each.) The county 
also paid an extra $51.50 for a cost overrun. 

What is a NOAA all-hazards weather radio? The NWS provides Local weather broadcasts, 
called NOAA Weather Radio, from more than 700 different transmitters nationwide. It is 
estimated that over 85 percent of the population now resides within the service area of at least 
one transmitter. NOAA Weather Radio is a service of NOAA of the U.S. Department of 
Commerce. As the “Voice of the NWS,” it provides continuous broadcasts of the latest weather 
information from Local NWS offices.  

The regular broadcasts are specifically tailored to weather information needs of the people 
within the transmitter’s service area. For example, in addition to general weather information, 
stations in coastal areas provide information of interest to mariners. Other specialized 
information, such as hydrological forecasts and climatological data, are also broadcast.  

During severe weather, NWS forecasters can interrupt the routine weather broadcasts and 
insert special warning messages concerning imminent threats to life and property. The 
forecaster can also add special signals to warnings that trigger “alerting” features of specially 
equipped receivers. This is known as the “tone alert feature,” and acts much like a smoke 
detector in that it will send an alarm when necessary to warn of an impending hazard. In the 
past, all receivers equipped with the tone alert feature within the listening area would alarm 
anytime a warning was issued. However, the advent of SAME technology permits newer 
receivers to alarm only if a warning is broadcast that pertains to a particular location. The newer 
receivers allow individuals to choose the warning locations the receiver will target.  
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Best Practice 2 
Warren County 

C.O.W.S and C.A.L.V.E.S Programs 

WARREN COUNTY, KY – The 85,000 residents of Warren County, KY, face a variety of natural 
hazards, such as tornadoes and other severe weather, chemical spills, flash flooding, 
landslides, earthquakes, and forest fires. A warning system alerts residents of impending 
danger, enabling them to take the necessary precautions to protect their lives and property. 

In 1974, thirty-one residents of the small city of Brandenburg were killed by tornadoes. The loss 
of life was attributed to the fact that citizens did not receive warning of the impending storms. 
Subsequent tornadoes in 1976, 1986, and 1994 also caused death and injury that likely could 
have been avoided if there had been proper warning. 

In July 1997, Warren County was awarded a grant through FEMA’s Hazard Mitigation Grant 
Program (HMGP) to install 12 Community Outdoor Warning Sirens, or C.O.W.S The sirens had 
the capacity to warn 100 percent of the residents of Bowling Green, the county’s biggest city, 
and 80 percent of residents in the entire county. When the C.O.W.S are activated during an 
emergency, residents know they must turn on their televisions or radios for further instruction. 

The county recognized, however, that an outdoor warning system was not sufficient. In June 
1999, the county received HMGP funds to install 250 indoor Community-Activated Lifesaving 
Voice Emergency Systems, or C.A.L.V.E.S. The system is designed to warn people who are 
indoors or not close to a siren site, and also to supply disaster information in the event of a 
power outage. C.A.L.V.E.S were placed in every school, nursing home, daycare, hospital, 
church, theater, indoor sporting arena, and emergency responder’s office. The system uses a 
series of beeps followed by a voice message from the activating agency to alert residents of an 
emergency.  

The county also implemented an extensive public awareness campaign to educate residents 
about the new warning systems. It sent out brochures with instructions such as, “When you hear 
the C.O.W.S, mmoooove indoors. When you hear the C.A.L.V.E.S, protect your herd!” 

The warning system is credited with saving lives on April 16, 1998, when a tornado struck the 
county’s biggest outdoor shopping mall. Property damage totaled more than $2 million, but no 
one was killed. 



Unit 2. Technologies for Communicating With the Public 

 

Module 20: Technology in Support of Emergency Management 
June 2017 Student Manual – Virginia Edition Page 20.2.19 

ACTIVITY 20.2 – BEST PRACTICES  

Visual 20.2.13 (Continued) 

Best Practice 3 
Computerized Warning System 

Replaces Word of Mouth 

JACKSON COUNTY, TX – In September 2005, the threat of Hurricane Rita had Local officials in 
Jackson County, TX, depending largely on “word of mouth” to warn area residents of the 
impending storm. Lessons learned from this experience led officials to seek a better and faster 
way to communicate emergency information. The county then invested in an emergency 
automated telephone notification system.  

Edna Chief of Police Clinton Woolridge said that at an after-action meeting following Hurricane 
Rita, officials talked about the lack of radio and television stations in the county. “We had no 
way of telling people to tune in to a Local station to get emergency information,” he said. The 
decision was made to get an emergency telephone notification system for disseminating 
evacuation messages. The county received a $63,750 grant from the FEMA Hazard Mitigation 
Grant Program (HMGP) to purchase the warning system.  

In the event of an emergency, the 9-1-1 dispatcher can identify the affected neighborhood or 
region of the county, record a message describing the situation, and recommend the protective 
action residents should take. The computerized system can then call all listed telephone 
numbers in that geographic area and deliver the recorded message. Residents who have listed 
their telephone numbers are able to receive messages regarding evacuations, severe weather, 
flash floods, hazardous material releases, shelter-in-place notifications, dam or levee breaks, 
bomb threats, abductions, hostage situations, and prison escapes.  

Lori McLennan, Edna Police Department Office Manager and 9-1-1 operator, said the system is 
set up to provide countywide alerts as well as specific area alerts according to five geographic 
zones. “Depending on where the emergency is, I can launch a zone-specific message or a 
countywide message. For Hurricane Ike, we launched an initial session to warn residents in the 
Lavaca Bay area of a voluntary evacuation. As the weather condition worsened, we launched it 
for a mandatory evacuation for the entire county,” she said, adding that the task was completed 
in less than two hours. 

Although the length of time required to transmit messages varies according to the number of 
phone lines activated, validating the success of the transmitted message is almost immediate. 
The computer generates a report on how many people picked up the phone to listen to the 
message, how many answering machines picked up, and the number of unheard messages. 

“The system works better than ‘word of mouth’ because it provides an accurate message,” 
Woolridge added. “When the message is delivered by ‘word of mouth’ by the time it gets around 
to the third person its context has changed considerably.”  
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Best Practice 4 
Getting the Alarm Out: 

USM’s Tornado Warning System 

HATTIESBURG, MS – Prior to 1998, students at the University of Southern Mississippi (USM) 
were largely dependent upon “word of mouth” information when tornadoes threatened the 
campus. According to Bob Hopkins, USM Chief of Security, the university recognized the need 
for a campus-wide tornado warning system when several alerts failed to reach a considerable 
portion of the 16,000 students enrolled. 

“The critical need is for people outside to go inside,” Hopkins said. “There is an emergency plan 
in effect in each building with designated safety areas.” The University Police dispatch office 
manages the system. 

University officials say the system operates similarly to a radio or wireless system. “If a tornado 
warning is issued for our area, the University Police dispatcher calls the Emergency 
Management District to confirm the tornado is a threat to our campus. At that point, we set the 
alarm off,” Hopkins explained. 

The most noticeable feature of the new system is its prominent position on top of Owings-
McQuagge Hall. The radio-controlled warning system has two components: (1) an alarm 
characterized by Westminster Chimes, and (2) a voice system that announces, “A tornado 
warning has been issued for the Hattiesburg area. Please seek shelter.” 

FEMA contributed $21,902 of the $29,202 cost to install the warning system through its Hazard 
Mitigation Grant Program (HMGP), which is administered by the Mississippi Emergency 
Management Agency. Following a major disaster declaration, the HMGP funds up to 75 percent 
of the eligible costs of a project that will reduce or eliminate damages from future natural hazard 
events. 

“Students are acquainted with the system during risk management orientation. Each residence 
hall gets a copy of the Emergency Response Manual,” Hopkins noted. He is pleased with the 
system’s effectiveness.  

During Hurricane Katrina (2005), approximately 1,800 students remained sheltered on USM’s 
campus. 
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Best Practice 5 
Weather Radio Distribution 

Ensuring Adequate Hazard Warning 

WAYNE COUNTY, MI – Located in southeastern Michigan, Wayne County frequently 
experiences severe weather and tornadoes. In 1997, a dangerous tornado moved through parts 
of Detroit and the surrounding suburbs of Highland Park and Hamtramck, injuring 90 people. It 
was the most costly tornado the State had experienced, with damages estimated at $90 million. 
The tornado traveled nearly 5 miles and was 2,500 yards wide. The tornado was part of an 
outbreak of 13 tornadoes in southeastern Michigan—the largest number for a single day since 
records have been kept. 

With more than 2 million residents, the county needed effective mitigation measures to 
adequately warn people of the potentially severe weather. The Hazard Mitigation Grant Program 
(HMGP) provided funds for the county to purchase, distribute, and install NOAA weather radios 
to every school, hospital, and nursing care facility in the county, for a total of 860 radios.  

The county also conducted an all-day tornado shelter/spotter workshop for employees of those 
facilities. The workshop was designed to enable them—especially in the schools—to plan and 
prepare for severe weather. The workshop was videotaped for use as a training video on 
tornado spotting for police, fire, and public service personnel in jurisdictions throughout the 
county. The video also became a training tool for county in-service training and statewide 
training.  

The all-day recorded workshop was telecast on the statewide school Internet during Severe 
Weather Week in March of 1999. The telecast allows all schools with Internet capabilities to 
watch the video and begin to plan and prepare for severe weather in their school district.  

This project ensures that adequate warning time will be more readily available to county 
residents. The benefit of early warnings is a reduction in both the loss of life and the extent of 
injuries to persons in an impacted facility. 
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Alt text 
Other Communication Technologies 

 A wide array of technologies exist to enhance communication with the public  

 Possibilities are rapidly growing; new technologies are replacing old 

 Tomorrow’s communication pathways may not have been imagined yet 

Laptop and Blackberry 

Key Points 

A wide array of technologies exist to enhance communication with the public. The possibilities 
are rapidly growing, and new technologies are quickly replacing old. Tomorrow’s communication 
pathways may not have been imagined yet. 
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Key Points 

Discussion Question: You are a resident of a small community. You want to be 
knowledgeable and prepared if an emergency occurs. If you go onto the Internet, what’s 
available that can help you, and what do you wish you could find? 

Discussion Question: You are a Local Emergency Manager. You want to make full use of 
the Internet to keep the residents of your community informed about emergency 
preparedness. What ideas do you have? 
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Key Points 

A wide variety of Internet-based applications exist for communicating with the public. Examples 
include: 

 Internet: Websites, email, instant messaging, etc. 

 Social media: Networking sites, blogs, microblogs, video sharing, livecasting, etc. 

 Listservs 

  Really Simple Syndication (RSS) feeds 

 Podcasts 

 Widgets 

The job aid on the next page provides brief descriptions of these applications. 
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Technological Tools for Communication 

 

Internet vs. 
the Web 

The Internet and the World Wide Web are not the same thing. The Internet is a 
networking infrastructure—a network of networks. Through the Internet, any 
computer can communicate with any other computer that is also connected to 
the Internet. Various languages, or protocols, are used to transmit digitized 
information on the Internet. 

The World Wide Web is a portion of the Internet. It uses the HTTP protocol to 
transmit data and uses browsers to access web pages (documents).  

The Internet is also used for email, which uses SMTP protocol, and other 
purposes.  

Social 
Networking 
Sites 

Social networking sites (e.g., Facebook, Myspace, LinkedIn, and others) are 
web-based applications that allow for user-generated content and interactive 
exchange. Originally developed for social interaction, social media have 
become expanded in their use. 

Blogs  A blog (a word coined from web + log) is a website, usually maintained by an 
individual, on which the author posts sequential entries. Blogs are usually 
interactive, so visitors can add messages. Blogs can include text, graphics, and 
links to other Internet sites. 

Microblogs Microblog services (e.g., Twitter and Facebook) allow exchange of small bits of 
blog content. For example, FEMA uses Twitter to provide information and 
interact with the public in a two-way conversation via short messages (in 140 
characters), just like text messages. 

Video 
Sharing 

Video-sharing sites (e.g., YouTube, Yahoo video, MSN Video, and others) 
allow people to post their own videos on the website, search or browse the 
video database, and watch videos that have been posted. 

Livecasting Livecasting is accomplished through video platforms (e.g., Skype and Ustream) 
that allow users to view and broadcast video content using a camera and a 
computer through the Internet. 

Mailing List 
Servers 

Mailing list servers (e.g., LISTSERV, Majordomo, GovDelivery, and others) 
allow the user to maintain a list of email addresses. The server enables the 
user to send one email to all addresses on the list. For example, FEMA 
provides email updates to members of the public who subscribe to the service. 



Unit 2: Technologies for Communicating With the Public 

 

Module 20: Technology in Support of Emergency Management 
Page 20.2.26 Student Manual – Virginia Edition June 2017 

TECHNOLOGICAL TOOLS 

Visual 20.2.16 (Continued) 

 

Technological Tools for Communication (Continued) 

 

RSS Feeds RSS is an XML-based format for sharing and distributing web content, such as 
news headlines and other content that changes quickly. Using an RSS reader, 
you can view data feeds from various news sources. The RSS reader checks 
the subscribed feeds to see if any have new content since the last time it 
checked, and if so, retrieves the new content and presents it to the user. RSS 
can also include audio and video files. 

Podcasts Podcasts are audio or video files that can be downloaded either manually or 
automatically from the distributor, saved on the user’s computer or mobile 
device, and heard or viewed offline. 

Widgets Widgets are small stand-alone applications that can be embedded into third-
party sites, allowing that site’s users to see the original content. An example is 
FEMA’s Ready.gov widget, which can be copied onto other organizations’ 
websites. 
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Key Points 

Discussion Question: What are some potential applications for emergency management of 
each of the following technological tools.  

Discussion Question: Limitations or disadvantages 

Technological Tools:  

 Internet websites 

 Email and instant messaging 

 Social media – Twitter, Facebook, YouTube, Skype, and others  

 Blogs 

 LISTSERVS 

 RSS feeds 

 Podcasts 

 Others not listed above  
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Key Points 

One of the greatest benefits of social media is that they empower the public to be active 
members of our emergency management team.  

During the March 2011 earthquake and tsunami in Japan, social media played a pivotal role in 
managing the emergency.  

 Individuals sent calls for help on Twitter that prompted quick rescues of stranded people.  

 Volunteer networks in the United States created digital crisis maps based on social media 
reports received from people at the site of the disaster. The mappers were then able to 
interact with first responders to help guide their rescue efforts. 

The full story from USAToday is available online. 

http://usatoday30.usatoday.com/tech/news/2011-04-11-japan-social-media_N.htm
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Key Points 

Other uses of social media during the crisis in Japan included the following: 

 Volunteers set up virtual Emergency Operations Centers (EOCs) on Skype to support the 
response effort. 

 A massive person finder searchable database set up by Google was fueled by hundreds of 
thousands of public posts. Similarly, a video person finder was set up on YouTube. 

 The International Atomic Energy Agency (IAEA) posted video updates on the web to keep 
the public informed about emergency response and situation status. 

As FEMA Administrator Craig Fugate put it, social media “allows a two-way conversation in the 
impact zone, so that we can link people with information, resources, and ideas.” 
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Video Transcript: Social Media and Emergency Management 

How can social media help Emergency Managers? 

Craig Fugate: Well you know when we first started getting involved in social media there was 
things like Myspace, and then you had Facebook and then Twitter came along, um, micro-
blogging and blogs were starting to get real popular and Twitter was essentially a microblog. 
And what was interesting was, it was a—for many Emergency Managers—another way to get 
out another press release, to get out information. But what was a little bit different about social 
media versus the traditional ways of getting information out—people started replying to you. And 
this was really, I think, the change of what started to happen was an understanding that social 
media wasn't just about broadcasting information out to people, it was about you were actually 
getting information from them. Uh, and you start having two-way conversations, and so I looked 
at social media very early on as ‘How do you communicate with the public during a disaster?’ 
And normally all we could do was talk at them. Now we can actually hear from them. And in 
many cases they were at the disaster, they were—they often times had better information about 
what was going on in their neighborhood than you were getting from the overall report, so 
suddenly we started realizing, hey wait a minute, this isn't just about more press releases in a 
different format, this is about communication two-way with people who are often times in the 
area of impact who can tell us what's really going on from their perspective, but at the same 
time we can now use that with other information and start formulating a response based upon 
not just our planning assumptions, but real intel coming from the area.  
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What are the major differences you've seen on social media between 2010 and today?  

Craig Fugate: Video and imagery. Um, we were starting to see, early on, people were starting 
to use various social media feeds to upload imagery and videos. But with some of the newer 
pieces you can actually go live from a disaster area and become your own reporter using tools 
like Periscope. So as we go through the prolifery of all of the changes, the one thing that is 
constant—there's always new tools and new techniques to use social media. And I think this is 
the challenge for Emergency Managers, because whenever we design a course for using social 
media in emergency management, when that course is ready to go there's already been 
changes in how people are using it, and I think—this is from the standpoint of Emergency 
Managers—we have to understand: social media, through all of its platforms, gives us the ability 
to have two-way conversations. Both to talk to but listen to what the public is telling us. The 
most important lesson we need to understand, however, is we must be willing and able to 
communicate on the tools the public is currently using, not what we're only prepared to use. 

How can the general public use social media during a disaster?  

Craig Fugate: So we tell families, one of the first things you do in your planning is build a family 
communications plan. And part of this is the ability to use social media to communicate with 
family members, particularly when you can get through on data but you may not be able to 
make a phone call. In fact, we actually ask people, use data versus calling unless it's an 
emergency and you're calling 9-1-1 because data takes less bandwidth in a crisis. But that first 
part in your family communications plan should include where do you get authoritative 
information about the impact in your community, particularly if there's evacuation orders—who 
issues those? Am I following their information? You know, what about risk? And again, we talk a 
lot about this in the standpoint of a crisis, but these are things you want to do before a crisis 
because again, a lot of Emergency Managers are using social media to help people prepare for 
the hazards in their communities—some that are topical, some that are seasonal—um, and they 
use their social media to communicate. So, from the standpoint of the public, do your family 
communication plan, part of that is how do you communicate with the various family members in 
a crisis, but also where do you go to get information? And get that before a disaster happens--
know where you’re going to go and who is the official source, particularly for warnings, for 
evacuation orders, or other protective measures. Because sometimes people think if they follow 
FEMA they're going to get all that information, and we try to remind people that FEMA deals 
with support to the State. Warnings are issued at the Local level and you need to know, whether 
it's your Local weather service office, or your Local emergency management agency, or in some 
cases your State agencies that would be responsible for that, and make sure you're following 
them based upon the hazards your community faces. 
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How do you think people will be using social media in 5–10 years? 

Craig Fugate: I have no idea. I mean, that's one of the challenges that I think Emergency 
Managers always face is we don't do a good job of predicting the future when it comes to how 
the public's using social media. We're literally following. And so I think that's the other part of 
this is—remember I said early on—we must adapt and make sure that we're providing 
information how people are consuming it day to day. So we have to follow where the trends are 
taking us, what the new technology—and more importantly how people are using it differently. 
You know it used to be very simple, once you set your plan on how you're going to run a joint 
information center, how you're going to issue press releases, how you’re going to do press 
conferences—you just parked it until you had a disaster. Social media's always changing. So it's 
one of the dynamic parts of our communication strategies that cannot sit waiting for the next 
disaster. And it is something that is best done by using it every day—-again, remember we tell 
public, ‘follow the Local authorities, know who the official sources are.’ But if I'm a Local 
Emergency Manager and I never issue any products, nobody's going to follow me. When I got 
into the business we were literally using fax machines and tone-alert pagers with voice-recorded 
messages. And it wasn't that many years ago. So as we watch this evolution, emergency 
management is not so much about ‘we build the technologies’ as we ‘adapt the technologies to 
the very basic things we do,’ which is to inform the public about the risk they face, give them 
authoritative information during a crisis how best protect themselves and their families. 

And social media adds one cool dynamic we've never had before. We're not having to wait until 
people are dialing 9-1-1 to get information. We can now start getting information from disaster 
sites from the public telling us. But if we don't build those relationships ahead of time, the public 
won't tell us what's going on, we'll miss the information, and we may be slow to that response. 
Again, social media isn't a Band-Aid. It's a tool though that can speed up and better coordinate 
our actions in a disaster by having better information of which we're making decisions on how 
we're going to respond to that crisis. 
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Key Points 

Local emergency management agencies use low-cost social media techniques to communicate 
with community members. Below are a few examples of how social media are being used. 

Facebook: The New York City Office of Emergency Management (OEM) launched a Facebook 
page to help keep the more than 2 million New York City Facebook users up-to-date on 
emergency information, community event listings, and volunteer opportunities. Development of 
the page is the result of a preparedness poll in which more than 50 percent of people said they 
use Facebook to stay informed on events around the city. “OEM’s use of technology to serve 
the citizens of New York City is an excellent example for other cities and emergency 
management organizations to follow,” said Chris Kelly, Chief Privacy Officer and Head of Global 
Public Policy at Facebook. “We’re very pleased that Facebook can play a role in keeping New 
Yorkers informed and safe.” Thousands of users have become fans of the OEM page, which 
features weekly tips about safety and health around the city. There is also a listing of upcoming 
events around NYC with the option for fans to confirm their participation in the various fairs, 
street festivals, and forums. 

Twitter: Roanoke, VA, Fire-Emergency Medical Services (EMS) and Roanoke Emergency 
Management provides up-to-date emergency information as well as upcoming fire-EMS events 
using Twitter. 

YouTube: In Arizona, Pinal County’s Emergency Management Department held an Emergency 
Preparedness Fair for residents in September 2010. Using YouTube, the county posted two 
educational forums for residents who could not attend in person. 
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Disaster Caster Application: This commercial application enables users to put in place a 
Family Plan for what to do in the event of a disaster. It provides a way for the individual to 
communicate plans, identify current location and time, customize messages, and build custom 
contact lists. 

Applications (Apps) for smart phones are available to do the following: 

 Send a pre-programmed disaster plan for an earthquake, extreme weather event, or a terror 
attack to selected family and friends. 

 Forward your location (latitude, longitude, and map link) based on your phone’s GPS. 

 Have one-touch access to 9-1-1 and preprogrammed phone help. 

 Have multiple disaster plans stored for different disaster events. 
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Key Points 

Discussion Question: How does social media contribute to situation awareness and 
common operating picture? 
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Key Points 

Discussion Question: What are the challenges for Emergency Managers in harnessing 
this resource? 
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Key Points 

This unit focused on the following key points: 

 Technologies for communicating with the public include warning and notification capabilities 
and information exchange technologies such as the Internet and social media. 

 These technologies can assist emergency management in reaching the whole community.  

 Technology is rapidly changing, and it is important to be aware of new technologies as they 
emerge. 
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Key Points 

Instructions:  
 Working individually . . . 

1. Answer the self-assessment questions in your IAW. 
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Key Points 

Please provide your feedback on this module. 
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Key Points 

This module consists of a tabletop exercise, after-action meeting, briefing/after-action report, 
and end-of-exercise debriefing. The estimated times for the module activities are listed below. 

Module Activity Time 

Exercise Introduction 15 minutes 

Exercise 2 hours, 45 minutes 

After-Action Meetings  30 minutes 

End-of-Exercise Debriefing 30 minutes 
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Key Points 

The following scenario is designed to simulate the discussions, team-building, and people 
management skills commonly found in the Emergency Operations Center (EOC). The tabletop 
exercise will allow the students to use the knowledge and many of the skills gained in earlier 
modules, including people management and team-building skills.  
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Module 21: Capstone: Flood Scenario Tabletop Exercise

 Same teams and roles as in Module 13:

 Enhanced role descriptions (don’t share them with other 

members of the team).

 Use EOC organization and communication processes set 

up in earlier activity (adjust as needed based on scenario).

Exercise Overview

 EOC Manager  Department of Public Works

 Assistant EOC Manager  Deputy Fire Chief

 Public Information Officer  VOAD Representative

 Operations Officer (Lead)  Public Health

 Assistant Police Chief  National Guard

 Social Services Director

 

Alt text 
Exercise Overview 
Same teams and roles as in Module 13: 
Tent Cards (Role, Description) 
Use the EOC organization and communication processes set up in the earlier activity, and 
adjust as needed based on the scenario  
 

 EOC Manager 

 Department of Public Works 

 Assistant EOC Manager 

 Deputy Fire Chief 

 Public Information Officer 

 Voluntary Organizations Active in Disaster (VOAD) Representative 

 Operations Officer (Lead) 

 Public Health 

 Assistant Police Chief 

 National Guard 

 Social Services Director 

Key Points 
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Role Descriptions 

EOC Manager 

You are the Central City Emergency Manager and EOC Manager. Liberty County and 
Central City operate a joint powers emergency management system. The Board of 
Supervisors and the Central City Council have entered into an agreement to establish the 
Liberty County/Central City Emergency Management Agency (LC/CCEMA). It is governed 
by a Policy Board made up of the elected officials and senior-appointed officials of each 
community. The smaller cities in Liberty County have all accepted the joint powers 
agreement. All municipalities maintain an emergency management focus to support the 
LC/CCEMA staff.  

For more information, see ESSD: Part 2, Appendix C, Section 1, page 3. 

Assistant EOC Manager 

You are the Assistant EOC Manager. The following information can be found in the ESSD: 

 Central City Disaster and Emergency Services Ordinance: Part 1, Section 6.0 

 Liberty County Basic Emergency Plan: Part 1, Section 8.0 

 Resource Management Plan: Part 1, Section 9.0 

 Available Private-Sector Resources: Part 2, Appendix K 

Public Information Officer 

You are the Central City Public Information Officer. The following information can be found 
in the ESSD: 

 Central City Disaster and Emergency Services Ordinance: Part 1, Section 6.0 

 Media Resources: Part 2, Appendix V 

 Liberty County Basic Emergency Plan: Part 1, Section 8.0 

Operations Officer (Lead) 

You are the Operations Officer. The following information can be found in the ESSD: 

 Central City Disaster and Emergency Services Ordinance: Part 1, Section 6.0 

 Liberty County Basic Emergency Plan: Part 1, Section 8.0 

 Resource Management Plan: Part 1, Section 9.0 

 Available Private-Sector Resources: Part 2, Appendix K 
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Assistant Police Chief 

You are the Central City Assistant Police Chief. The Central City Police Department (CCPD) 
is at X and 11th Streets in Central City and consists of 183 personnel dedicated to public 
safety and service. The CCPD personnel include one Assistant Chief, three Captains, six 
Lieutenants, 16 Sergeants, 111 Officers, and 45 civilian employees.  

For more information, see the ESSD: Part 2, Appendix F. 

Department of Public Works 

You are the Director of the Department of Public Works for Central City. The Central City 
Department of Public Works is headed by the director, who has an office in City Hall. The 
department has two Assistant Directors of Public Works—one that oversees the Street, Building 
and Safety, and Engineering Divisions and one that oversees the Water and Sewer Division. 
Mutual aid agreements are in place with county public works departments in the six counties 
surrounding Liberty County (Stramford, Green, Kane, Mineral, Granite, and Apple) to share 
heavy equipment and some supplies during emergencies. Additional city resources from these 
counties can be made available through coordination with their county public works 
departments. Liberty County Public Works is the coordinating agency for public works mutual 
aid.  

For more information, see the ESSD: Part 2, Appendix J. 

Deputy Fire Chief 

You are the Central City Deputy Fire Chief. The Central City Fire Department (CCFD) has a 
three-shift system with 88 firefighters assigned to each shift, which includes chief officers, 
company officers, and firefighters. Minimum daily staffing is 79 firefighters each shift, which 
includes chief officers, company officers, and firefighters. In addition, the CCFD has 100 
volunteer firefighters available citywide.  

For more information, see the ESSD: Part 2, Appendix E. 

VOAD Representative 

You are the Central City Voluntary Organizations Active in Disaster (VOAD) Representative. 
You represent the volunteer organizations active in disaster in Central City and Liberty 
County.  

Shelter information can be found in the ESSD: Part 2, Appendix P. 

 



Module 21: Capstone: Flood Scenario Tabletop Exercise 

 

Module 21: Capstone: Flood Scenario Tabletop Exercise 
Page 21.1.6 Student Manual – Virginia Edition June 2017 

EXERCISE INTRODUCTION 

Visual 21.1.3 (Continued) 

Public Health 

You are the Public Health Director for Central City. Administration of programs includes: 

 Investigating the cause of infectious, communicable, and other diseases 

 Exercising quarantine authority and isolation authority as outlined in the general statutes 

 Disseminating public health information 

 Advising Local officials concerning public health matters 

 Enforcing the immunization requirements 

 Abating public health nuisances and imminent hazards 

For more information, see the ESSD: Part 2, Appendix I.  

National Guard 

You are the National Guard Liaison. This is the Request for Activation Policy: 

 The Local executive official submits a request to the Governor via the Columbia State 
Emergency Management Agency. 

 The Governor can activate for State emergency, including activation/request to adjacent 
State government for deployment of nearest National Guard Civil Support Team (CST). 

 The President can “call” to duty. 

 Troops are employed under a single commander or leader as an integral unit or 
composite unit. 

 Troops are not commanded or directed by civilian authority, but rather are provided 
missions or tasks which then become the commander’s responsibility to accomplish. 
Technical advice assistance may be furnished to the commander by civilian police 
officers, prison officials, firefighters, etc.  

 
Social Services Director 

 
You are the Central City Social Services Director. 

 The Central City Social Services Department is responsible for insuring that the 
citizens (individuals and families) have access to adequate, affordable, high-quality 
human/social services that enable them to be the best they can be.  During 
emergency operations, the Social Services Department is responsible for managing 
sheltering and mass care services for displaced individuals. 

 

For more information, see the ESSD: Part 2, Appendix S. 
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Alt text 
How the Exercise Works 

 Begin with scenario description and EOC briefing document 

 Play your role according to the description 

 Organize the EOC to address the scenario issues while responding to additional issues that 
may arise 

 You will receive messages (injects) during the exercise 

 Act on the messages and share your decision making with other players 

 Document actions on the message form, and then place forms in the box at the back of the 
room 

Key Points 

Your task will be to organize your EOC to address the scenario description and EOC briefing 
document while responding to additional issues that may arise as a result of the inclement 
weather. 

You will be given messages (injects) during the course of the exercise. Please act on these 
messages and share your decision making with other players at your table. When you have 
decided on a course of action, document your actions on the message form and place the form 
in the box at the back of the room. 

Reminder: If the inject needs to go to multiple people, everyone who responds should 
initial on the form.  
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Key Points 

Please take a few minutes to review the scenario and EOC briefing document that follow. 
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Scenario 

It is Friday, April 8, in Central City. Several days of warm weather have caused a rapid 
snowmelt, and the frozen ground and significant spring rains have combined to produce very 
high water levels in the Roaring River and its tributaries. Weather reports indicate the possibility 
of even more rain in the next few days. If more rain comes, the Roaring River is expected to 
reach flood stage by Saturday and continue to rise to at least 6 feet over flood stage by the end 
of the weekend (see the floodplain map). 

The current weather forecast calls for heavy rain through midnight and tomorrow. Highs are 
expected to be in the mid-80s, lows in the high 60s, with a 60 percent chance of precipitation 
through midnight (dropping to 40 percent after midnight). The expected precipitation for the next 
24 hours is 6-8 inches. Currently, winds are out of the west at 10 to 15 miles per hour (mph). 

City officials are concerned that if the river reaches the anticipated level, it could endanger the 
Central City Water Treatment Plant at S and 3rd Streets. Central City requires 40 million gallons 
of water per day under normal conditions. The water supply is from a raw water intake in the 
Roaring River and three large wells within the city limits. All surface water is treated by one 40-
million-gallons-per-day (mgd) plant at S and 3rd Streets. The wells at LL and 20th, M and 34th, 
and FF and 4th Streets, are used only in an emergency and at peak production. Each well has a 
daily capacity of 650,000 gallons, or a total capacity of 1,950,000 gallons per day, which can be 
pumped directly into the distribution system after on-site chlorination. All pumps are operated by 
electric power with diesel generator backup. 

Storage consists of two 10-million-gallon ground storage tanks and four 1-million-gallon 
elevated storage tanks. The 10-million-gallon tanks are at M and 34th and LL and 15th Streets. 
The elevated storage tanks are at K and 15th, N and 30th, KK and 26th, and DD and 2nd 
Streets. Central City has no access to any outside water source; however, its treatment plant is 
modern and is supplied by overhead lines of short lengths from 12-megavolt distribution lines. 

Given the potential for significant flooding, the Mayor of Central City has activated the EOC to 
monitor and prepare response plans for the upcoming potential flood. Based on previous years’ 
floods, she has several concerns that she would like the EOC to address: 

 Plan for an orderly evacuation of affected neighborhoods, including adequate sheltering 
where necessary. 

 Monitor water supply for possible contamination. 

 Provide security to evacuated areas. 

 Ensure effective public warnings and communication. 

 Develop plans for the protection of critical infrastructure. 

 Develop alternate traffic routes for areas that may be affected by the floodwaters. 
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Incident Support 
Objectives 

1. Incident Name 

Central City Flood 

2. Date Prepared 

4/07/2011 

3. Time Prepared 

15:30 

 

4. Operational Period (Date and Time) 

4/08/2011  06:00-18:00 

5. Objectives for Incident Support 

1. Coordinate with nongovernmental organizations to arrange shelter capability for up to 200 

residents within 24 hours. 

2. Conduct an assessment to identify unmet needs of evacuated residents within the next 3 

hours. 

3. Activate a call-in center to respond to inquiries about disaster services and family 

reunification within 2 hours. 

4. Deliver food and water response personnel to the standing area. 

5. Monitor the development of alternate traffic routes to facilitate evacuation of affected 

residents. 

6. Develop materials and talking points for media briefing scheduled for 12:00 at the Joint 

Information Center.  

7. Coordinate with Public Health and Department of Public Works to ensure the safety of the 

city water supply. 

 

6. Weather Forecast for Operational Period 

Continued rain for the next 24–48 hours.  
Wind out of the southwest at 3–5 mph with a high of 78 degrees. 

7. General Safety Message 

If personnel are required to leave the EOC for any reason, they must keep good situational 
awareness, and stay out of floodwaters and clear of all downed wires. 

8. Attachments 

Incident Map 

Organizational Structure  

Communications Plan 

 

9. Prepared by (PSC) 

Stanley Smith 

10. Approved by (IC) 

Bill Roxo 
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EXERCISE INTRODUCTION 

Visual 21.1.6 (Continued) 

Incident Map 
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EXERCISE INTRODUCTION 

Visual 21.1.6 (Continued) 
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EXERCISE INTRODUCTION 

Visual 21.1.6 (Continued) 

 

EOC/Incident RADIO 
COMMUNICATIONS PLAN 

1. Incident Name 

Central City Flood 

2. Date/Time Prepared 

4/07/11 03:30 
3. Operational Period Date/Time 

4/08/11 06:00 
 

4. Basic Radio Channel Utilization 
 

Function Radio Type/Cache Group/Channel Frequency/Tone Assignment Remarks 

Command   Channel 3 157.85     

Support   Channel 4 157.995     

            

            

            

            

            

            

            

            

 

5. Prepared by Communications Support   
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TABLETOP EXERCISE 

Visual 21.1.7 

 

Key Points 
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END-OF-EXERCISE ACTIVITIES 

Visual 21.1.8 

 

Key Points 

Read the final scenario on the following pages in preparation for the after-action activities, which 
will include the following: 

 An after-action meeting in which you will analyze the exercise  

 An end-of-exercise debriefing 
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END-OF-EXERCISE ACTIVITIES 

Visual 21.1.8 (Continued) 

Final Scenario 

It is now Wednesday, April 13. Floodwaters are beginning to recede in Central City. The I-5 
Bridge is still closed and traffic has been diverted. State engineers are working with Liberty 
County and Central City to assess the level of damage to the bridge.  

As the waters begin to recede, damage assessments are being done throughout Central City 
and Liberty County. Faith Hospital has reopened its emergency department, and after an 
extensive cleanup, is again able to use the first two floors of the facility. The other three 
hospitals are continuing to monitor their patients for any increase in gastrointestinal or flu-like 
symptoms and reporting their findings to the Liberty County Public Health Department. 

Truman Elementary School, Harris High School, and Collins Elementary School remain closed 
to allow janitorial staff sufficient time to clean and inspect the buildings. All of the students are 
being bused to other schools in the city. Teachers from these three schools are assisting other 
schools with the increased student load. 

The Central City Water Department has been working closely with the Liberty County Public 
Health Department to continue testing the wells and monitoring the city water supply for 
contaminants. To date, no significant contamination has been found in the Central City water 
supply. 

Central City officials are working with the Liberty County Department of Emergency 
Management to implement the recovery process. In the meantime, Department of Public Works 
crews are clearing mud and debris from city streets and public buildings. 

The mayor has asked for an EOC briefing and that all department heads participate in an after-
action review to determine what issues were problematic and what can be done to improve 
response in the future. She would like to focus on the following areas: 

 Was there clear and open communication between the various departments and agencies in 
the EOC? 

 How would you organize the EOC in the future for an incident of this nature? 

 What additional equipment, resources, facilities, planning, or training would be beneficial to 
improve your coordination? 

 What advantages, if any, did the EOC provide for an incident of this nature? 
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END-OF-EXERCISE ACTIVITIES 

Visual 21.1.9 

 

Alt text 
After-Action Meeting and Briefings 

 Share 3 things that worked well and 3 areas that needed improvement? Focus on: 

 Was there clear and open communication between the various departments and agencies in 
the EOC? 

 How would you organize the EOC in the future for an incident of this nature? 

 What additional equipment, resources, facilities, planning, or training would be beneficial to 
improve your coordination? 

 What advantages, if any, did the EOC provide for an incident of this nature? 

Key Points 

Instructions:  

1. Conduct an after-action meeting to analyze the exercise: What worked well and what 
areas need improvement? 

a. Was there clear and open communication between the various departments and 
agencies in the EOC? 

b. How would you organize the EOC in the future for an incident of this nature? 
c. What additional equipment, resources, facilities, planning, or training would be 

beneficial to improve your coordination? 
d. What advantages, if any, did the EOC provide for an incident of this nature? 
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END-OF-EXERCISE ACTIVITIES 

Visual 21.1.10 

 

Key Points 

Instructions:  

1. Finally, discuss the exercise in terms of people management issues, focusing on the 
following questions:  

a. How were the characteristics of highly effective teams demonstrated? 
b. How were influencing strategies used or demonstrated? 
c. What indicators of stress were present in group interactions? 
d. How were conflicts or problems during the exercise resolved? 

 

ADDITONAL SLIDES TO EXPAND ON THE DEBRIEFING WILL 
FOLLOW – THESE SLIDES ARE ALL REPEATS FROM PREVIOUS 
LESSONS IN THIS COURSE. 
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MODULE OVERVIEW 

Visual 22.1.1 

 

Key Points 

This module provides an opportunity to reflect on the future of emergency management. 
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MODULE OVERVIEW 

Visual 22.1.2 

 

Key Points 

This module is divided into the following three units:  

Unit Time 

Unit 1: Envisioning the Future 

 Activity 22.1 – Creating A Vision (Visual 22.1.11) 

45 minutes 

Unit 2: Monitoring Trends 30 minutes 

Unit 3: Building Personal Capabilities 

 Activity 22.2 – IAW Wrap-Up (Visual 22.3.8) 

30 minutes  

Total Module Time: 1 hour, 45 minutes 
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MODULE OVERVIEW 

Visual 22.1.3 

 

Key Points 

The goal of this module is to enable you to discuss the emergency management profession and 
its future. 

The objectives for the individual units in this module are listed below. 

Unit 1: 

 Describe the importance of thinking strategically about the future of emergency 
management. 

 Identify the drivers of change. 

 Develop a future vision. 

Unit 2: 

 Identify the resources for monitoring trends including: data, stakeholders, media/popular 
culture, professional organizations, and academic institutions. 

 Determine the indicators used to monitor trends in your jurisdiction. 

Unit 3: 

 Describe the importance of professionalism in the emergency management workforce. 

 Identify strategies for overcoming barriers to continuous change and learning. 

 Make a commitment to the priority actions to take following this training program.
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INTRODUCTION 

Visual 22.1.4 

 

Key Points 

This unit is designed to help you think about the future of emergency management. Thinking 
about the future is not as easy as it appears. Changes in our communities, our Nation, and 
internationally are likely to have profound effects on the emergency management profession.  

Emergency management personnel who focus only on today’s crisis will be ill prepared to cope 
with rapid changes. It is imperative to cultivate a strategic vision of the future. 
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INTRODUCTION 

Visual 22.1.5 

 

Key Points 

Often our vision of the future is limited by our own creativity or desire to hold onto what we 
believe. Take a moment to review the following quotes: 

 “I think there is a world market for maybe five computers.”  
— Thomas Watson, Chairman of IBM, 1943 

 “It will be years—not in my time—before a woman will become Prime Minister.” 
 — Margaret Thatcher, future Prime Minister, October 26, 1969 

 “It will be gone by June.”  
— Variety Magazine, passing judgment on rock ’n roll in 1955 

 "I always avoid prophesying beforehand because it is much better to prophesy after the 
event has already taken place.”  
— Winston Churchill  

Discussion Question: What do these quotes have in common? 

Discussion Question: What do they tell us about how we need to think about the future? 
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STRATEGIC FORESIGHT INITIATIVE 

Visual 22.1.6 

 

Key Points 

FEMA has launched the Strategic Foresight Initiative. The objective of this initiative is to seek to 
understand how the world around us is changing and how those changes may affect the future 
of emergency management and our community. 

This initiative is a partnership between FEMA and other Federal partners; States; 
nongovernmental organizations; community-based organizations; and especially 
neighborhoods, towns, and cities. 

The Strategic Foresight Initiative is designed to: 

 Serve as one important tool in the development of both strategy and plans. By 
understanding the potential future environment, organizations will better understand and 
anticipate risk while ensuring opportunities can be fully capitalized.  

 Identify new or increasing capability requirements, as well as emerging capabilities that do 
not exist today. Such identifications could support decisions about future investments as 
well as planning activities and exercises.  

 Help establish a research agenda for the emergency management field by highlighting 
areas of emerging relevance and the key questions that remain unanswered. 

Additional information can be found online.  

https://www.fema.gov/strategic-foresight-fema
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DRIVERS OF CHANGE: ENVIRONMENT 

Visual 22.1.7 

 

Key Points 

As part of the Strategic Foresight Initiative, FEMA worked with nearly 100 key stakeholders, 
subject matter experts, and emergency management practitioners to identify the most critical 
drivers of the future emergency management. The three areas identified as drivers of change 
were environment, technology and social. 

Discussion Question: Within these categories, what would be some drivers of change? 
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 DRIVERS OF CHANGE: ENVIRONMENT 

Visual 22.1.7 (Continued) 

There is a significant amount of existing research on trends and impacts in the area of climate 
change. The implications of climate change should be considered by Emergency Managers, 
regardless of the cause. 

The U.S. Global Change Research Program (USGCRP) has conducted significant research on 
the implications of climate change in the United States. The impacts include: 

 More severe storms and continued flooding threats: Coastal areas will be at risk due to 
rising sea levels and more intense storms, which will include more areas being affected by 
storm surges. 

 Extreme drought: Crop and livestock production will be increasingly challenged. Water 
resources will be stressed domestically and globally. 

 Increased wildfire threat: Wildland fire threat will increase and shift to previously 
unaffected areas. 

 More people and structures at risk: There will be new threats to human health and more 
stress on our aging infrastructure. 

These impacts could all clearly affect emergency management. Although the USGCRP findings 
are focused domestically, there are also international impacts that could affect the United 
States. These include mass migration due to climate issues, increased conflict, and shifting 
disease patterns. 

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011.  

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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 DRIVERS OF CHANGE: ENVIRONMENT 

Visual 22.1.7 (Continued) 

Currently, infrastructure in the United States is nearing the end of its lifecycle and will require 
significant investment to prevent a crisis. In particular, transportation, communication, energy, 
and healthcare infrastructure are aging and in danger of failing.  

Aged infrastructure can: 

 Hamper disaster response and recovery efforts by delaying first responders’ ability to reach 
an affected area or the delivery of supplies  

 Pose a threat such as the collapse of a bridge or a dam bursting 

The American Society of Civil Engineers estimates that the United States must invest $2.1 
trillion into infrastructure over the next five years, but anticipates less than half of that amount 
will actually be spent. In addition, because the private sector owns the majority of the Nation’s 
critical infrastructure, investment priorities are often profit-driven rather than security-driven. 

However, it is possible that spending on infrastructure could increase in the short- to medium-
term future. In this case, the emergency management community would have the opportunity to 
advocate for more resilient infrastructure. Well-designed infrastructure could be a real benefit to 
the emergency management community.  

Discussion Question: What are the implications?  

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011,  

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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 DRIVERS OF CHANGE: ENVIRONMENT 

Visual 22.1.7 (Continued) 

How the terrorist threat evolves, and how the entire security environment evolves, will be a 
major driver of the future environment. Below are terrorism trends that are important to 
emergency management: 

 Increased self-radicalization. There is an increase in self-radicalization of individuals and 
small groups. For example, in November 2009, Major Nidal Malik Hasan was accused of 
killing 13 at Fort Hood, TX. Major Hasan may have become a self-radicalized terrorist 
through the use of the Internet. 

 Diffusion of scientific knowledge and technological innovation. The wide dispersion of 
technological and scientific knowledge may increase terrorists’ access to high-consequence 
weapons. Specific concerns include biotechnology, nanotechnology, and nuclear weapons. 

 Potential increase in domestic terrorism. Most experts consider al-Qaeda and al-Qaeda-
affiliated and -inspired groups to be the greatest threat to U.S. security. However, many 
experts believe there is diminishing support for al-Qaeda and their followers. In addition to 
the discussion about the future of Islamic-based terrorism, there has been discussion about 
other terrorist threats, including domestic terrorism. Many also see the growing threat of 
transnational criminal organizations as a significant related trend. 

 Uncertainty following the “Arab Spring” and Osama bin Laden’s death. The 
implications of the independence protests in the Middle East and Osama bin Laden’s death 
are unknown at this point in time. 

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011. 

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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 DRIVERS OF CHANGE: ENVIRONMENT 

Visual 22.1.7 (Continued) 

The role of the individual in society is constantly evolving. How roles evolve could create a more 
complex emergency management environment. The Strategic Foresight Initiative has identified 
the following themes: 

 Increased empowerment of the individual. Advances in technology have broadened 
individuals’ access to information as well as their forum for spreading their views. In addition, 
handheld devices, cell phones, and other touch technologies bring the information right to 
the individual wherever he or she may be. This has helped create what New York Times 
columnist Thomas Friedman refers to as “super-empowered individuals.” 

 Changing definition of community. Historically, communities were geographically based. 
However, personal communications technology allows many individuals to join “virtual” 
communities of likeminded individuals, dispersed across the globe. This type of 
decentralized organization among individuals will create new challenges and new decision-
making methods. Some experts interviewed believe that individuals will become more loyal 
to their virtual communities than their national or geographic communities. 

 Decreasing trust of official or government sources. Government officials are not viewed 
as a trusted source of information, even in the area of crisis management. Research has 
shown that individuals usually seek confirmation of information received from emergency 
officials from nonofficial sources before taking action. In addition, there are concerns about 
the chasm between “connected” and “disconnected” individuals. This chasm requires the 
emergency management community to employ an expansive outreach program to reach all 
individuals. Interestingly, those “disconnected” individuals are typically more resilient 
because they regularly manage disruptions independently. 

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011. 

.

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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 DRIVERS OF CHANGE: ENVIRONMENT 

Visual 22.1.7 (Continued) 

During the next 15 to 20 years, the U.S. 
Census Bureau expects significant 
demographic changes in the U.S. 
population. Below is a summary of these 
projected changes: 

 The overall population is expected to 
grow by 18 percent, with some States 
projected to grow by more than 30 
percent by 2030. The population will be 
more culturally and ethnically diverse, 
with dramatic increases projected in both 
the Hispanic and Asian populations.  

 

 Many Americans continue moving to relatively densely populated areas. Currently, 83 
percent of Americans live within a metropolitan area—which is defined as an area that has 
at least one urban area of at least 50,000 people but can include suburban and rural areas. 
The percentage of Americans living in these areas continues to climb. The growth in 
metropolitan America has a number of implications for emergency management, including 
buildings possibly being put in more vulnerable areas (e.g., the coast); evacuations 
becoming more difficult (which could be compounded by aging infrastructure); access to 
medical resources becoming strained; the consequences of microclimate changes 
becoming magnified; infrastructure becoming more vulnerable; and community structure and 
culture changes occurring as the population increases. 

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011.  

.

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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DRIVERS OF CHANGE: SOCIAL 

Visual 22.1.8 

 

Alt text 
Shifting Demographics 
Source:  Department of Health and Human Services Administration on Aging  
Chart shows the increase in the percent of the population 60 and older from 6 percent in 1900 to 
16 percent in 2000, projected to 25 percent in 2030, to26 percent in 2050. Shows the percent of 
the population 65 to 85, and the population 85 and older 

Key Points 

The percentage of the population over the age of 65 is expected to increase from 12.4 percent 
in 2000 to 18.2 percent in 2025, and continue rising.  

Implications: Each of these demographic changes individually could create challenges for 
emergency management operations; their combination exacerbates the challenges for future 
Emergency Managers. The emergency management community will need to consider all 
aspects of demographics as it looks toward the future. 

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011. 

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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 DRIVERS OF CHANGE: SOCIAL 

Visual 22.1.8 (Continued) 

Source: Department of Health and Human Services Administration on Aging 

 
Alt text 
This chart shows the increase in the percent of the population 60 and older from 6 percent in 1900 to 16 percent in 2000 and projected to be 25 
percent in 2030 and 26 percent in 2050.  It shows the percent of the population 65 and older increasing from 4 percent in 1900 to 12 percent in 2000 
and projected to be 19 percent in 2030 and 20 percent in 2050.  It also shows the percent of the population 85 and older increasing from 0.2 percent in 
1900 to 1.5 percent in 2000 and projected to be 2.3 percent in 2030 and 4.3 percent in 2050. 
Source: Source:  Department of Health and Human Services Administration on Aging 

DRIVERS OF CHANGE: SOCIAL 

Visual 22.1.8 (Continued) 

We already see a significant amount of “spontaneous reporting” where individuals at or near the 
scene of an incident instantly post video, images, text messages, etc., from their personal 
communications devices.  

The explosion of social media and personal communications technology will continue to 
increase real-time access and delivery of information, including the following benefits and 
challenges: 

Benefits Challenges 
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Benefits Challenges 

 Empowerment: The new information 
environment allows everyone to be both 
a producer and a consumer of 
information. This makes people less 
dependent on official sources of 
information. 

 Instant Communications: The 24/7 
news cycle, and the growth of 
nontraditional sources of news such as 
social media, have created an 
environment of constant information 
flow. 

 Increased Analytical Demands: The 
quantity of available information can lead 
to the public and emergency 
management officials being overloaded. 
The legitimacy and accuracy of 
information must constantly be 
questioned and verified. 

 Becoming a Trusted Source: The public 
has become much more information 
savvy and demanding. The new patterns 
of information flow have changed the role 
of the mainstream and traditional media, 
while making it increasingly difficult for 
emergency management to break 
through the cluttered information market 
and become a trusted source. 

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011. 

  

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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DRIVERS OF CHANGE: SOCIAL 

Visual 22.1.8 (Continued) 

Rapid technological innovation is expected to continue over the next 15–20 years, which could 
dramatically change how Americans live, work, and play.  

 Better modeling and prediction of disasters and consequences. The increasing 
adoption of mobile technology, medical breakthroughs, improvements in how we model and 
warn about disasters, and the implications of biotechnology and nanotechnology on the 
security environment are examples of important technological innovations that could 
dramatically influence emergency management. 

 Increased dependency and vulnerability. This rapid innovation has led to increased 
dependency on technology by the United States, including the emergency management 
community. Our communications, energy, and transportation infrastructure are all heavily 
dependent on technology. This dependency creates a significant vulnerability to cyber-
attacks, particularly if our reliance creates single points of failure within our systems. 

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011,  

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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 DRIVERS OF CHANGE: SOCIAL 

Visual 22.1.8 (Continued) 

Disruptions in global supply chains could have significant consequences domestically. For 
example, Malaysia manufactures more than 60 percent of the world’s latex gloves. A major 
disruption in the supply chain from this part of the world could impact medical workers and first 
responders in the United States.  

An international disaster could have significant domestic implications. Two examples—the 
Icelandic volcano and the Haitian earthquake—focused attention on the broader impacts of 
disasters outside the U.S. borders. The volcanic eruption significantly disrupted international air 
traffic, and the earthquake in Haiti had the potential to trigger mass migrations. 

The emergency management community believes that increasing global interdependencies will 
lead to the United States having a greater role in emergency management internationally. A 
more global role for American Emergency Managers could have major resource and capability 
implications. 

Source: Strategic Foresight Initiative, Getting Urgent About the Future: Summary of Findings, 
May 2011,  

https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
https://www.fema.gov/pdf/about/programs/oppa/findings_051111.pdf
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 DRIVERS OF CHANGE: SOCIAL 

Visual 22.1.8 (Continued) 

The current economic crisis has brought the tenuous state of government budgets, particularly 
with respect to emergency management funding, into focus as a major driver of the future 
environment. Although it is plausible, even likely, that the U.S. economy will improve over the 
next decade, current State, Tribal, Local, and Federal budget forecasts are grim in the shorter 
term and could lead to emergency management funding sustainability problems. 

Federalism and the role of State, Local, and Federal governments in emergency management 
has been a key point of discussion. If resources continue to be constrained, there is a 
widespread belief that the Federal Government will be expected to play a more significant role.  

Conversely, many have raised the possibility of an increase in partnerships with the private 
sector, perhaps including privatizing some emergency management activities. 

For additional information see: Jessica Jensen, “2010 Impacts of the Economic Downturn 
Summary Report,” Center for Disaster Studies and Emergency Management, North Dakota 
State University. 

Available on the International Association of Emergency Managers website. 

http://www.iaem.com/page.cfm?p=groups/intro
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CREATING A VISION 

Visual 22.1.9 

 

Key Points 

These drivers of change create what Pete Vaill described as “permanent whitewater.” In his 
book Managing as a Performing Art, Vaill used the metaphor of permanent whitewater to 
describe the uncertainty and turbulence that characterize organizations.  

Reference: Vaill, P. (1989). Managing as a Performing Art. San Francisco, CA: Jossey-Bass. 

We all hope that a calm placid lake is around the next bend. However, things do not ever seem 
to settle down and become calm. Most of us never get out of the rapids. Surviving the 
turbulence requires effective leadership skills, including having a vision of the future. 

Let’s look at one such vision. 
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CREATING A VISION 

Visual 22.1.10 

 

Key Points 

 

“Incidents should not become emergencies. Emergencies should not become disasters. 
Disasters should not become catastrophes. Catastrophes should not become chaos. 
Citizens should not have reasons to lose faith in their governmental institutions.” 
 

Lacy Suiter, Former State Emergency Management Director and FEMA Executive 

Lacy Suiter (1936–2006) was a pioneer in the evolution of emergency management and played 
a significant role in developing it into a professional discipline. His career in emergency 
management spanned four decades, during which time he led several Federal and State 
emergency management and homeland security organizations.  

According to the Naval Post Graduate School, Center for Homeland Security and Defense: 
“Lacy Suiter was a man of ‘big ideas,’ always challenging those around him to come up with the 
next policy or strategy that would make what he called a ‘quantum leap,’ in emergency 
management and homeland security.” Each year, the center sponsors the Lacy E. Suiter Policy 
Forum.  

More information about the forum is available at the Center for Homeland Security and Defense 
website. 

https://www.chds.us/c/
https://www.chds.us/c/
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ACTIVITY 22.1 – CREATING A VISION 

Visual 22.1.11 

 

Alt text 
Activity 22.1 – Creating A Vision 
Instructions:   

1. Review the scenario 
2. Working as a team, answer the following questions: 

1. What innovations have occurred in the field of emergency management? 
2. What are the major changes in how you perform your job? 
3. What is the community’s role in emergency management? 

3. Select a spokesperson to report back to the class 

Key Points 

Instructions: 
1. Review the scenario. 
2. Working as a team, answer the questions provided. 
3. Select a spokesperson to report back to the class. 

Scenario: 

It is 10 years in the future. You are a member of the emergency management team in the 
jurisdiction of Utopia. Given that you live in Utopia, your team has achieved Lacy Suiter’s vision. 
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ACTIVITY 22.1 – CREATING A VISION 

Visual 22.1.11 (Continued) 

Questions: 
1. What innovations have occurred in the field of emergency management? 

2. What are the major changes in how you perform your job? 

3. What is the community’s role in emergency management? 
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UNIT SUMMARY 
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Key Points 

This unit focused on the following key points: 

 The importance of thinking strategically about the future of emergency management 

 The drivers of change 

 Developing a future vision 
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INTRODUCTION 

Visual 22.2.1 

 

Key Points 

This unit presents information on how to monitor trends affecting emergency management in 
your jurisdiction. At the end of this unit, you will have an opportunity to identify the indicators to 
monitor. 
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Key Points 

Emergency management professionals monitor trends from the following sources: 

 Data 

 Stakeholders  

 Media and popular culture 

 Academic and professional affiliations 

Let’s take a closer look at each of these sources. 
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Key Points 

Emergency management personnel can use numerous databases to obtain both raw data and 
analytical reports. Below are examples of three databases: 

 Data.gov: The purpose of Data.gov is to increase public access to high-value, machine-
readable datasets generated by the Executive Branch of the Federal Government. The site 
includes the following features: 
o “Raw” Data Catalog: Provides instant view and download of platform-independent, 

machine-readable data. 
o Tools Catalog: Includes simple, application-driven access to Federal data with 

hyperlinks. This catalog features widgets, data mining and extraction tools, applications, 
and other services. 

o Widgets: Provide single-purpose services such as showing the user the latest news, the 
current weather, the time, a calendar, a dictionary, a map program, a calculator, desktop 
notes, photo viewers, or even a language translator, among other things. 

Data Mining and Extraction Tools: Allow users to either produce maps, tables, or charts of 
the subset of data that are specific to the user’s interests or to build their own dataset 
extracted from a data source. 

https://www.data.gov/
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MONITORING TRENDS: DATA 

Visual 22.2.3 (Continued) 

 

 American FactFinder: This site provides data from the following surveys: 
o The Decennial Census collects data every 10 years about households, income, 

education, homeownership, and more for the United States, Puerto Rico, and the Island 
Areas. 

o The American Community Survey is a nationwide survey designed to provide 
communities with a fresh look at how they are changing.  

o The Puerto Rico Community Survey is the equivalent of the American Community 
Survey for Puerto Rico.  

o The Economic Census profiles the U.S. economy every five years, from the national to 
the Local level and by detailed industry and business classification.  

o The Population Estimates Program publishes estimated population totals for the 
previous year for cities and towns, metropolitan areas, counties, and States.  

 

 FedStats: This site provides access to the full range of official statistical information 
produced by the Federal Government. The site provides convenient searching and linking 
capabilities to more than 100 agencies that provide data and trend information on such 
topics as economic and population trends, crime, education, health care, aviation safety, 
energy use, farm production, and more. 

http://factfinder.census.gov/faces/nav/jsf/pages/index.xhtml
https://fedstats.sites.usa.gov/
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MONITORING TRENDS: STAKEHOLDERS 
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Key Points 

Stakeholders can help you recognize emerging trends. It is important to interact with and listen 
to stakeholders. 

Discussion Question: What techniques do you use to gather trend information from 
stakeholders? 
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MONITORING TRENDS: MEDIA MONITORING 
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Key Points 

Monitoring media and social media can help you recognize trends. There are numerous free 
tools to help you, including: 

 RSS Feeds. RSS (Really Simple Syndication) is an online feature that delivers changing 
web content to you via email alerts. Many of the online news sites and social media allow 
you to sign up for RSS feeds. 

 Search Engines. New search engines such as Addict-o-matic search the web for the 
latest news, blog posts, videos, and images.  

http://addictomatic.com/
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Key Points 

Why keep current on popular culture? 

The 2011 Centers for Disease Control and Prevention (CDC) warning about zombie apocalypse 
is a blog post by the CDC that used the zombie apocalypse scenario to raise public awareness 
on preparations for the emergency situations. 

CDC staff were working on the message to be posted on the CDC blog in advance of the 2011 
hurricane season. A staff member remembered a tweet asking about zombies in connection to 
nuclear disaster in Japan that was a result of the 9.0 magnitude earthquake and tsunami. This 
tweet provided an idea for the upcoming CDC post. 

Typically, CDC blog posts get between 1,000 and 3,000 hits per week. On the day the zombie 
post was posted, it received approximately 30,000 hits. A tweet with a tagline “If you’re ready for 
a zombie apocalypse, then you’re ready for any emergency” got 12,000 followers. Over a brief 
period, the number of followers reached 1.2 million. 

CDC is planning a video contest, asking the contestants to demonstrate how they are getting 
prepared for an emergency situation including floods, earthquakes, hurricanes, and zombie 
attacks.  

CDC is also planning to run a survey to find out how many of the zombie apocalypse’s readers 
actually followed the blog’s tips and made recommended preparations for natural disasters, 
zombie attacks, and other emergency situations. 
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MONITORING TRENDS: ACADEMIC AFFILIATIONS 

Visual 22.2.7 

 

Key Points 

The primary goal of the FEMA Emergency Management Institute (EMI) Emergency 
Management Higher Education Program is to work with colleges and universities, emergency 
management professionals, and stakeholder organizations to help create an emergency 
management system of sustained, replicable capability and disaster loss reduction. The 
program promotes formal education, experiential learning, practice, and experience-centered 
learning. The program also increases collegiate study of hazards, disasters, and emergency 
management by: 

 Enhancing emergency management professionalism 

 Supporting development of the academic discipline of emergency management 

 Encouraging research on hazards and the role of emergency management 

Access to resources and information about the Annual Emergency Management  

Higher Education Conference can be found online.  

https://www.training.fema.gov/hiedu/
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Key Points 

The Department of Homeland Security (DHS) Centers of Excellence under the Office of 
University Programs bring together leading experts and researchers to conduct multidisciplinary 
research and education for homeland security solutions. Each center is led by a university in 
collaboration with partners from other institutions, agencies, laboratories, think tanks, and the 
private sector. 

As of June 2012, there are 12 Centers of Excellence across the country. 

 The Center for Risk and Economic Analysis of Terrorism Events (CREATE), led by the 
University of Southern California, develops advanced tools to evaluate the risks, costs, and 
consequences of terrorism. 

 The Center for Advancing Microbial Risk Assessment (CAMRA), co-led by Michigan 
State University and Drexel University and established jointly with the U.S. Environmental 
Protection Agency, fills critical gaps in risk assessments for mitigating microbial hazards. 

 The Center for Excellence for Zoonotic and Animal Disease Defense (ZADD), co-led by 
Texas A&M University and Kansas State University, protects the Nation’s agricultural and 
public health sectors against high-consequence foreign animal, emerging, and zoonotic 
disease threats.   

http://create.usc.edu/
http://www.camra.msu.edu/
http://iiad.tamu.edu/
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 The National Center for Food Protection and Defense (NCFPD), led by the University of 
Minnesota, defends the safety and security of the food system by conducting research to 
protect vulnerabilities in the Nation’s food supply chain.  

 The National Consortium for the Study of Terrorism and Responses to Terrorism 
(START), led by the University of Maryland, provides policy makers and practitioners with 
empirically grounded findings on the human elements of the terrorist threat and informs 
decisions on how to disrupt terrorists and terrorist groups. 

 The National Center for the Study of Preparedness and Catastrophic Event Response 
(PACER), led by Johns Hopkins University, optimizes our Nation’s medical and public health 
preparedness, mitigation, and recovery strategies in the event of a high-consequence 
natural or manmade disaster. 

 The Center of Excellence for Awareness and Location of Explosives-Related Threats 
(ALERT), led by Northeastern University and the University of Rhode Island, develops new 
means and methods to protect the Nation from explosives-related threats.  

 The Coastal Hazards Center of Excellence, co-led by the University of North Carolina at 
Chapel Hill and Jackson State University, performs research and develops education 
programs to enhance the Nation’s ability to safeguard populations, properties, and 
economies from catastrophic natural disasters.  

 The Center of Excellence in Command, Control and Interoperability (CCI), co-led by 
Purdue University (visualization sciences – VACCINE) and Rutgers University (data 
sciences – CCICADA ), creates the scientific basis and enduring technologies needed to 
analyze large quantities of information to detect security threats to the Nation. 

http://foodprotection.umn.edu/
http://www.start.umd.edu/
http://www.start.umd.edu/
http://www.pacercenter.org/
http://www.pacercenter.org/
http://www.northeastern.edu/alert/
http://www.northeastern.edu/alert/
http://hazardscenter.unc.edu/
http://www.purdue.edu/discoverypark/vaccine/


Unit 2: Monitoring Trends 

 

Module 22: The Future of Emergency Management 
June 2017 Student Manual - Virginia Edition Page 22.2.11 

MONITORING TRENDS: PROFESSIONAL AFFILIATIONS 

Visual 22.2.9 

 

Alt text 
Sample Professional Organizations 
American Public Health Association (APHA) Logo.  
Association of State Floodplain Managers (ASFPM) Logo.  
NFPA Logo.  
American Planning Association (APA) Logo,  
Emergency Management Accreditation Program (EMAP) Logo, International Association of 
Chiefs of Police Logo, 
National League of Cities Logo, International Fire Chiefs Association Logo, International 
Association of Emergency Managers (iAEM) logo,  
National Emergency Management Association (NEMA), International Association of Campus 
Law Enforcement Administrators (iaclea) Logo, National Association of Counties (NACO) Logo 

Key Points 

Being affiliated with professional organizations helps emergency management personnel keep 
abreast of evolving trends and furthers their professional development. The visual includes a 
sample of the numerous professional organizations that offer insightful information to members 
and nonmembers. As you review the following list of organizations, think about additional ones 
you would add. 
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Organization Description 

National Emergency 
Management Association 
(NEMA) 

 

 

 Dedicated to enhancing public safety by improving the 
Nation’s ability to prepare for, respond to, and recover 
from all emergencies, disasters, and threats to our 
Nation’s security 

 Provides national leadership and expertise in 
comprehensive emergency management; serves as a 
vital emergency management information and 
assistance resource; and advances continuous 
improvement in emergency management through 
strategic partnerships, innovative programs, and 
collaborative policy positions  

International Association of 
Emergency Managers (IAEM) 

 

 Dedicated to promoting the “Principles of Emergency 
Management” and representing those professionals 
whose goals are saving lives and protecting property 
and the environment during emergencies and disasters 

 Provides information, networking, and professional 
development opportunities to advance the emergency 
management profession 
 
Note: IAEM sponsors the Certified Emergency 
Manager® program. 

 

http://www.nemaweb.org/
http://www.nemaweb.org/
http://www.nemaweb.org/
http://www.iaem.com/
http://www.iaem.com/
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Organization Description 

American Public Works 
Association (APWA) 

 

 Serves professionals in all aspects of public works 

 Offers comprehensive resources in the areas of 
professional development tools, advocacy efforts, 
networking opportunities, and outreach activities 

American Public Health 
Association (APHA) 

 

 Provides professional networking for public health 
professionals 

 Disseminates the latest public health science and practice 
to members, opinion leaders, and the public  

National Volunteer Fire 
Council (NVFC) 

 

 Promotes and provides education and training for the 
volunteer Fire/Emergency Medical Services (EMS) 
organizations 

 Provides representation on national standards-setting 
committees and projects 

 Gathers information from and disseminates information to 
the volunteer Fire/EMS organizations 

International Association of 
Chiefs of Police 

 

 Fosters cooperation and the exchange of information and 
experience among police leaders and police 
organizations of recognized professional and technical 
standing throughout the world 

International Association of 
Fire Chiefs (IAFC) 

 

 Provides leadership to career and volunteer chiefs, chief 
fire officers, company officers, and managers of 
emergency service organizations throughout the 
international community through vision, information, 
education, services, and representation to enhance their 
professionalism and capabilities 

International Association of 
Campus Law Enforcement 
Administrators (IACLEA) 

 

 Advances public safety for educational institutions by 
providing educational resources, advocacy, and 
professional development services 

http://www.apwa.net/
http://www.apwa.net/
http://www.apha.org/
http://www.apha.org/
http://www.nvfc.org/
http://www.nvfc.org/
http://www.theiacp.org/
http://www.theiacp.org/
http://www.iafc.org/
http://www.iafc.org/
http://www.iaclea.org/
http://www.iaclea.org/
http://www.iaclea.org/
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Organization Description 

Association of State 
Floodplain Managers 

 

 Provides resources to professionals involved in 
floodplain management; flood hazard mitigation; the 
National Flood Insurance Program; and flood 
preparedness, warning, and recovery 

 Promotes education, policies, and activities that 
mitigate current and future losses, costs, and human 
suffering caused by flooding, and protects the natural 
and beneficial functions of floodplains—all without 
causing adverse impacts 

National Association of 
Counties (NACo) 

 

 Provides essential services to the Nation’s 3,068 
counties  

 Improves the public’s understanding of county 
government, and assists counties in finding and sharing 
innovative solutions through education and research 

National League of Cities  

 

 Provides programs and services that give Local leaders 
the tools and knowledge to better serve their 
communities 

 Provides opportunities for involvement and networking 
to help city officials seek ideas, share solutions, and 
find common ground for the future 

 Keeps leaders informed of critical issues that affect 
municipalities and warrant action by Local officials; 
strengthens leadership skills by offering numerous 
training and education programs 

American Planning 
Association (APA) 

 

 Promotes effective planning practices through vigorous 
public information and education programs 

 Supports certified planners in their pursuit of 
certification maintenance 

 Promotes national and international partnerships to 
advance both the planning movement and principles of 
sustainability, inclusion, and nondiscrimination  

 Enhances the state of planning knowledge by 
identifying and fulfilling a vigorous agenda of applied 
research 

 Shares research results with subscribers, members, 
and, ultimately, the national community 

http://www.floods.org/
http://www.floods.org/
http://www.naco.org/
http://www.naco.org/
http://www.nlc.org/
https://www.planning.org/
https://www.planning.org/
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Organization Description 

Emergency Management 
Accreditation Program 
(EMAP) 

 

 Provides emergency management programs with the 
opportunity to comply with national standards, to 
demonstrate accountability, and to focus attention on 
areas and issues where resources are needed 
 
Note:  EMAP is a voluntary review process for State and 
Local emergency management programs. Accreditation is 
a means of demonstrating—through self-assessment, 
documentation, and peer review—that a program meets 
national standards for emergency management 
programs. 

National Fire Protection 
Association (NFPA) 

 

 Develops, publishes, and disseminates more than 300 
consensus codes and standards intended to minimize the 
possibility and effects of fire and other risks 

 Compiles and publishes “NFPA 1600: Standard on 
Disaster/Emergency Management and Business 
Continuity Programs” 
 
Note: NFPA 1600 has been approved, adopted, or 
endorsed by many different organizations. DHS 
designates NFPA 1600 for use as the criteria for voluntary 
certification of private-sector preparedness programs 
called for by Title IX of Public Law 110-53.  

Additional Organizations Add other professional organizations below: 

https://www.emap.org/
https://www.emap.org/
https://www.emap.org/
http://www.nfpa.org/
http://www.nfpa.org/
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MONITORING TRENDS IN YOUR JURISDICTION 
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Key Points 

A dashboard is a tool emergency management staff use to monitor response activities and 
trends, and to also measure progress toward the incident objectives. 

The trends are placed into categories that are designated by different indicators. 

 Green Status: No Action Needed 

 Yellow Status: Action May Be Needed 

 Red Status: Action Needed 
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Key Points 

Discussion Question: What would go on your jurisdiction’s dashboard? 
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UNIT SUMMARY 

Visual 22.2.12 

 

Key Points 

In summary, remember to do the following: 

 Use all possible sources of data 

 Listen to stakeholders 

 Monitor the media and popular culture 

 Affiliate with academic and professional organizations 

 Maintain strong networks within the emergency management community 
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Key Points 

This final unit focuses on the steps you plan to take to continue building your personal 
emergency management capabilities. This training is just the beginning of your professional 
journey. 
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Alt text 
Reminder: Professionalism 

Emergency Managers value a science- and knowledge-based approach based on: 

 Education 

 Training 

 Experience 

 Ethical practice  

 Public stewardship 

 Continuous improvement 

FEMA EMI Higher  

Education Conference 

People looking through booklets at the FEMA EMI Higher Education Conference. 

Key Points 

A previous module presented the principles of emergency management. Professionalism is one 
of the core principles. Professionalism is attained through mastery of competencies at many 
levels including: 

 Foundational knowledge and skills 
o Gaining an awareness of emergency management concepts, doctrine, and authorities  
o Becoming familiar with threats and hazards 
o Identifying awareness of disaster survivor needs and expectations 
o Applying preparedness, protection, prevention, response, recovery, and mitigation 

principles  
o Demonstrating basic analytical, planning, communications, decision-making, and 

problem-solving skills 
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 Specialized expertise  
o Developing deliberate plans (for emergency operations, continuity of operations, hazard 

mitigation, etc.) and incident management and recovery plans 
o Establishing a communications and information management system (warning and 

telecommunications, information collection and sharing, interoperability, public 
information, risk communication, public awareness, public education, etc.) 

o Managing response resources including resource typing, inventorying, equipping, 
training, and exercises 

o Leveraging emerging technologies (geospatial intelligence system and web applications) 
o Applying programmatic (mass care) and technical (chemical, biological, and radiological 

response) skills  

 Managerial functions 
o Establishing partnerships with all levels of government and Tribal, private-sector, and 

nongovernmental organizations 
o Developing strategic plans and budgets 
o Applying advanced information analysis skills 
o Making risk-informed, ethical decisions 
o Leading during a crisis 
o Managing human resources (diversity, recruitment, selection, retention, rewarding, etc.) 
o Conducting after-action reviews and implementing corrective actions  
o Managing change 

 Strategic leadership 
o Establishing and communicating a vision for effective emergency management 
o Developing policies and strategic direction 
o Leading in complex environments 
o Promoting innovation 
o Evaluating programs to assess efficacy 

Each member of the emergency management community must be committed to advancing the 
professionalizing of his or her own skills and those of others.  



Unit 3: Building Personal Capabilities 

 

Module 22: The Future of Emergency Management 
Page 22.3.4 Student Manual - Virginia Edition June 2017 

CONTINUOUS CHANGE AND LEARNING 
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Key Points 

Louis L'Amour was an American author of Western fiction novels, historical novels, and 
nonfiction books.  

Review his quote: “There will come a time when you think everything is finished. That will be the 
beginning.” 

Discussion Question: How does this quote relate to the professionalism of emergency 
management? 
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Alt text 
Continuous Learning 

“Projections indicate that every 18 months an individual may need to double his or her expert 

knowledge base.”— Donald Tapscott 

Tapscott, D.  “Six Themes for New Learning from the Digital Economy:  Promise and Peril in the 

Age of Networked Intelligence.”  Educom Review, Volume 31, Number 3, May/June 1996. 

Key Points 

 

Emergency management today is a constant educational process, and if Local Emergency 
Managers do not wish to continue their education, they will find they have been left behind and 
are ineffective in their community.” — Jerry VeHaun, Past President, International Association of 
Emergency Managers, DisasterCom, April 2004  

A little more than 15 years ago, Donald Tapscott estimated that a professional needed to double 
his or her expertise every 18 months. Does anyone want to venture a guess as to what the 
speed of knowledge acquisition is today? 

The bottom line is that we need to continuously learn, or we are destined to fail. 
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Key Points 

So, why is continuous change and learning so challenging? The answer is human nature.  

From time to time, we all seek refuge from stresses associated with change and learning. 
Common barriers to change and learning include: 

Image Barrier Description 

 

Lack of Time Change and learning take time. Often, we underestimate the 
time needed to fully implement the change or learn new 
information.  

 

Fear of 
Unknown 

Change may be perceived as riskier than the status quo. 
Many individuals would rather stay with “the devil they know.”  

 

Habits — Being 
Reactive Rather 
Than Proactive 

Change means breaking old habits. Many emergency 
management personnel spend time going from one crisis to 
the next. It takes discipline to change from being reactive to a 
more strategic, proactive mode. 

 

Feeling 
Overwhelmed 

Change does take some effort. If we perceive that change or 
learning new things will take an insurmountable level of effort, 
we will never begin the process. Successful change can be 
incremental rather than an all-or-nothing approach. An early 
success can be the spark of energy needed to propel you 
through the process. 
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Key Points 

Instructions: 

1. Take a few minutes to reflect on all of the modules presented in this course. 

2. Now, write down the five most important points you plan to take away from this program. 
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Key Points 

Think about the drivers of change and the future vision of emergency management.  

Now ask yourself: How will you shape your future? 
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Alt text 
Activity 22.2 – IAW Wrap-Up 
Instructions:  Working Individually… 

1. Answer the questions in your IAW 
2. Be ready to share with the class in 5 minute 
• Don’t forget to do the check-in activities once you go back to your jurisdictions 
• Remember: You will need to bring your IAW books for the next course!  

Key Points 

Instructions:  

1. Answer the questions. Don’t forget to do the check-in activities once you go back to 
your jurisdictions 

Remember: You will need to bring your IAW books for the next course!  
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Key Points 

Please provide your feedback on this module and the entire program. 
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Key Points 

This module provides an opportunity for instructors and students to review the course content. 
The students will also complete the Post-Test. 

This module contains the following unit: 

Unit Time 

Unit 1: Course Review and Summary 1 hour, 15 minutes 

Total Module Time: 1 hour, 15 minutes 
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Key Points 

The objectives for this module are listed below. 

 Complete the Post-Test with a passing score. 

 Complete the IAW Wrap-Up activity. 
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Alt text 
Week 2 Post-Test Information 
Instructions:  Working individually … 

1. Tear the Week 2 Post-Test Answer Sheet off of the test packet. Use this sheet to record 
your answers. 

2. Once you have completed the test, turn it in to the instructors 
3. You have 60 minutes to complete the Week 2 Post-Test  

Passing Grade = 75% 

Key Points 

Instructions:  

1. Tear the Week 2 Post-Test Answer Sheet off of the test packet. Use this sheet to record 
your answers.  

2. Once you have completed the test, turn it in to the instructors. 
3. You have 60 minutes to complete the Week 2 Post-Test. 
4. You must have a score of 75% on the Week 2 Post-Test to pass.  
  



Module 23: Course Review and Summary 

 

Module 23: Course Review and Summary 
Page 23.1.4 Student Manual – Virginia Edition June 2017 

FEEDBACK 

Visual 23.1.4 

 

Key Points 

Please complete the feedback forms for this module and any other module previously not 
completed.  
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FINAL QUESTIONS 

Visual 23.1.5 

 

Key Points 

Do you have any additional questions before we conclude the course? 
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THANK YOU 

Visual 23.1.6 

 

Key Points 

Thank you for your participation!

 


